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The House met at 12:30 p.m. and was
called to order by the Speaker pro tem-
pore (Mr. CULBERSON).

——————

DESIGNATION OF SPEAKER PRO
TEMPORE

The SPEAKER pro tempore laid be-
fore the House the following commu-
nication from the Speaker:

WASHINGTON, DC,
November 12, 2002.

I hereby appoint the Honorable JOHN
ABNEY CULBERSON to act as Speaker pro tem-
pore on this day.

J. DENNIS HASTERT,
Speaker of the House of Representatives.

——————

MORNING HOUR DEBATES

The SPEAKER pro tempore. Pursu-
ant to the order of the House of Janu-
ary 23, 2002, the Chair will now recog-
nize Members from lists submitted by
the majority and minority leaders for
morning hour debates. The Chair will
alternate recognition between the par-
ties, with each party limited to not to
exceed 30 minutes, and each Member,
except the majority leader, the minor-
ity leader, or the minority whip, lim-
ited to not to exceed 5 minutes.

The Chair recognizes the gentleman
from Minnesota (Mr. RAMSTAD) for 5
minutes.

TRIBUTE TO SENATOR PAUL AND
SHEILA WELLSTONE

Mr. RAMSTAD. Mr. Speaker, I rise
today to pay tribute to Senator PAUL
WELLSTONE and his wife, Sheila
Wellstone. As we all know, the Well-
stones perished in a tragic plane crash,
along with their daughter Marcia,
three staff members and two pilots on
October 25, 2002.

It has been 18 days since that terrible
day, and I am still overwhelmed by
sadness at the tragic death of our dear
friends whose plane went down in a
northern Minnesota wetland near
Eveleth.

I continue to join all Minnesotans in
mourning our great loss. Minnesota
has lost two compassionate and caring
public servants. Both PAUL and Sheila
will be sorely missed by all of us who
knew and loved them.

As the Wellstones’ son, David, said,
“The words that come to mind about
my dad are integrity, passion, fairness
and intensity. When the going got
rough, there was no one else you want-
ed in your corner.” And about his
mother, Sheila, David Wellstone said,
“The words that come to mind are self-
less, caring, loving, tenacious, proud
and strong. She gave of herself like you
would not believe.”

Mr. Speaker, we all know that no-
body fought harder or with greater pas-
sion for the underdog than PAUL and
Sheila WELLSTONE. Senator WELLSTONE

dedicated his life to serving others, and
he was a tireless advocate for people in
need. PAUL WELLSTONE was a person of
absolute integrity and was often will-
ing to ‘‘go it alone” to stand up for
what he believed was right.

Sheila Wellstone was a true cham-
pion for battered women and their fam-
ilies, and I was privileged to work with
her on many important causes like the
Violence Against Women Act and se-
curing funding for Cornerstone, an
emergency shelter for women and their
children who are victims of domestic
violence in the Twin Cities of Min-
nesota.

Senator WELLSTONE’s best friend,
Rick Kahn of Minnetonka, tells how
PAUL used to say to him, “It is not
enough to cling to principles, no mat-
ter how noble they may be, unless we
are truly willing to risk everything.”

While Senator WELLSTONE and I had
our disagreements on many policy
issues, there is no disagreeing that I
lost my partner in the fight for people
with chemical addiction. I will always,
always be grateful to Senator
WELLSTONE for his tireless and prin-
cipled efforts to provide chemical de-
pendency treatment for more Ameri-
cans, and PAUL WELLSTONE was the
Senate sponsor of our legislation to
provide parity for chemical dependency
treatment.
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Even though we encountered stren-
uous resistance from special interests,
Senator WELLSTONE was always truly
willing to risk everything for our cause
to help people with addiction. He was
absolutely relentless in his efforts to
push for parity, both for people with
chemical addiction, and those suffering
from mental illness. PAUL would call
me frequently, and usually late at
night, to Dbreathlessly relay his
progress in securing another cosponsor
for our bill or to ask for advice; or usu-
ally to give advice. I came to abso-
lutely cherish those late night phone
calls from my friend.

As William Cope Moyers, vice presi-
dent of the Hazelden Foundation in
Minnesota, the world-renowned treat-
ment center for chemically dependent
people, put it, ‘“‘Senator WELLSTONE
was a passionate champion of what we
do at Hazelden, and his loss is immeas-
urable.”

Not only did we lose two deeply com-
mitted champions for battered women
and people with addiction, and so many
other Americans, I lost two of my dear-
est friends in that plane crash. I have
been asked many times since the crash
to share personal stories about the
Wellstones. It has been absolutely
heart warming to share personal
memories about PAUL and Sheila with
people throughout Minnesota.

And as we all know, in this body as
well as the other body, PAUL
WELLSTONE took his job very seriously,
but he never, ever took himself too se-
riously. He had a great ability to poke
fun at himself and bring people to-
gether. Even when he had policy dis-
agreements with people, he always dis-
agreed in an agreeable way, flashing
that contagious Wellstone smile and
slapping the person on the back in a
warm, loving way.

Mr. Speaker, I ask unanimous con-
sent to finish this eulogy to our de-
parted comrade and friend.

The SPEAKER pro tempore. The
Chair cannot entertain that request.
The gentleman has been recognized for
5 minutes. The Chair would entertain a
request from the gentleman to revise
and extend his remarks in the
CONGRESSIONAL RECORD. The gen-
tleman may complete his oral thought,
and conclude his remarks.

Mr. RAMSTAD. Mr. Speaker, one of
my favorite recollections of PAUL was
the time he was considering a cam-
paign for President. Before he got on
the airplane for our weekly commute
back to Minnesota, I instructed all of
the regular commuters to start hum-
ming ‘‘Hail to the Chief” as soon as
PAUL got on the plane.

On cue, the passengers struck up a
cord of ‘“Hail to the Chief,” and PAUL
saw me sitting in the back and came
right over to me and said ‘‘Ramstad, do
not forget. I might be only 5 feet 5 and
you are 6 feet 3, but don’t ever forget I
was a wrestler and you were only a bas-
ketball player.”

That was PAUL WELLSTONE, always in
good humor, always flashing that con-
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tagious smile that reflected his love for
all people.

Mr. Speaker, in conclusion, PAUL
WELLSTONE was a person of great cour-
age. Who can forget Senator
WELLSTONE painfully walking around
the Capitol bent nearly double from
the back injuries he had sustained as a
wrestler and from his struggles with
multiple sclerosis, but always the first
to run back into the kitchen of the
Senate Dining Room to thank the
cooks and dishwashers for his meals.

Mr. Speaker, I ask all in this body to
pause for a silent moment to pay our
respects to PaAuL and Sheila
WELLSTONE, their daughter Marcia, and
to the others who perished in that
plane crash, Tom Lapic, Mary McEvoy,
Will McLaughlin, Richard Conry and
Michael Guess. My heart goes out to
the family members left behind and to
PAUL’s dedicated staff. May you rest in
peace, dear friends. Amen.

The SPEAKER pro tempore. Without
objection, it is ordered that the gentle-
man’s written extension of his remarks
will be included in the CONGRESSIONAL
RECORD.

There was no objection.

———

REPUBLICANS HAVE HEAVY
RESPONSIBILITY

The SPEAKER pro tempore. Pursu-
ant to the order of the House of Janu-
ary 23, 2002, the gentleman from New
Jersey (Mr. PALLONE) is recognized
during morning hour debates for 5 min-
utes.

Mr. PALLONE. Mr. Speaker, the
election is over and we know the re-
sults: The Republicans retained the
majority in the House of Representa-
tives and actually will now have the
majority in the Senate; in fact, will
control the Presidency and both
Houses of Congress for quite a while.

I want to congratulate the Repub-
lican Party and the President, but I
want to also point out that now that
they are in charge of everything in
Washington, they have a heavy respon-
sibility, and one of the responsibilities
they have is on an issue I talked about
a great deal here on the floor of the
House of Representatives and that is
on health care reform.

There is absolutely no question that
during the course of the campaign, and
well before that, that I heard from my
constituents about the need for a Medi-
care prescription drug benefit, about
the fact that so many who now have
health care insurance are losing their
insurance and are afraid even if they
have a job about whether or not that
health insurance will continue to be af-
fordable. And I also heard from a num-
ber of my constituents, and I know my
colleagues did as well, about the need
for HMO reform and a Patients’ Bill of
Rights.

I must say it disturbed me that dur-
ing the course of the campaign that the
Republicans, in talking about some of
these issues, I think have done a spin
on the issues in a fashion that was not
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completely honest about what their
agenda was on some of these very im-
portant issues, particularly the need to
provide a prescription drug benefit and
the need to make sure that the costs of
prescription drugs would not continue
to climb.

I want to point out in particular the
effort on the part of the drug manufac-
turers, the prescription drug manufac-
turers, to influence the election, to
spend a tremendous amount of money
trying to convince the electorate that
Republicans were really going to effec-
tively address the issue of affordable
prescription drugs. I think that much
of it was advertising, trying to con-
vince the public that the Republican
plan was a good one when in fact it was
not.

I have a clip that was in my local
newspaper by the Associated Press on
Saturday, November 9, and it says,
“Drugmakers Glad for GOP Wins.”’

‘“Experts say the pharmaceutical in-
dustry’s heavy spending in the election
paid off in a Republican Congress that
will certainly be more sympathetic to
its views.”

There is a quote that says, ¢ ‘The
pharmaceutical companies spent a lot
of money and they are going to be
looking for a payback,” said Stephen
Schondelmeyer, director of the Phar-
maceutical Research in Management
Economics, or PRIME.”

The article continues, ‘‘Investors are
also optimistic. Pharmaceutical stocks
rose an average of 2.25 percent in the 2
days following the election compared
with a 1.12 percent increase in the over-
all market, according to
Morningstar.com.”

The problem is that the Republicans
were also funneling money into so-
called senior groups that were nothing
more than a front for the pharma-
ceutical industry. The pharmaceutical
industry was the ninth largest political
contributor during the 2002 election; 73
percent of the $18.1 million it doled out
went to Republican candidates, accord-
ing to the Center for Responsible Poli-
tics. It also reportedly funneled $16
million to two senior citizen groups
that ran ads supporting Republican
candidates.

There is another article in the New
York Times from Sunday, October 20,
that talks about United Seniors Asso-
ciation, a conservative group, that ac-
knowledges it receives financing from
the drug industry’s major trade group,
and they ran ads in various districts,
mostly saying Republicans had the
right answers to the prescription drug
problem facing seniors.

Now I say that the Republican an-
swer to prescription drugs is basically
to privatize Medicare. They wanted to
give some money to seniors on the the-
ory that they would take that money
and go out and buy drug insurance in
the private market.

The Democrats talked during the
campaign, and continue to talk, about
the need to just expand the existing
Medicare program to provide a pre-
scription drug benefit the same way we
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do with doctors’ bills: Pay $25 a month,
get 80 percent of the costs of prescrip-
tion drugs covered by the Federal Gov-
ernment through Medicare. There is a
$100 deductible and a 20 percent copay-
ment.

I would hate to see the Republicans
take the election results as a mandate
to say they should not have a Medicare
prescription drug benefit and instead
should move towards a private scheme.
Frankly, I do not think that is what
the average senior wants. I do not
think that is what the average senior
thinks that the Republican Party
stands for.

The problem is that the Republican
Party, through the pharmaceutical in-
dustry, spent so much money con-
vincing the electorate that this is the
way to go, I do not think that the pub-
lic really understands what the Repub-
lican proposal for prescription drug
benefit is all about.

The same is true with regard to the
need for health insurance and also with
HMOs, and we will get into that an-
other time. But I am simply saying to
my colleagues on the Republican side,
if they want to see progress on health
care reform, sit down with the Demo-
crats and work with us because this is
something that must be addressed on a
bipartisan basis in the next Congress.

————
RECESS

The SPEAKER pro tempore. Pursu-
ant to clause 12 of rule I, the Chair de-
clares the House in recess until 2 p.m.
today.

Accordingly (at 12 o’clock and 44
minutes p.m.), the House stood in re-
cess until 2 p.m.

————
0 1400
AFTER RECESS

The recess having expired, the House
was called to order at 2 p.m.

———
PRAYER

The Chaplain, the Reverend Daniel P.
Coughlin, offered the following prayer:

Lord God, all religious traditions ex-
hort disciples of faith to open their
minds, their hearts, and any door with
the gracious gift of hospitality. You
ask Your people to be considerate to
every stranger and every visitor. Bless
today this House of Representatives as
we welcome the newly-elected to ori-
entation and receive again visitors
from across this country and from
other nations. May all who come here
find in congressional Members, staff,
the Capitol Police, official guides and
all who work here, people of Your own
making, who are gracious in manner,
kind in word, generous in time, and
open to every question and need of a
guest.

In the midst of the primary tasks
You set before this Congress, may we
all find in this place a rich experience
of America’s great gifts of freedom,
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equal justice, productivity, and true
happiness. Bless us here and bless
America now and forever. Amen.

———

THE JOURNAL

The SPEAKER. The Chair has exam-
ined the Journal of the last day’s pro-
ceedings and announces to the House
his approval thereof.

Pursuant to clause 1, rule I, the Jour-
nal stands approved.

———

PLEDGE OF ALLEGIANCE

The SPEAKER. Will the gentleman
from Texas (Mr. CULBERSON) come for-
ward and lead the House in the Pledge
of Allegiance.

Mr. CULBERSON led the Pledge of
Allegiance as follows:

I pledge allegiance to the Flag of the
United States of America, and to the Repub-
lic for which it stands, one nation under God,
indivisible, with liberty and justice for all.

————

MESSAGES FROM THE PRESIDENT

Messages in writing from the Presi-
dent of the United States were commu-
nicated to the House by Ms. Evans, one
of his secretaries.

———

COMMUNICATION FROM CASEWORK
DIRECTOR/OFFICE AND SYSTEMS
ADMINISTRATOR OF HON. JOHN
M. McHUGH, MEMBER OF CON-
GRESS

The SPEAKER laid before the House
the following communication from
Joann E. Humphries, Casework Direc-
tor/Office and Systems Administrator
of the Hon. JOEN M. MCHUGH, Member
of Congress:

NOVEMBER 7, 2002.
Hon. J. DENNIS HASTERT,
Speaker, House of Representatives,
Washington, DC.

DEAR MR. SPEAKER: This is to formally no-
tify you, pursuant to Rule VIII of the Rules
of the House, that I have been served with a
trial subpoena for testimony and documents
issued by the U.S. District Court for the
Northern District of New York.

After consultation with the Office of Gen-
eral Counsel, I have determined that compli-
ance with the subpoenas is consistent with
the precedents and privileges of the House.

Sincerely,
JOANN E. HUMPHRIES,
Casework Director/
Office and Systems Administrator.

———

PRAISING THE FIVE HIGGINS
BROTHERS FROM SOUTH CARO-
LINA

(Mr. WILSON of South Carolina
asked and was given permission to ad-
dress the House for 1 minute and to re-
vise and extend his remarks.)

Mr. WILSON of South Carolina. Mr.
Speaker, with yesterday marking Vet-
erans Day, I rise to commend the val-
iant service of all of the men and
women who have served America in the
armed forces. In particular, I want to
recognize the Higgins family of Colum-
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bia, South Carolina who had 5 sons
serving our Nation during World War
II1.

Elliott Higgins served as a Captain
with Army Intelligence under General
George Patton in Germany; Harold
Higgins served as a Sergeant with the
Army Air Corps in Europe; John Hig-
gins served as a Corporal with the
Army on stateside assignments; Pat-
rick Higgins enlisted with the Mer-
chant Marines in the North Atlantic;
and the youngest, Ross Higgins, at age
17 joined the Navy and served in the
Pacific Theater.

We should also remember the five
Sullivan brothers from Iowa who died
together on the USS Juneau after the
Japanese torpedoed their ship. After
their deaths, President Roosevelt
began a policy that brothers should
serve in different branches of the
Armed Forces.

This enabled the 5 Higgins brothers
to serve our Nation with honor, and we
will always be indebted to the sac-
rifices made for our country by vet-
erans and their families.

——————

TIME FOR CONGRESS TO ADDRESS
THE ECONOMY

(Mr. PALLONE asked and was given
permission to address the House for 1
minute.)

Mr. PALLONE. Mr. Speaker, during
morning hour and once again, I want to
thank or congratulate, I should say,
the Republicans on their election vic-
tories last Tuesday, but I would say
that now that they will control both
the House and the other body, as well
as the presidency, they have the obli-
gation to address the Nation’s eco-
nomic woes. They cannot continue to
mask the economic slump that we face.

During the last week, there was
news, this is in the International Her-
ald Tribune from November 2 to 3 of
this year, and it says, ‘‘Indications
that the United States may be headed
for a renewed slump have piled up over
the last week, with weakness spreading
from manufacturing to employment to
consumer spending. The bad news cul-
minated Friday with reports of a rising
jobless rate and softness in a variety of
other indicators.

“The government reported that the
unemployment rate rose last month to
5.7 percent from 5.6 percent the pre-
vious month.

“In yet another bit of bad news, a
survey that tracks activity of cor-
porate purchasing managers, a Kkey
gauge of manufacturing strength,
showed another drop. The Institute for
Supply Management said its manufac-
turing index fell once again.”

The Republicans are in the majority
now and soon in both Houses. They
have to address the economy. It is
their obligation to do so, Mr. Speaker.

——
PROUD TO BE AN AMERICAN

(Mr. EHLERS asked and was given
permission to address the House for 1
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minute and to revise and extend his re-
marks.)

Mr. EHLERS. Mr. Speaker, as we re-
turn and we begin session once again, 1
want to rise and express my apprecia-
tion for this country and for this insti-
tution.

We all have experienced elections.
What is interesting is that throughout
the Nation, the elections have been re-
markably close in many cases. I am
proud of that, because I would not want
to live in a country where we have a
dictator that gets 99 percent of the
vote in a rigged election. We are in a
country where we present our ideas and
ourselves to the country and to its peo-
ple, and those people, on the basis of
what we say and what we do, elect us.
That is precisely the way the system is
supposed to work. That is what the
founders of this Nation wanted, and
that is what they put in place 225 years
ago.

In addition to that, yesterday we
celebrated Veteran’s Day and recog-
nized all those who have given the su-
preme sacrifice and those who have
sacrificed parts of their lives to the
service of this country. Once again, a
date to remember, a date in which we
honor people in our country.

I am so proud to be an American. I
am so very, very proud of our country,
and I am delighted to be an American.

A TRIBUTE OF GRATITUDE TO
COLONEL PETE ‘“‘CLARK’ BUNCE

(Mr. HANSEN asked and was given
permission to address the House for 1
minute.)

Mr. HANSEN. Mr. Speaker, I rise on
this day after Veterans Day to salute
one of the many brave men and women
who serve all of us in our great mili-
tary. I rise today to pay tribute to and
offer my personal thanks to Colonel
Pete ‘‘Clark’ Bunce, United States Air
Force, for a job well done.

Many of us know Colonel Bunce who,
for the past 2 years, has led the House
Office of Legislative Liaison for the Air
Force. I have had the pleasure of trav-
eling with Pete on several occasions,
and each time his professionalism and
personal attention to detail were the
keys to a smooth and successful
CODEL.

Before coming to the Hill, Colonel
Bunce was an accomplished leader and
command pilot with over 3,000 hours in
F-15 and A-10 fighter aircraft. He has
commanded at the squadron and group
levels and served overseas in Germany
and Southeast Asia.

While I have relied upon Colonel
Bunce’s military advice, I have valued
Pete’s friendship even more. Pete, Mrs.
Hansen and I, and I know many of my
colleagues here, wish you the very best
of luck in whatever your future holds,
and thank you for your service to our
great Nation.

e —
ANNOUNCEMENT BY THE SPEAKER
PRO TEMPORE

The SPEAKER pro tempore (Mr.
CULBERSON). Pursuant to clause 8 of
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rule XX, the Chair will postpone fur-
ther proceedings today on motions to
suspend the rules on which a recorded
vote or the yeas and nays are ordered
or on which the vote is objected to
under clause 6 of rule XX.

Any record votes on postponed ques-
tions will be taken tomorrow.

—————

NATIONAL SEA GRANT COLLEGE
PROGRAM ACT AMENDMENTS OF
2002

Mr. HANSEN. Mr. Speaker, I move to
suspend the rules and concur in the
Senate amendment to the bill (H.R.
3389), an Act to reauthorize the Na-
tional Sea Grant College Program Act,
and for other purposes.

The Clerk read as follows:

Senate amendment:

Strike out all after the enacting clause and
insert:

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘“National Sea
Grant College Program Act Amendments of
2002°.

SEC. 2. AMENDMENTS TO FINDINGS.

Section 202(a)(6) of the National Sea Grant
College Program Act (33 U.S.C. 1121(a)(6)) is
amended by striking the period at the end and
inserting ‘¢, including strong collaborations be-
tween Administration scientists and scientists at
academic institutions.”’.

SEC. 3. REQUIREMENTS APPLICABLE TO NA-
TIONAL SEA GRANT COLLEGE PRO-
GRAM.

(a) QUADRENNIAL STRATEGIC PLAN.—Section
204 (c)(1) of the National Sea Grant College Pro-
gram Act (33 U.S.C. 1123 (c)(1)) is amended to
read as follows:

““(1) The Secretary, in consultation with the
panel, sea grant colleges, and sea grant insti-
tutes, shall develop at least every 4 years a stra-
tegic plan that establishes priorities for the na-
tional sea grant college program, provides an
appropriately balanced response to local, re-
gional, and national needs, and is reflective of
integration with the relevant portions of the
strategic plans of the Department of Commerce
and of the Administration.” .

(b) PROGRAM EVALUATION AND RATING.—

(1) EVALUATION AND RATING REQUIREMENT.—
Section 204(d)(3)(A) of the National Sea Grant
College Program Act (33 U.S.C. 1123(d)(3)(4)) is
amended to read as follows:

“(A)(i) evaluate the performance of the pro-
grams of sea grant colleges and sea grant insti-
tutes, using the priorities, guidelines, and quali-
fications established by the Secretary under sub-
section (c), and determine which of the pro-
grams are the best managed and carry out the
highest quality research, education, extension,
and training activities; and

“‘(ii) rate the programs according to their rel-
ative performance (as determined under clause
(i)) into mo less than 5 categories, with each of
the 2 best-performing categories containing mno
move than 25 percent of the programs;”’.

(2) REVIEW OF EVALUATION AND RATING PROC-
ESS.—(A) After 3 years after the date of the en-
actment of this Act, the Secretary of Commerce,
acting through the Under Secretary of Com-
merce for Oceans and Atmosphere, shall con-
tract with the National Academy of Sciences—

(i) to review the effectiveness of the evalua-
tion and rating system under the amendment
made by paragraph (1) in determining the rel-
ative performance of programs of sea grant col-
leges and sea grant institutes;

(ii) to evaluate whether the sea grant pro-
grams have improved as a result of the evalua-
tion process; and

(iii) to make appropriate recommendations to
improve the overall effectiveness of the evalua-
tion process.
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(B) The National Academy of Sciences shall
submit a report to the Congress on the findings
and recommendations of the panel under sub-
paragraph (4) by not later than 4 years after
the date of the enactment of this Act.

(c) ALLOCATION OF FUNDING.—Section
204(d)(3)(B) of the National Sea Grant College
Program Act (33 U.S.C. 1123(d)(3)(B)) is amend-
ed by striking ‘“‘and’ after the semicolon at the
end of clause (ii) and by adding at the end the
following:

‘“‘(iv) encourage and promote coordination and
cooperation between the research, education,
and outreach programs of the Administration
and those of academic institutions; and’’.

SEC. 4. COST SHARE.

Section 205(a) of the National Sea Grant Col-
lege Program Act (33 U.S.C. 1124(a)) is amended
by striking ‘‘section 204(d)(6)’’ and inserting
‘“‘section 204(c)(4)(F)”’.

SEC. 5. FELLOWSHIPS.

(a) ENSURING EQUAL ACCESS.—Section 208(a)
of the National Sea Grant College Program Act
(33 U.S.C. 1127(a)) is amended by adding at the
end the following: ‘‘The Secretary shall strive to
ensure equal access for minority and economi-
cally disadvantaged students to the program
carried out under this subsection. Not later than
1 year after the date of the enactment of the Na-
tional Sea Grant College Program Act Amend-
ments of 2002, and every 2 years thereafter, the
Secretary shall submit a report to the Congress
describing the efforts by the Secretary to ensure
equal access for minority and economically dis-
advantaged students to the program carried out
under this subsection, and the results of such
efforts.”.

(b) POSTDOCTORAL FELLOWS.—Section 208(c)
of the National Sea Grant College Program Act
(33 U.S.C. 1127(c)) is repealed.

SEC. 6. TERMS OF MEMBERSHIP FOR SEA GRANT
REVIEW PANEL.

Section 209(c)(2) of the National Sea Grant
College Program Act (33 U.S.C. 1128(c)(2)) is
amended by striking the first sentence and in-
serting the following: ‘‘The term of office of a
voting member of the panel shall be 3 years for
a member appointed before the date of enact-
ment of the National Sea Grant College Program
Act Amendments of 2002, and 4 years for a mem-
ber appointed or reappointed after the date of
enactment of the National Sea Grant College
Program Act Amendments of 2002. The Director
may extend the term of office of a voting member
of the panel appointed before the date of enact-
ment of the National Sea Grant College Program
Act Amendments of 2002 by up to 1 year.”’.

SEC. 7. AUTHORIZATION OF APPROPRIATIONS.

Subsections (a), (b), and (c) of section 212 of
the National Sea Grant College Program Act (33
U.S.C. 1131) are amended to read as follows:

“(a) AUTHORIZATION.—

‘““(1) IN GENERAL.—There are authoriced to be
appropriated to the Secretary to carry out this
title—

““(A) $60,000,000 for fiscal year 2003;

““(B) $75,000,000 for fiscal year 2004;

“(C) 877,500,000 for fiscal year 2005;

“(D) 380,000,000 for fiscal year 2006;

‘“(E) $82,500,000 for fiscal year 2007; and

“(F) 385,000,000 for fiscal year 2008.

““(2) PRIORITY ACTIVITIES.—In addition to the
amounts authorized under paragraph (1), there
are authorized to be appropriated for each of
fiscal years 2003 through 2008—

“(A) $5,000,000 for competitive grants for uni-
versity research on the biology and control of
zebra mussels and other important aquatic non-
native species;

“(B) $5,000,000 for competitive grants for uni-
versity research on oyster diseases, oyster res-
toration, and oyster-related human health risks;

“(C) $5,000,000 for competitive grants for uni-
versity research on the biology, prevention, and
forecasting of harmful algal blooms, including
Pfiesteria piscicida; and

‘(D) $3,000,000 for competitive grants for fish-
ery extension activities conducted by sea grant
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colleges or sea grant institutes to enhance, and
not supplant, existing core program funding.

“(b) LIMITATIONS.—

““(1) ADMINISTRATION.—There may not be used
for administration of programs under this title
in a fiscal year more than 5 percent of the lesser
of—

‘“(A) the amount authoriced to be appro-
priated under this title for the fiscal year; or

‘““(B) the amount appropriated under this title
for the fiscal year.

““(2) USE FOR OTHER OFFICES OR PROGRAMS.—
Sums appropriated under the authority of sub-
section (a)(2) shall not be available for adminis-
tration of this title by the National Sea Grant
Office, for any other Administration or depart-
ment program, or for any other administrative
expenses.

‘“‘(c) DISTRIBUTION OF FUNDS.—In any fiscal
year in which the appropriations made under
subsection (a)(1) exceed the amounts appro-
priated for fiscal year 2003 for the purposes de-
scribed in such subsection, the Secretary shall
distribute any excess amounts (except amounts
used for the administration of the sea grant pro-
gram) to any combination of the following:

‘(1) sea grant programs, according to their
rating under section 204(d)(3)(4);

“(2) national strategic investments authorized
under section 204(b)(4);

““(3) a college, university, institution, associa-
tion, or alliance for activities that are necessary
for it to be designated as a sea grant college or
sea grant institute;

‘““(4) a sea grant college or sea grant institute
designated after the date of enactment of the
National Sea Grant College Program Act
Amendments of 2002 but not yet evaluated under
section 204(d)(3)(4).”.

SEC. 8. ANNUAL REPORT ON PROGRESS IN BE-
COMING DESIGNATED AS SEA GRANT
COLLEGES AND SEA GRANT INSTI-
TUTES.

Section 207 of the National Sea Grant College
Program Act (16 U.S.C. 1126) is amended by add-
ing at the end the following:

““(e) ANNUAL REPORT ON PROGRESS.—

‘(1) REPORT REQUIREMENT.—The Secretary
shall report annually to the Committee on Re-
sources and the Committee on Science of the
House of Representatives, and to the Committee
on Commerce, Science, and Transportation of
the Senate, on efforts and progress made by col-
leges, universities, institutions, associations,
and alliances to become designated under this
section as sea grant colleges or sea grant insti-
tutes, including efforts and progress made by
sea grant institutes in being designated as sea
grant colleges.

““(2) TERRITORIES AND FREELY ASSOCIATED
STATES.—The report shall include description

““(A) efforts made by colleges, universities, as-
sociations, institutions, and alliances in United
States territories and freely associated States to
develop the expertise necessary to be designated
as a sea grant institute or sea grant college;

“(B) the administrative, technical, and finan-
cial assistance provided by the Secretary to
those entities seeking to be designated; and

‘“(C) the additional actions or activities nec-
essary for those entities to meet the qualifica-
tions for such designation wunder subsection
(a)(1).”.

SEC. 9. COORDINATION.

Not later than February 15 of each year, the
Under Secretary of Commerce for Oceans and
Atmosphere and the Director of the National
Science Foundation shall jointly submit to the
Committees on Resources and Science of the
House of Representatives and the Committee on
Commerce, Science, and Transportation of the
Senate a report on how the oceans and coastal
research activities of the National Oceanic and
Atmospheric  Administration, including the
Coastal Ocean Program and the National Sea
Grant College Program, and of the National
Science Foundation will be coordinated during
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the fiscal year following the fiscal year in which
the report is submitted. The report shall describe
in detail any overlapping ocean and coastal re-
search interests between the agencies and speci-
fy how such research interests will be pursued
by the programs in a complementary manner.

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from
Utah (Mr. HANSEN) and the gentleman
from New Jersey (Mr. PALLONE) each
will control 20 minutes.

The Chair recognizes the gentleman
from Utah (Mr. HANSEN).

Mr. HANSEN. Mr. Speaker, I yield
myself such time as I may consume.

Mr. Speaker, I am pleased to present
to the House H.R. 3389, the National
Sea Grant College Program Act
Amendments, a bill introduced last fall
by the gentleman from Maryland (Mr.
GILCHREST) with 113 cosponsors. The
Committee on Resources, the House
Committee on Science, and the Senate
Committee on Commerce have worked
together to thoroughly review the Sea
Grant College Program Act and
thoughtfully crafted changes to
strengthen and improve the authority.
The bill reauthorizes Sea Grant for 5
years within the National Oceanic and
Atmospheric Administration and
makes some minor improvements to
the program.

Sea Grant Colleges were envisioned
as the Land-Grant colleges of the sea,
and in 1966, Congress established Sea
Grant as an academic/industry/govern-
ment partnership by passing the Na-
tional Sea Grant College Act. Since
then, Sea Grant colleges have devel-
oped and sponsored research that im-
proves conservation and management
of coastal and marine resources for the
benefit of future generations.

Today, there are 30 Sea Grant College
programs representing a network of re-
searchers, educators, and marine advi-
sory agents at over 300 academic insti-
tutions. Although America’s inland
sea, the Great Salt Lake, is not under
the purview of the Sea Grant institu-
tions, I am still a strong supporter of
the Sea Grant Program, not only be-
cause of the importance of marine and
coastal issues, but also because these
institutions are held to the highest
standards of excellence and a rigorous
peer review process to ensure the qual-
ity of their research.

This bill strengthens the act by call-
ing for an increase in collaboration be-
tween other ocean research funding en-
tities and the National Sea Grant Col-
lege Program to limit duplication of ef-
forts and enhance related research. It
increases authorization levels that
have stagnated over the past number of
years and ensures that the quality of
research and management within the
Sea Grant College system is rewarded
through competitive merit-based dis-
bursements of funds.

On June 19 of this year, we passed
H.R. 3389 out of the House and sent it
to the Senate. They have recently,
bless their hearts, passed their version
of the bill containing minor technical
modifications to our bill. We concur
with and support those changes.
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Sea Grant is important to the coun-
try and the reauthorization of its un-
derlying authority is necessary. We
have improved the act through this
process, and I urge my colleagues to
vote ‘‘aye’ on H.R. 3389.

Mr. Speaker, I reserve the balance of
my time.

Mr. PALLONE. Mr. Speaker, I yield
myself such time as I may consume.

(Mr. PALLONE asked and was given
permission to revise and extend his re-
marks.)

Mr. PALLONE. Mr. Speaker, as a
former Sea Grant extension agent, I
am pleased to rise in support of H.R.
3389, a bill to reauthorize the National
Sea Grant College Program Act. There
is little more that I can add to the
summary of the legislation provided by
the chairman of the Committee on Re-
sources, the gentleman from Utah (Mr.
HANSEN).

However, I wanted to say that this
final version of H.R. 3389 reflects a fair
and noncontroversial compromise be-
tween legislation passed by the House
in June by a 407 to 2 vote and the com-
panion legislation passed by the other
body.

Certainly the higher authorized lev-
els for program appropriations, revised
rating and evaluation procedures, and
new requirements to enhance coopera-
tion and coordination between Federal
agencies and Sea Grant programs will
help ensure that the National Sea
Grant Program stays on the cutting
edge of applied marine research, tech-
nology transfer, education, and out-
reach.

Perhaps most important, Mr. Speak-
er, this legislation represents a clear
repudiation by the Congress of the ad-
ministration’s ill-advised budget pro-
posal to transfer the National Sea
Grant Program from NOAA, the Na-
tional Oceanic and Atmospheric Ad-
ministration, to the National Science
Foundation.
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While I approve and respect NSF’s
mission and scientists, and while I con-
tinue to support full funding for NSF,
I, like many other Members, believe
that the national interest is best
served by keeping Sea Grant in NOAA.
This legislation unequivocally reaf-
firms that commitment. Let us also
hope that it puts this misbegotten
issue to rest once and for all.

Mr. Speaker, I urge all Members to
support passage of this important leg-
islation.

Mr. Speaker, I reserve the balance of
my time.

Mr. HANSEN. Mr. Speaker, I am
pleased to yield 2 minutes to the dis-
tinguished gentleman from New York
(Mr. BOEHLERT).

(Mr. BOEHLERT asked and was given
permission to revise and extend his re-
marks.)

Mr. BOEHLERT. Mr. Speaker, I rise
in strong support of H.R. 3389, which
was referred to the Committee on
Science, as well as the Committee on
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Resources. I wanted to thank the Com-
mittee on Resources, and especially the
chairman of the Subcommittee on
Fisheries Conservation, Wildlife, and
Oceans, my good friend, the gentleman
from Maryland (Mr. GILCHREST), for
working so cooperatively with us on
this measure.

I also want to acknowledge the gen-
tleman from Michigan (Mr. EHLERS),
the chairman of the Subcommittee on
Environment, Technology, and Stand-
ards, who shepherded this bill through
our committee.

Mr. Speaker, this bill took a little bit
of work to get through the process be-
cause we were not satisfied with simply
reauthorizing the program, or even
with simply increasing its funding, al-
though that is an important part of the
bill. We wanted to make sure that an
excellent program would become even
better, and we took seriously the ad-
ministration’s interest in making the
funding for the program more competi-
tive, even as we rejected moving the
program to the National Science Foun-
dation.

As a result, this bill will make some
changes in the Sea Grant program. The
State programs will now be subject to
a competitive evaluation and ranking,
and new monies will be distributed
based on those rankings. New money
can also be used for national initiatives
and for new entrants in the Sea Grant
program. We hope and expect that this
new approach to Sea Grant so common
elsewhere in the scientific community
will spur the program to new heights.

The bill includes a review of how the
new evaluation system is working, so
we are not just going to assume that
our idea will pan out, but we will put it
to the test.

I am very pleased that we were able
to develop a bill that recognizes the
great contributions of the Sea Grant
program, retains it within NOAA, pro-
vides additional funds, and challenges
it to be more competitive.

I want to thank the staff who worked
so hard on this bill, particularly Eric
Webster on the Committee on Science
and John Rayfield on the Committee
on Resources. This is a cooperative, bi-
partisan effort, and I urge its approval.

Mr. HANSEN. Mr. Speaker, I yield
4% minutes to the gentleman from
Michigan (Mr. EHLERS).

Mr. EHLERS. Mr. Speaker, I thank
the gentleman for yielding time to me.
I want to join in praise of the gen-
tleman from Utah (Mr. HANSEN) for his
work on this bill, and for his longtime
work on this committee. He has done
yeoman’s work, and we can be very
thankful for all the good work he has
done for the Congress and for the peo-
ple on this particular committee over
the years.

I rise today in strong support of H.R.
3389, which reauthorizes the National
Sea Grant College Program. This final
version of H.R. 3389 resolves the few
minor differences between the House
and Senate while maintaining the pro-
visions to strengthen the merit review
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component of the program, and to
interject more competition for addi-
tional funding.

This bill will make an important ma-
rine research and outreach program
even better. The National Sea Grant
Program is unique in connecting re-
search results to coastal communities
through a combination of research, ex-
tension and education. In this way, it
is somewhat similar to the land grant
program we developed for universities
and agriculture extension many years
ago. Of course, it is not as well-funded
as that program, but this is a very good
start.

Currently, there are 30 Sea Grant
College Programs which fund and in-
corporate research from hundreds of
universities throughout the country. I
am especially proud of my home State
program, the Michigan Sea Grant Pro-
gram. It plays a vital role in enhancing
our Nation’s knowledge and under-
standing of Great Lakes issues.

While the administration has pro-
posed to transfer the National Sea
Grant Program from the National Oce-
anic and Atmospheric Administration
to the National Science Foundation in
its fiscal year 2003 budget proposal, we
determined it was best to keep the pro-
gram in NOAA. However, the adminis-
tration did raise some legitimate con-
cerns with the program which we have
addressed in the final version of H.R.
3389.

First, the legislation ensures that
Sea Grant will better coordinate its ac-
tivities with other programs within
NOAA and with NSF. To this end, the
bill requires NOAA to provide a stra-
tegic plan that establishes the prior-
ities for the National Sea Grant Col-
lege Program and jointly submit a re-
port with NSF about how the oceans
and coastal research activities of both
agencies will be coordinated. This will
reduce duplication and should increase
the overall breadth of Federal marine
research.

Secondly, we acknowledge the unfair
nature of how Federal funding is allo-
cated to the State programs, which ap-
pears to be based mostly on historical
averages rather than merit or need.
Therefore, H.R. 3389 will require that
any monies appropriated above the fis-
cal year 2003 levels shall be distributed
to the State Sea Grant Programs on a
merit review competitive basis or dis-
tributed to national strategic initia-
tives. This will ensure the State pro-
grams can continue their vital out-
reach efforts while increasing the level
of competition among the State pro-
grams, and providing the National Sea
Grant Office the flexibility to use some
of the additional money to address na-
tional problems as they arise.

In addition, we added a review of this
new evaluation system to ensure that
it works as we intend it. In other
words, what we are trying to do in this
bill is to make certain that the peer re-
view mechanism applies very strin-
gently to the research that is done, but
that the States will be able to continue
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their educational and extension pro-
grams as they have in the past.

H.R. 3389 also provides much needed
increases in overall funding levels for
Sea Grant. The authorization gradu-
ally increases from a total of $78 mil-
lion for fiscal year 2003 to $103 million
for fiscal year 2008. Included in that
amount is $18 million a year specifi-
cally for research into aquatic nui-
sance species, harmful algae blooms,
oysters, and fisheries outreach activi-
ties.

Finally, I wanted to thank the gen-
tleman from Maryland (Mr. GILCHREST)
as well as the gentleman from Utah
(Mr. HANSEN) for their work in intro-
ducing H.R. 3389, and thank the gen-
tleman from Maryland (Mr. GILCHREST)
for his leadership in these areas.

I am particularly pleased that our
two committees, the Committee on
Science and the Committee on Re-
sources, were able to work so well to-
gether throughout this process. I look
forward to working with the gentleman
from Maryland (Mr. GILCHREST) and his
staff on similar joint ventures in the
next Congress.

Mr. Speaker, I urge my colleagues to
vote in favor of H.R. 3389. Our Nation’s
coasts, oceans, and Great Lakes will
benefit from this legislation.

Mr. PALLONE. Mr. Speaker, I am
pleased to yield 5 minutes to the gen-
tleman from Oregon (Mr. WU).

Mr. WU. Mr. Speaker, I thank the
gentleman from New Jersey for yield-
ing time to me.

Mr. Speaker, I rise today in strong
support of H.R. 3389, the bill to reau-
thorize the National Sea Grant College
Program and to make important
amendments. These vital marine re-
search programs provide money to aca-
demic institutions to study marine
ecosystems. The work made possible by
the Sea Grant program has led to
greater understanding of the ocean
world, vitally important to our fishing
communities like Astoria, Oregon, and
to the long-term health of our marine
ecosystems.

In Oregon, the vast majority of ma-
rine research is done out of the excel-
lent College of Oceanic and Atmos-
pheric Sciences at Oregon State Uni-
versity. With the help of funding
through Sea Grant funds, OSU has been
able to fund important research initia-
tives, including the Marine Resource
Management Program, which focuses
on the effective management of marine
and coastal ecosystems. Research ini-
tiatives like these are important for
long-term, responsible stewardship of
our oceans.

To help our hard-hit fishing commu-
nities, we need to design better man-
agement strategies that allow for sus-
tainable and economically productive
fishing.

In addition, I would like to say that
better understanding of our marine
ecosystems and better understanding
of our marine world is a fundamental
need of expanding our base of knowl-
edge about the world in which we live.
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Furthermore, as someone who wanted
originally to be a marine biologist
when I was in high school, had there
been more programs like this funding
for our national universities, who
knows, I might have found a more con-
structive thing to do with my life.

Mr. Speaker, during consideration of
this bill in the Committee on Science,
I enjoyed working with my colleagues
to keep Sea Grant and the Coastal
Ocean Program, another marine re-
search program, as two distinct pro-
grams with separate missions and
scopes.

I would also like to recognize the
sponsor of this bill, my good friend, the
gentleman from Maryland (Mr.
GILCHREST), and thank him for his
leadership on this bill.

In closing, I urge my colleagues to
support H.R. 3389.

Mr. PALLONE. Mr. Speaker, I have
no further requests for time, and I
yield back the balance of my time.

Mr. BOEHLERT. Mr. Speaker, I yield
back the balance of my time.

The SPEAKER pro tempore (Mr.
CULBERSON). The question is on the mo-
tion offered by the gentleman from
Utah (Mr. HANSEN) that the House sus-
pend the rules and concur in the Sen-
ate amendment to H.R. 3389.

The question was taken; and (two-
thirds having voted in favor thereof)
the rules were suspended and the Sen-
ate amendment was concurred in.

A motion to reconsider was laid on
the table.

————

CYBER SECURITY RESEARCH AND
DEVELOPMENT ACT

Mr. BOEHLERT. Mr. Speaker, I move
to suspend the rules and concur in the
Senate amendment to the bill (H.R.
3394) an Act to authorize funding for
computer and network security re-
search and development and research
fellowship programs, and for other pur-
poses.

The Clerk read as follows:

Senate amendment:

Strike out all after the enacting clause and
insert:

SECTION 1. SHORT TITLE.

This Act may be cited as the “‘Cyber Security
Research and Development Act’’.

SEC. 2. FINDINGS.

The Congress finds the following:

(1) Revolutionary advancements in computing
and communications technology have inter-
connected government, commercial, scientific,
and educational infrastructures—including crit-
ical infrastructures for electric power, natural
gas and petroleum production and distribution,
telecommunications, transportation, water sup-
ply, banking and finance, and emergency and
government services—in a vast, interdependent
physical and electronic network.

(2) Exponential increases in interconnectivity
have facilitated enhanced communications, eco-
nomic growth, and the delivery of services crit-
ical to the public welfare, but have also in-
creased the consequences of temporary or pro-
longed failure.

(3) A Department of Defense Joint Task Force
concluded after a 1997 United States informa-
tion warfare exercise that the results ‘‘clearly
demonstrated our lack of preparation for a co-
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ordinated cyber and physical attack on our crit-
ical military and civilian infrastructure’’.

(4) Computer security technology and systems
implementation lack—

(A) sufficient long term research funding;

(B) adequate coordination across Federal and
State govermment agencies and among govern-
ment, academia, and industry; and

(C) sufficient numbers of outstanding re-
searchers in the field.

(5) Accordingly, Federal investment in com-
puter and network security research and devel-
opment must be significantly increased to—

(A) improve vulnerability assessment and
technological and systems solutions;

(B) expand and improve the pool of informa-
tion security professionals, including research-
ers, in the United States workforce; and

(C) better coordinate information sharing and
collaboration among industry, government, and
academic research projects.

(6) While African-Americans, Hispanics, and
Native Americans constitute 25 percent of the
total United States workforce and 30 percent of
the college-age population, members of these mi-
norities comprise less than 7 percent of the
United States computer and information science
workforce.

SEC. 3. DEFINITIONS.

In this Act:

(1) DIRECTOR.—The term ‘‘Director’ means
the Director of the National Science Founda-
tion.

(2) INSTITUTION OF HIGHER EDUCATION.—The
term ‘‘institution of higher education’ has the
meaning given that term in section 101(a) of the
Higher Education Act of 1965 (20 U.S.C.
1001(a)).

SEC. 4. NATIONAL SCIENCE FOUNDATION RE-
SEARCH.

(a) COMPUTER AND NETWORK SECURITY RE-
SEARCH GRANTS.—

(1) IN GENERAL.—The Director shall award
grants for basic research on innovative ap-
proaches to the structure of computer and net-
work hardware and software that are aimed at
enhancing computer security. Research areas
may include—

(A) authentication, cryptography, and other
secure data communications technology;

(B) computer forensics and intrusion detec-
tion;

(C) reliability of computer and network appli-
cations, middleware, operating systems, control
systems, and communications infrastructure;

(D) privacy and confidentiality;

(E) network security architecture, including
tools for security administration and analysis;

(F) emerging threats;

(G) vulnerability assessments and techniques
for quantifying risk;

(H) remote access and wireless security; and

(I) enhancement of law enforcement ability to
detect, investigate, and prosecute cyber-crimes,
including those that involve piracy of intellec-
tual property.

(2) MERIT REVIEW; COMPETITION.—Grants
shall be awarded under this section on a merit-
reviewed competitive basis.

(3) AUTHORIZATION OF APPROPRIATIONS.—
There are authorized to be appropriated to the
National Science Foundation to carry out this
subsection—

(A) $35,000,000 for fiscal year 2003;

(B) $40,000,000 for fiscal year 2004;

(C) $46,000,000 for fiscal year 2005;

(D) $52,000,000 for fiscal year 2006; and

(E) $60,000,000 for fiscal year 2007.

(b) COMPUTER AND NETWORK SECURITY RE-
SEARCH CENTERS.—

(1) IN GENERAL.—The Director shall award
multiyear grants, subject to the availability of
appropriations, to institutions of higher edu-
cation, nonprofit research institutions, or con-
sortia thereof to establish multidisciplinary Cen-
ters for Computer and Network Security Re-
search. Institutions of higher education, non-
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profit research institutions, or consortia thereof

receiving such grants may partner with 1 or

more government laboratories or for-profit insti-
tutions, or other institutions of higher education
or nonprofit research institutions.

(2) MERIT REVIEW; COMPETITION.—Grants
shall be awarded under this subsection on a
merit-reviewed competitive basis.

(3) PURPOSE.—The purpose of the Centers
shall be to generate innovative approaches to
computer and metwork security by conducting
cutting-edge, multidisciplinary research in com-
puter and network security, including the re-
search areas described in subsection (a)(1).

(4) APPLICATIONS.—An institution of higher
education, nonprofit research institution, or
consortia thereof seeking funding under this
subsection shall submit an application to the Di-
rector at such time, in such manner, and con-
taining such information as the Director may
require. The application shall include, at a min-
imum, a description of—

(A) the research projects that will be under-
taken by the Center and the contributions of
each of the participating entities;

(B) how the Center will promote active col-
laboration among scientists and engineers from
different disciplines, such as computer sci-
entists, engineers, mathematicians, and social
science researchers;

(C) how the Center will contribute to increas-
ing the number and quality of computer and
network security researchers and other profes-
sionals, including individuals from groups his-
torically underrepresented in these fields; and

(D) how the center will disseminate research
results quickly and widely to improve cyber se-
curity in information technology networks,
products, and services.

(5) CRITERIA.—In evaluating the applications
submitted under paragraph (4), the Director
shall consider, at a minimum—

(A) the ability of the applicant to generate in-
novative approaches to computer and network
security and effectively carry out the research
program;

(B) the experience of the applicant in con-
ducting research on computer and network se-
curity and the capacity of the applicant to fos-
ter new multidisciplinary collaborations;

(C) the capacity of the applicant to attract
and provide adequate support for a diverse
group of undergraduate and graduate students
and postdoctoral fellows to pursue computer
and network security research; and

(D) the extent to which the applicant will
partner with government laboratories, for-profit
entities, other institutions of higher education,
or nonprofit research institutions, and the role
the partners will play in the research under-
taken by the Center.

(6) ANNUAL MEETING.—The Director shall con-
vene an annual meeting of the Centers in order
to foster collaboration and communication be-
tween Center participants.

(7) AUTHORIZATION OF APPROPRIATIONS.—
There are authoriced to be appropriated for the
National Science Foundation to carry out this
subsection—

(A) $12,000,000 for fiscal year 2003;

(B) $24,000,000 for fiscal year 2004;

(C) $36,000,000 for fiscal year 2005;

(D) $36,000,000 for fiscal year 2006, and

(E) $36,000,000 for fiscal year 2007.

SEC. 5. NATIONAL SCIENCE FOUNDATION COM-
PUTER AND NETWORK SECURITY
PROGRAMS.

(a) COMPUTER AND NETWORK SECURITY CA4-
PACITY BUILDING GRANTS.—

(1) IN GENERAL.—The Director shall establish
a program to award grants to institutions of
higher education (or consortia thereof) to estab-
lish or improve undergraduate and master’s de-
gree programs in computer and network secu-
rity, to increase the number of students, includ-
ing the number of students from groups histori-
cally underrepresented in these fields, who pur-
sue undergraduate or master’s degrees in fields
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related to computer and network security, and
to provide students with experience in govern-
ment or industry related to their computer and
network security studies.

(2) MERIT REVIEW.—Grants shall be awarded
under this subsection on a merit-reviewed com-
petitive basis.

(3) USE OF FUNDS.—Grants awarded under
this subsection shall be used for activities that
enhance the ability of an institution of higher
education (or consortium thereof) to provide
high-quality undergraduate and master’s degree
programs in computer and network security and
to recruit and retain increased numbers of stu-
dents to such programs. Activities may include—

(A) revising curriculum to better prepare un-
dergraduate and master’s degree students for
careers in computer and network security;

(B) establishing degree and certificate pro-
grams in computer and network security;

(C) creating opportunities for undergraduate
students to participate in computer and network
security research projects;

(D) acquiring equipment necessary for student
instruction in computer and network security,
including the installation of testbed networks
for student use;

(E) providing opportunities for faculty to
work with local or Federal Government agen-
cies, private industry, nonprofit research insti-
tutions, or other academic institutions to de-
velop new expertise or to formulate nmew re-
search directions in computer and network secu-
rity;
(F) establishing collaborations with other aca-
demic institutions or academic departments that
seek to establish, expand, or enhance programs
in computer and network security;

(G) establishing student internships in com-
puter and network security at government agen-
cies or in private industry;

(H) establishing collaborations with other aca-
demic institutions to establish or enhance a
web-based collection of computer and network
security courseware and laboratory exercises for
sharing with other institutions of higher edu-
cation, including community colleges;

(1) establishing or enhancing bridge programs
in computer and network security between com-
munity colleges and universities; and

(J) any other activities the Director determines
will accomplish the goals of this subsection.

(4) SELECTION PROCESS.—

(A) APPLICATION.—An institution of higher
education (or a consortium thereof) seeking
funding under this subsection shall submit an
application to the Director at such time, in such
manner, and containing such information as the
Director may require. The application shall in-
clude, at a minimum—

(i) a description of the applicant’s computer
and network security research and instructional
capacity, and in the case of an application from
a consortium of institutions of higher education,
a description of the role that each member will
play in implementing the proposal;

(ii) a comprehensive plan by which the insti-
tution or consortium will build instructional ca-
pacity in computer and information security;

(iii) a description of relevant collaborations
with government agencies or private industry
that inform the instructional program in com-
puter and network security;

(iv) a survey of the applicant’s historic stu-
dent enrollment and placement data in fields re-
lated to computer and network security and a
study of potential enrollment and placement for
students enrolled in the proposed computer and
network security program; and

(v) a plan to evaluate the success of the pro-
posed computer and network security program,
including post-graduation assessment of grad-
uate school and job placement and retention
rates as well as the relevance of the instruc-
tional program to graduate study and to the
workplace.

(B) AWARDS.—(1) The Director shall ensure, to
the extent practicable, that grants are awarded
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under this subsection in a wide range of geo-
graphic areas and categories of institutions of
higher education, including minority serving in-
stitutions.

(ii) The Director shall award grants under
this subsection for a period mot to exceed 5
years.

(5) ASSESSMENT REQUIRED.—The Director shall
evaluate the program established under this
subsection no later than 6 years after the estab-
lishment of the program. At a minimum, the Di-
rector shall evaluate the extent to which the
program achieved its objectives of increasing the
quality and quantity of students, including stu-
dents from groups historically underrepresented
in computer and network security related dis-
ciplines, pursuing undergraduate or master’s de-
grees in computer and network security.

(6) AUTHORIZATION OF APPROPRIATIONS.—
There are authorized to be appropriated to the
National Science Foundation to carry out this
subsection—

(A4) $15,000,000 for fiscal year 2003;

(B) $20,000,000 for fiscal year 2004;

(C) $20,000,000 for fiscal year 2005;

(D) $20,000,000 for fiscal year 2006; and

(E) $20,000,000 for fiscal year 2007.

(b) SCIENTIFIC AND ADVANCED TECHNOLOGY
ACT OF 1992.—

(1) GRANTS.—The Director shall provide
grants under the Scientific and Advanced Tech-
nology Act of 1992 (42 U.S.C. 1862i) for the pur-
poses of section 3(a) and (b) of that Act, except
that the activities supported pursuant to this
subsection shall be limited to improving edu-
cation in fields related to computer and network
security.

(2) AUTHORIZATION OF APPROPRIATIONS.—
There are authorized to be appropriated to the
National Science Foundation to carry out this
subsection—

(A) $1,000,000 for fiscal year 2003;

(B) $1,250,000 for fiscal year 2004;

(C) 81,250,000 for fiscal year 2005;

(D) 81,250,000 for fiscal year 2006; and

(E) $1,250,000 for fiscal year 2007.

(c) GRADUATE TRAINEESHIPS IN COMPUTER AND
NETWORK SECURITY RESEARCH.—

(1) IN GENERAL.—The Director shall establish
a program to award grants to institutions of
higher education to establish traineeship pro-
grams for graduate students who pursue com-
puter and network security research leading to
a doctorate degree by providing funding and
other assistance, and by providing graduate stu-
dents with research experience in government or
industry related to the students’ computer and
network security studies.

(2) MERIT REVIEW.—Grants shall be provided
under this subsection on a merit-reviewed com-
petitive basis.

(3) USE OF FUNDS.—An institution of higher
education shall use grant funds for the purposes
of—

(A) providing traineeships to students who are
citizens, nationals, or lawfully admitted perma-
nent resident aliens of the United States and are
pursuing research in computer or network secu-
rity leading to a doctorate degree;

(B) paying tuition and fees for students re-
ceiving traineeships under subparagraph (A);

(C) establishing scientific internship programs
for students receiving traineeships under sub-
paragraph (A) in computer and network secu-
rity at for-profit institutions, nonprofit research
institutions, or government laboratories; and

(D) other costs associated with the adminis-
tration of the program.

(4) TRAINEESHIP AMOUNT.—Traineeships pro-
vided under paragraph (3)(A) shall be in the
amount of 325,000 per year, or the level of the
National Science Foundation Graduate Re-
search Fellowships, whichever is greater, for up
to 3 years.

(5) SELECTION PROCESS.—An institution of
higher education seeking funding under this
subsection shall submit an application to the Di-
rector at such time, in such manner, and con-
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taining such information as the Director may
require. The application shall include, at a min-
imum, a description of—

(A) the instructional program and research
opportunities in computer and network security
available to graduate students at the applicant’s
institution; and

(B) the internship program to be established,
including the opportunities that will be made
available to students for internships at for-prof-
it institutions, nonprofit research institutions,
and government laboratories.

(6) REVIEW OF APPLICATIONS.—In evaluating
the applications submitted under paragraph (5),
the Director shall consider—

(A) the ability of the applicant to effectively
carry out the proposed program;

(B) the quality of the applicant’s existing re-
search and education programs;

(C) the likelihood that the program will re-
cruit increased numbers of students, including
students from groups historically underrep-
resented in computer and network security re-
lated disciplines, to pursue and earn doctorate
degrees in computer and network security;

(D) the nature and quality of the internship
program established through collaborations with
government laboratories, nonprofit research in-
stitutions, and for-profit institutions;

(E) the integration of internship opportunities
into graduate students’ research; and

(F) the relevance of the proposed program to
current and future computer and network secu-
rity needs.

(7) AUTHORIZATION OF APPROPRIATIONS.—
There are authorized to be appropriated to the
National Science Foundation to carry out this
subsection—

(A) $10,000,000 for fiscal year 2003;

(B) $20,000,000 for fiscal year 2004;

(C) $20,000,000 for fiscal year 2005;

(D) $20,000,000 for fiscal year 2006, and

(E) $20,000,000 for fiscal year 2007.

(d) GRADUATE RESEARCH FELLOWSHIPS PRO-
GRAM SUPPORT.—Computer and network secu-
rity shall be included among the fields of spe-
cialization supported by the National Science
Foundation’s Graduate Research Fellowships
program under Section 10 of the National
Science Foundation Act of 1950 (42 U.S.C. 1869).

(e) CYBER SECURITY FACULTY DEVELOPMENT
TRAINEESHIP PROGRAM.—

(1) IN GENERAL.—The Director shall establish
a program to award grants to institutions of
higher education to establish traineeship pro-
grams to enable graduate students to pursue
academic careers in cyber security upon comple-
tion of doctoral degrees.

(2) MERIT REVIEW; COMPETITION.—Grants
shall be awarded under this section on a merit-
reviewed competitive basis.

(3) APPLICATION.—Each institution of higher
education desiring to receive a grant under this
subsection shall submit an application to the Di-
rector at such time, in such manner, and con-
taining such information as the Director shall
require.

(4) USE OF FUNDS.—Funds received by an in-
stitution of higher education under this para-
graph shall—

(A) be made available to individuals on a
merit-reviewed competitive basis and in accord-
ance with the requirements established in para-
graph (7);

(B) be in an amount that is sufficient to cover
annual tuition and fees for doctoral study at an
institution of higher education for the duration
of the graduate traineeship, and shall include,
in addition, an annual living stipend of $25,000;
and

(C) be provided to individuals for a duration
of mo more than 5 years, the specific duration of
each graduate traineeship to be determined by
the institution of higher education, on a case-
by-case basis.

(5) REPAYMENT.—Each graduate traineeship
shall—

(A) subject to paragraph (5)(B), be subject to
full repayment upon completion of the doctoral
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degree according to a repayment schedule estab-
lished and administered by the institution of
higher education;

(B) be forgiven at the rate of 20 percent of the
total amount of the graduate traineeship assist-
ance received under this section for each aca-
demic year that a recipient is employed as a
full-time faculty member at an institution of
higher education for a period not to exceed 5
years; and

(C) be monitored by the institution of higher
education receiving a grant under this sub-
section to ensure compliance with this sub-
section.

(6) EXCEPTIONS.—The Director may provide
for the partial or total waiver or suspension of
any service obligation or payment by an indi-
vidual under this section whenever compliance
by the individual is impossible or would involve
ertreme hardship to the individual, or if en-
forcement of such obligation with respect to the
individual would be unconscionable.

(7) ELIGIBILITY.—To be eligible to receive a
graduate traineeship under this section, an in-
dividual shall—

(A) be a citizen, national, or lawfully admit-
ted permanent resident alien of the United
States;

(B) demonstrate a commitment to a career in
higher education.

(8) CONSIDERATION.—In making selections for
graduate traineeships under this paragraph, an
institution receiving a grant under this sub-
section shall consider, to the extent possible, a
diverse pool of applicants whose interests are of
an interdisciplinary nature, encompassing the
social scientific as well as the technical dimen-
sions of cyber security.

(9) AUTHORIZATION OF APPROPRIATIONS.—
There are authorized to be appropriated to the
National Science Foundation to carry out this
paragraph $5,000,000 for each of fiscal years
2003 through 2007.

SEC. 6. CONSULTATION.

In carrying out sections 4 and 5, the Director
shall consult with other Federal agencies.

SEC. 7. FOSTERING RESEARCH AND EDUCATION
IN COMPUTER AND NETWORK SECU-
RITY.

Section 3(a) of the National Science Founda-
tion Act of 1950 (42 U.S.C. 1862(a)) is amended—

(1) by striking “‘and’ at the end of paragraph
(6);

(2) by striking “‘Congress.”” in paragraph (7)
and inserting ‘‘Congress ; and’’; and

(3) by adding at the end the following:

‘“(8) to take a leading role in fostering and
supporting research and education activities to
improve the security of networked information
systems.”’.

SEC. 8. NATIONAL INSTITUTE OF STANDARDS
AND TECHNOLOGY PROGRAMS.

(a) RESEARCH PROGRAM.—The National Insti-
tute of Standards and Technology Act (15
U.S.C. 271 et seq.) is amended—

(1) by moving section 22 to the end of the Act
and redesignating it as section 32;

(2) by inserting after section 21 the following
new section:

““SEC. 22. RESEARCH PROGRAM ON SECURITY OF

COMPUTER SYSTEMS

‘““(a) ESTABLISHMENT.—The Director shall es-
tablish a program of assistance to institutions of
higher education that enter into partnerships
with for-profit entities to support research to
improve the security of computer systems. The
partnerships may also include government lab-
oratories and mnonprofit research institutions.
The program shall—

‘“(1) include multidisciplinary, long-term re-
search;

““(2) include research directed toward address-
ing needs identified through the activities of the
Computer System Security and Privacy Advisory
Board under section 20(f); and

“(3) promote the development of a robust re-
search community working at the leading edge
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of knowledge in subject areas relevant to the se-
curity of computer systems by providing support
for graduate students, post-doctoral researchers,
and senior researchers.

“(b) FELLOWSHIPS.—

‘(1) POST-DOCTORAL RESEARCH FELLOW-
SHIPS.—The Director is authoriced to establish a
program to award post-doctoral research fellow-
ships to individuals who are citizens, nationals,
or lawfully admitted permanent resident aliens
of the United States and are seeking research
positions at institutions, including the Institute,
engaged in research activities related to the se-
curity of computer systems, including the re-
search areas described in section 4(a)(1) of the
Cyber Security Research and Development Act.

““(2) SENIOR RESEARCH FELLOWSHIPS.—The Di-
rector is authorized to establish a program to
award senior research fellowships to individuals
seeking research positions at institutions, in-
cluding the Institute, engaged in research ac-
tivities related to the security of computer sys-
tems, including the research areas described in
section 4(a)(1) of the Cyber Security Research
and Development Act. Senior research fellow-
ships shall be made available for established re-
searchers at institutions of higher education
who seek to change research fields and pursue
studies related to the security of computer sys-
tems.

“(3) ELIGIBILITY.—

““(A) IN GENERAL.—To be eligible for an award
under this subsection, an individual shall sub-
mit an application to the Director at such time,
in such manner, and containing such informa-
tion as the Director may require.

““(B) STIPENDS.—Under this subsection, the
Director is authorized to provide stipends for
post-doctoral research fellowships at the level of
the Institute’s Post Doctoral Research Fellow-
ship Program and senior research fellowships at
levels consistent with support for a faculty mem-
ber in a sabbatical position.

“(c) AWARDS; APPLICATIONS.—

““(1) IN GENERAL.—The Director is authorized
to award grants or cooperative agreements to in-
stitutions of higher education to carry out the
program established under subsection (a). No
funds made available under this section shall be
made available directly to any for-profit part-
ners.

“(2) ELIGIBILITY.—To be eligible for an award
under this section, an institution of higher edu-
cation shall submit an application to the Direc-
tor at such time, in such manner, and con-
taining such information as the Director may
require. The application shall include, at a min-
imum, a description of—

“(A) the number of graduate students antici-
pated to participate in the research project and
the level of support to be provided to each;

“(B) the number of post-doctoral research po-
sitions included under the research project and
the level of support to be provided to each;

“(C) the number of individuals, if any, in-
tending to change research fields and pursue
studies related to the security of computer sys-
tems to be included under the research project
and the level of support to be provided to each;
and

““(D) how the for-profit entities, nonprofit re-
search institutions, and any other partners will
participate in developing and carrying out the
research and education agenda of the partner-
ship.

“(d) PROGRAM OPERATION.—

““(1) MANAGEMENT.—The program established
under subsection (a) shall be managed by indi-
viduals who shall have both expertise in re-
search related to the security of computer sys-
tems and knowledge of the vulnerabilities of ex-
isting computer systems. The Director shall des-
ignate such individuals as program managers.

““(2) MANAGERS MAY BE EMPLOYEES.—Program
managers designated under paragraph (1) may
be new or existing employees of the Institute or
individuals on assignment at the Institute under
the Intergovernmental Personnel Act of 1970, ex-
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cept that individuals on assignment at the Insti-
tute under the Intergovernmental Personnel Act
of 1970 shall not directly manage such employ-
ees.

“(3)  MANAGER  RESPONSIBILITY.—Program
managers designated under paragraph (1) shall
be responsible for—

‘““(A) establishing and publicicing the broad
research goals for the program;

‘““(B) soliciting applications for specific re-
search projects to address the goals developed
under subparagraph (A);

‘“(C) selecting research projects for support
under the program from among applications
submitted to the Institute, following consider-
ation of—

““(i) the movelty and scientific and technical
merit of the proposed projects;

‘‘(ii) the demonstrated capabilities of the indi-
vidual or individuals submitting the applica-
tions to successfully carry out the proposed re-
search;

‘‘(iii) the impact the proposed projects will
have on increasing the number of computer se-
curity researchers;

‘““(iv) the nmature of the participation by for-
profit entities and the extent to which the pro-
posed projects address the concerns of industry;
and

““(v) other criteria determined by the Director,
based on information specified for inclusion in
applications under subsection (c); and

‘““D) monitoring the progress of research
projects supported under the program.

‘““(4) REPORTS.—The Director shall report to
the Senate Committee on Commerce, Science,
and Transportation and the House of Rep-
resentatives Committee on Science annually on
the use and responsibility of individuals on as-
signment at the Institute under the Intergovern-
mental Personnel Act of 1970 who are per-
forming duties under subsection (d).

““(e) REVIEW OF PROGRAM.—

‘“(1) PERIODIC REVIEW.—The Director shall pe-
riodically review the portfolio of research
awards monitored by each program manager
designated in accordance with subsection (d). In
conducting those reviews, the Director shall
seek the advice of the Computer System Security
and Privacy Advisory Board, established under
section 21, on the appropriateness of the re-
search goals and on the quality and utility of
research projects managed by program managers
in accordance with subsection (d).

““(2) COMPREHENSIVE 5-YEAR REVIEW.—The Di-
rector shall also contract with the National Re-
search Council for a comprehensive review of
the program established under subsection (a)
during the 5th year of the program. Such review
shall include an assessment of the scientific
quality of the research conducted, the relevance
of the research results obtained to the goals of
the program established wunder subsection
(d)(3)(A), and the progress of the program in
promoting the development of a substantial aca-
demic research community working at the lead-
ing edge of knowledge in the field. The Director
shall submit to Congress a report on the results
of the review under this paragraph no later
than 6 years after the initiation of the program.

“‘(f) DEFINITIONS.—In this section:

‘““(1) COMPUTER SYSTEM.—The term ‘computer
system’ has the meaning given that term in sec-
tion 20(d)(1).

““(2) INSTITUTION OF HIGHER EDUCATION.—The
term ‘institution of higher education’ has the
meaning given that term in section 101(a) of the
Higher Education Act of 1965 (20 U.S.C.
1001(a)).”.

(b) AMENDMENT OF COMPUTER SYSTEM DEFINI-
TION.—Section 20(d)(1)(B)(i) of National Insti-
tute of Standards and Technology Act (15
U.S.C. 2789-3(d)(1)(B)(i)) is amended to read as
follows:

‘(i) computers and computer networks;”’.

(c) CHECKLISTS FOR GOVERNMENT SYSTEMS.—

(1) IN GENERAL.—The Director of the National
Institute of Standards and Technology shall de-
velop, and revise as necessary, a checklist set-
ting forth settings and option selections that
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minimize the security risks associated with each
computer hardware or software system that is,
or is likely to become, widely used within the
Federal government.

(2) PRIORITIES FOR DEVELOPMENT; EXCLUDED
SYSTEMS.—The Director of the National Insti-
tute of Standards and Technology may establish
priorities for the development of checklists
under this paragraph on the basis of the secu-
rity risks associated with the use of the system,
the number of agencies that use a particular
system, the usefulness of the checklist to Fed-
eral agencies that are users or potential users of
the system, or such other factors as the Director
determines to be appropriate. The Director of
the National Institute of Standards and Tech-
nology may exclude from the application of
paragraph (1) any computer hardware or soft-
ware system for which the Director of the Na-
tional Institute of Standards and Technology
determines that the development of a checklist is
inappropriate because of the infrequency of use
of the system, the obsolescence of the system, or
the inutility or impracticability of developing a
checklist for the system.

(3) DISSEMINATION OF CHECKLISTS.—The Di-
rector of the National Institute of Standards
and Technology shall make any checklist devel-
oped under this paragraph for any computer
hardware or software system available to each
Federal agency that is a user or potential user
of the system.

(4) AGENCY USE REQUIREMENTS.—The develop-
ment of a checklist under paragraph (1) for a
computer hardware or software system does
not—

(A) require any Federal agency to select the
specific settings or options recommended by the
checklist for the system;

(B) establish conditions or prerequisites for
Federal agency procurement or deployment of
any such system;

(C) represent an endorsement of any such sys-
tem by the Director of the National Institute of
Standards and Technology; nor

(D) preclude any Federal agency from pro-
curing or deploying other computer hardware or
software systems for which no such checklist
has been developed.

(d) FEDERAL AGENCY INFORMATION SECURITY
PROGRAMS.—

(1) IN GENERAL.—In developing the agency-
wide information security program required by
section 3534(b) of title 44, United States Code, an
agency that deploys a computer hardware or
software system for which the Director of the
National Institute of Standards and Technology
has developed a checklist under subsection (c) of
this section—

(A) shall include in that program an expla-
nation of how the agency has considered such
checklist in deploying that system; and

(B) may treat the explanation as if it were a
portion of the agency’s annual performance
plan properly classified under criteria estab-
lished by an Executive Order (within the mean-
ing of section 1115(d) of title 31, United States
Code).

(2) LIMITATION.—Paragraph (1) does not
apply to any computer hardware or Ssoftware
system for which the National Institute of
Standards and Technology does not have re-
sponsibility under section 20(a)(3) of the Na-
tional Institute of Standards and Technology
Act (15 U.S.C.2789-3(a)(3)).

SEC. 9. COMPUTER SECURITY REVIEW, PUBLIC
MEETINGS, AND INFORMATION.

Section 20 of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 2789-3) is
amended by adding at the end the following
new subsection:

‘““(e) AUTHORIZATION OF APPROPRIATIONS.—
There are authorized to be appropriated to the
Secretary $1,060,000 for fiscal year 2003 and
$1,090,000 for fiscal year 2004 to enable the Com-
puter System Security and Privacy Advisory
Board, established by section 21, to identify
emerging issues, including research mneeds, re-
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lated to computer security, privacy, and cryp-
tography and, as appropriate, to convene public
meetings on those subjects, receive presen-
tations, and publish reports, digests, and sum-
maries for public distribution on those sub-
jects.”.

SEC. 10. INTRAMURAL SECURITY RESEARCH.

Section 20 of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278g-3), as
amended by this Act, is further amended by re-
designating subsection (e) as subsection (f), and
by inserting after subsection (d) the following:

“(e) INTRAMURAL SECURITY RESEARCH.—AS
part of the research activities conducted in ac-
cordance with subsection (b)(4), the Institute
shall—

“(1) conduct a research program to address
emerging technologies associated with assem-
bling a networked computer system from compo-
nents while ensuring it maintains desired secu-
rity properties;

“(2) carry out research associated with im-
proving the security of real-time computing and
communications systems for use in process con-
trol; and

“(3) carry out multidisciplinary, long-term,
high-risk research on ways to improve the secu-
rity of computer systems.”.

SEC. 11. AUTHORIZATION OF APPROPRIATIONS.

There are authorized to be appropriated to the
Secretary of Commerce for the National Institute
of Standards and Technology—

(1) for activities under section 22 of the Na-
tional Institute of Standards and Technology
Act, as added by section 8 of this Act—

(4) $25,000,000 for fiscal year 2003;

(B) $40,000,000 for fiscal year 2004;

(C) $55,000,000 for fiscal year 2005;

(D) $70,000,000 for fiscal year 2006;

(E) 385,000,000 for fiscal year 2007, and

(2) for activities under section 20(f) of the Na-
tional Institute of Standards and Technology
Act, as added by section 10 of this Act—

(A) $6,000,000 for fiscal year 2003;

(B) $6,200,000 for fiscal year 2004,

(C) 36,400,000 for fiscal year 2005;

(D) $6,600,000 for fiscal year 2006; and

(E) $6,800,000 for fiscal year 2007.

SEC. 12. NATIONAL ACADEMY OF SCIENCES
STUDY ON COMPUTER AND NET-
WORK SECURITY IN CRITICAL INFRA-
STRUCTURES.

(a) STUDY.—Not later than 3 months after the
date of the enactment of this Act, the Director
of the National Institute of Standards and
Technology shall enter into an arrangement
with the National Research Council of the Na-
tional Academy of Sciences to conduct a study
of the vulnerabilities of the Nation’s network in-
frastructure and make recommendations for ap-
propriate improvements. The National Research
Council shall—

(1) review existing studies and associated data
on the architectural, hardware, and software
vulnerabilities and interdependencies in United
States critical infrastructure networks;

(2) identify and assess gaps in technical capa-
bility for robust critical infrastructure network
security and make recommendations for re-
search priorities and resource requirements; and

(3) review any and all other essential elements
of computer and network security, including se-
curity of industrial process controls, to be deter-
mined in the conduct of the study.

(b) REPORT.—The Director of the National In-
stitute of Standards and Technology shall
transmit a report containing the results of the
study and recommendations required by sub-
section (a) to the Senate Committee on Com-
merce, Science, and Transportation and the
House of Representatives Committee on Science
not later than 21 months after the date of enact-
ment of this Act.

(c) SECURITY.—The Director of the National
Institute of Standards and Technology shall en-
sure that no information that is classified is in-
cluded in any publicly released version of the
report required by this section.
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(d) AUTHORIZATION OF APPROPRIATIONS.—
There are authorized to be appropriated to the
Secretary of Commerce for the National Institute
of Standards and Technology for the purposes
of carrying out this section, $700,000.

SEC. 13. COORDINATION OF FEDERAL CYBER SE-
CURITY RESEARCH AND DEVELOP-
MENT

The Director of the National Science Founda-
tion and the Director of the National Institute
of Standards and Technology shall coordinate
the research programs authorized by this Act or
pursuant to amendments made by this Act. The
Director of the Office of Science and Technology
Policy shall work with the Director of the Na-
tional Science Foundation and the Director of
the National Institute of Standards and Tech-
nology to ensure that programs authorized by
this Act or pursuant to amendments made by
this Act are taken into account in any govern-
ment-wide cyber security research effort.

SEC. 14. OFFICE OF SPACE COMMERCIALIZATION.

Section 8(a) of the Technology Administration
Act of 1998 (15 U.S.C. 1511e(a)) is amended by
inserting ‘‘the Technology Administration of”’
after “within’’.

SEC. 15. TECHNICAL CORRECTION OF NATIONAL
CONSTRUCTION SAFETY TEAM ACT.

Section 2(c)(1)(d) of the National Construction
Safety Team Act is amended by striking ‘‘section
8,77 and inserting ‘‘section 7;”.

SEC. 16. GRANT ELIGIBILITY REQUIREMENTS AND
COMPLIANCE WITH IMMIGRATION
LAWS.

(a) IMMIGRATION STATUS.—No grant or fellow-
ship may be awarded under this Act, directly or
indirectly, to any individual who is in violation
of the terms of his or her status as a non-
immigrant under section 101(a)(15)(F), (M), or
(J) of the Immigration and Nationality Act (8
U.S.C. 1101(a)(15)(F), (M), or (J)).

(b) ALIENS FROM CERTAIN COUNTRIES.—No
grant or fellowship may be awarded under this
Act, directly or indirectly, to any alien from a
country that is a state sponsor of international
terrorism, as defined under section 306(b) of the
Enhanced Border Security and VISA Entry Re-
form Act (8 U.S.C. 1735(b)), unless the Secretary
of State determines, in consultation with the At-
torney General and the heads of other appro-
priate agencies, that such alien does not pose a
threat to the safety or mational security of the
United States.

(c) NON-COMPLYING INSTITUTIONS.—No grant
or fellowship may be awarded under this Act,
directly or indirectly, to any institution of high-
er education or mon-profit institution (or con-
sortia thereof) that has—

(1) materially failed to comply with the rec-
ordkeeping and reporting requirements to re-
ceive nonimmigrant students or exchange visitor
program participants under section
101(a)(15)(F), (M), or (J) of the Immigration and
Nationality Act (8 U.S.C. 1101(a)(15)(F), (M), or
(J)), or section 641 of the Illegal Immigration Re-
form and Responsibility Act of 1996 (8 U.S.C.
1372), as required by section 502 of the En-
hanced Border Security and VISA Entry Reform
Act (8 U.S.C. 1762); or

(2) been suspended or terminated pursuant to
section 502(c) of the Enhanced Border Security
and VISA Entry Reform Act (8 U.S.C 1762(c)).
SEC. 17. REPORT ON GRANT AND FELLOWSHIP

PROGRAMS.

Within 24 months after the date of enactment
of this Act, the Director, in consultation with
the Assistant to the President for National Secu-
rity Affairs, shall submit to Congress a report
reviewing this Act to ensure that the programs
and fellowships are being awarded under this
Act to individuals and institutions of higher
education who are in compliance with the Immi-
gration and Nationality Act (8 U.S.C. 1101 et
seq.) in order to protect our national security.

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from
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New York (Mr. BOEHLERT) and the gen-
tleman from Washington (Mr. BAIRD)
each will control 20 minutes.

The Chair recognizes the gentleman
from New York (Mr. BOEHLERT).

GENERAL LEAVE

Mr. BOEHLERT. Mr. Speaker, I ask
unanimous consent that all Members
may have 5 legislative days within
which to revise and extend their re-
marks and to include extraneous mate-
rial on H.R. 33%4.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from New York?

There was no objection.

Mr. BOEHLERT. Mr. Speaker, I yield
myself such time as I may consume.

Mr. Speaker, I am pleased to bring
H.R. 3394, the Cyber Security Research
and Development Act, before the House
again, this time for final passage.

Back in February, the House passed
the bill 400 to 12, a sign of the widely
recognized need for this legislation.
The Senate, by unanimous consent, has
now returned the bill to us entirely in-
tact, with a few negotiated non-
controversial additions. These addi-
tions include an additional fellowship
program, greater efforts to approve the
security of Federal computers, lan-
guage to ensure that existing rules
concerning foreign students are being
enforced, and a technical correction to
the bill we passed in response to the
collapse of the World Trade Center.

With this background, no one should
be surprised that I expect this bill to be
signed shortly by the President. That
is as it should be. H.R. 3394 will provide
a targeted solution to a serious but
largely overlooked problem: cyber se-
curity.

Cyber security is a problem that is
even worse than it first appears. That
is because not only are our Nation’s
computers and networks vulnerable to
attack, and not only could a cyber at-
tack disrupt our economy and threaten
public health and safety, but we simply
do not know enough about how to de-
sign computers and networks to make
them less vulnerable.

For too long, cyber security has just
not been a research priority. The pri-
vate sector was much more focused on
making computers cheaper, faster, and
easier to use. The market did not put a

premium on security. Government
similarly turned its attention else-
where.

As a result, computers have become
omnipresent. We are more and more at
their mercy, without becoming any
more secure. In an age of terrorism,
such willful ignorance about cyber se-
curity has got to come to an end.
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We received yet another reminder of
that monumental fact last month when
the servers that run the Internet in the
United States were subject to a con-
certed attack from overseas.

H.R. 3394 is designed quite simply, to
usher in a new era in cyber security re-
search. Cyber security research will no
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longer be a backwater, but rather will
become a priority at two of our pre-
mier research agencies, the National
Science Foundation and the National
Institute of Standards and Technology,
and through them, a priority in aca-
demia and industry.

And the programs created by H.R.
3394 are designed not only to spur new
thinking about how to safeguard com-
puters and networks in both the short
and long run, but to make sure that we
have a cadre of experts who will devote
their careers to improving cyber secu-
rity. The bill includes incentives for re-
searchers to turn their attention to
cyber security, and incentives to at-
tract students to the field at the under-
graduate, graduate and post-doctoral
levels.

In short, this bill is a targeted but
comprehensive attempt to ensure that
the Nation’s best minds are focused on
improving cyber security. That is what
it will take to stave off a cyber attack.

I want to thank the many people in-
side and outside Congress who helped
us bring this bill to fruition. Bill Wulf,
the president of the National Academy
of Engineering, is really the godfather
of this bill, bringing the problem and
potential solutions to our attention,
and he has always been available to
bounce ideas off of. Industry groups
have been enormously helpful and sup-
portive, including the Information
Technology Association of America
and the National Association of Manu-
facturers.

This bill has been a bipartisan effort
from its inception. I want to thank the
gentleman from Texas (Mr. HALL), the
ranking member, and the other Mem-
bers of the minority, including the gen-
tleman from Washington (Mr. BAIRD),
who have helped shape this bill. We
have had similar partnership in the
other body led by Senators WYDEN and
ALLEN.

In short, H.R. 3394 is a bipartisan ap-
proach to a very real but very solvable
problem. I urge its final passage, not
just because it is needed, but because it
will reflect the fine efforts of so many
dedicated people on the staff of both
the Republican and Democrat side.
This bill has been bicameral, and has
the private sector working in partner-
ship with government. That is the way
it should be. We are addressing a very
serious problem, and trying to get
ahold of it before it gets out of hand,
and I am optimistic we are moving in
the right direction.

Mr. Speaker, I urge final passage of
this bill.

Mr. Speaker, I reserve the balance of
my time.

Mr. BAIRD. Mr. Speaker, I yield my-
self such time as I may consume.

Mr. Speaker, I rise in strong support
of H.R. 3394, the Cyber Security Re-
search and Development Act. I thank
the gentleman from New York
(Chairman BOEHLERT) for his out-
standing leadership on this bill, and
commend the gentleman from Texas
(Mr. HALL) for his leadership as well.
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I am tremendously honored that H.R.
3316, a computer security bill that I au-
thored along with the gentleman from
New York (Mr. BOEHLERT), are included
in today’s bill.

Essentially, H.R. 3394 is the same as
the version that was passed by the
House back in February. This legisla-
tion will address the long-term needs
to secure the Nation’s information in-
frastructure, as well as strengthening
the security of the nonclassified com-
puter systems of our Federal agencies.

Since September 11, attention has
been focused in an unprecedented way
on increasing our security against ter-
rorism. Today, security has to mean
more than locking doors and installing
metal detectors. In addition to phys-
ical security, virtual information sys-
tems that are vital to our Nation’s se-
curity and economy must be protected.
Telecommunications and computer
technologies are vulnerable to attack
from far away by enemies who can re-
main anonymous, hidden in the vast
maze of the Internet.

Examples of systems that rely on
computer networks include our electric
power grid, rail networks and financial
transaction networks. The gentleman
from New York (Mr. BOEHLERT) and the
gentlewoman from Maryland (Mrs.
MORELLA), the former chairman of the
subcommittee, have had the foresight
to begin hearings on this matter, even
well before September 11. It is that
kind of forward thinking that we need
to protect our Nation’s security and to
secure our information infrastructure
from cyber attacks.

Our vulnerability to Internet-based
computer viruses, denial of service at-
tacks, and defaced websites is well
known to the general public. Such
widely reported and indeed widely ex-
perienced events have increased in fre-
quency over time. These attacks dis-
rupt business and government activi-
ties, sometimes resulting in significant
recovery costs.

While we have yet to face a cata-
strophic cyber attack thus far, Richard
Clarke, the chair of the President’s
Critical Infrastructure Protection
Board, has said that the government
must make cyber security a priority or
we face the possibility of what he
termed a digital Pearl Harbor.

Potentially vulnerable computer sys-
tems are largely owned and operated
by the private sector, but the govern-
ment has an important role in sup-
porting the research and development
activities that provide the tools for
protecting information systems. An es-
sential component for ensuring im-
proved information security is a vig-
orous and creative basic research effort
focused on the security of networked
information systems.

Witnesses at our Committee on
Science hearings last year noted the
anemic level of funding for research on
computer and network security. Such
lack of funding has resulted in the lack
of a critical mass of researchers in the
field and has severely limited the focus
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of research. The witnesses at the hear-
ings advocated increased and sustained
research funding from the Federal Gov-
ernment to support both expanded
training and research on a long-term
basis.

H.R. 3394 meets those needs. It au-
thorizes $903 million over 5 years to
create new cyber security programs
within the National Science Founda-
tion and the National Institute of
Standards and Technology. Under the
bill, the NSF will create new cyber se-
curity research centers, undergraduate
grants, community college grants, and
fellowships.

The legislation also includes lan-
guage I authored pertaining to NIST.
The bill requires NIST to create new
program grants for partnerships be-
tween academia and industry, new
post-doctoral students, and a new pro-
gram to encourage senior researchers
in other fields to work on computer se-
curity.

I believe the legislation before us
today will provide the resources nec-
essary to ensure the security of busi-
ness networks and the safety of Amer-
ica’s computer infrastructure. I thank
the staff of the Committee on Science
for their tireless work on H.R. 3394, and
I urge all members to support this im-
portant measure.

Mr. Speaker, I invite the chairman of
the Committee on Science to enter
into a brief colloquy to ask for two
brief points of clarification.

Section 16(c) forbids the NSF from
awarding grants or fellowships to insti-
tutions of higher education or non-
profit institutions that materially fail
to comply with record-keeping require-
ments under certain sections of the Im-
migration and Nationality Act and the
Illegal Immigration Reform and Re-
sponsibility Act. This section does not
have an effective date at present. Many
of these record-keeping requirements
have yet to be written or promulgated.
Therefore, the effective date for this
subsection cannot be the date of enact-
ment. In bringing the bill forward for
consideration by the House, what is the
gentleman’s intent concerning the ef-
fective date for this provision?

Mr. BOEHLERT. Mr. Speaker, will
the gentleman yield?

Mr. BAIRD. I yield to the gentleman
from New York.

Mr. BOEHLERT. Mr. Speaker, the
gentleman from Washington makes a
very important point. Neither the Im-
migration and Naturalization Service
nor the Department of State have pro-
vided final guidance to enable univer-
sities to participate in the new Student
Exchange Visitor Information System,
which provides tracking, monitoring,
and access to accurate and current in-
formation on nonimmigration students
and exchange visas.

It is not possible to be materially out
of compliance with these requirements
until the final guidance and an appro-
priate time for implementation have
been provided to the university re-
search community.
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Mr. BAIRD. Mr. Speaker, my second
question deals with Section 17 that re-
quires the Director, 24 months after
the date of enactment of this act, to
submit a report to Congress reviewing
this act to ensure that awards under
the act are made to individuals and in-
stitutions that are in compliance with
the Immigration and Nationality Act. I
assume this is a simple reporting re-
quirement similar to other reports to
Congress by the NSF and that it is not
meant to require the Director to en-
force our Nation’s immigration laws?

Mr. BOEHLERT. Mr. Speaker, if the
gentleman would continue to yield, the
gentleman is correct. Enforcement of
the immigration laws is the responsi-
bility of the INS and the State Depart-
ment. Section 17 requires that NSF re-
port to Congress on information it ob-
tains from institutions of higher edu-
cation, State and INS. This section
does not require the NSF Director to
commission a duplicative study to se-
cure information that should be readily
obtainable from the State Department
and INS.

Mr. BAIRD. Mr. Speaker, I thank the
gentleman for that clarification, and
thank the gentleman for his leadership
on this legislation.

Mr. Speaker, I reserve the balance of
my time.

Mr. BOEHLERT. Mr. Speaker, I ask
unanimous consent to yield the bal-
ance of my time to the gentleman from
Michigan (Mr. EHLERS) for purposes of
control.

The SPEAKER pro tempore (Mr.
CULBERSON). Is there objection to the
request of the gentleman from New
York?

There was no objection.

Mr. BAIRD. Mr. Speaker, I yield 5
minutes to the gentleman from Oregon
(Mr. WU).

Mr. WU. Mr. Speaker, I rise in strong
support of H.R. 3394, the Cyber Secu-
rity Research and Development Act.
We have become increasingly reliant
on the Internet and computer tech-
nology. And unfortunately, with this
reliance comes increased vulnerability
to cyber attacks on our network sys-
tems and infrastructure. America’s
network infrastructure is increasingly
exposed to both benign and destructive
disruptions, including defacement of
web sites, denial of service, virus infec-
tions throughout the computer net-
works, and unauthorized intrusions and
sabotage of systems and networks.

Past attacks show the types of dan-
ger and potential disruption cyber at-
tacks can have on our Nation’s infra-
structure. The cyber threats to this
country are significant and getting
more sophisticated as time goes by.

A recent survey found that 85 percent
of respondents experienced computer
intrusions. Moreover, Carnegie Mellon
University’s CERT Coordination Cen-
ter, which serves as a reporting center
for Internet security problems, re-
ceived almost six times the number of
vulnerability reports in 2001 as it did
just 2 years earlier. Similarly, the
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number of specific incidents reported
to CERT exploded from 9.589 in 1999 to
52,668 in 2001. Even more alarming is
CERT’s estimates that these statistics
may only represent 20 percent of the
incidents that actually occurred.

The Cyber Security Research and De-
velopment Act will play a major role in
fostering greater research in methods
to prevent future cyber attacks and de-
sign more secure networks. This legis-
lation will harness and link the intel-
lectual power of the National Science
Foundation, the National Institute of
Science and Technology, universities,
and private industry to develop new
computer cryptography authentica-
tion, firewalls, forensics, intrusion de-
tection, wireless security and systems
management.

In addition, this bill is designed to
draw more college undergraduate and
graduate students into the field of
cyber security. It establishes programs
to use internships, research opportuni-
ties and better equipment to engage
students in this field.

America is a leader in computer
hardware and software development. In
order to preserve America’s
technologic edge and our security, we
must have a continuous pipeline of new
students in computer science and re-
search.

I strongly support this legislation
and I am proud to support this impor-
tant bill as it moved through the Com-
mittee on Science and again as it
passed the House earlier this February.
I commend the leadership of the gen-
tleman from Washington (Mr. BAIRD),
Senator WYDEN from Oregon, and the
chairman of the Committee on Science,
the gentleman from New York (Mr.
BOEHLERT), for their leadership in mov-
ing this bill. T am confident that the
Federal investment for long-term
projects outlined in this legislation
will enhance the security of our cyber
homeland.

Mr. EHLERS. Mr. Speaker, I yield 4
minutes to the gentleman from Michi-
gan (Mr. SMITH).

Mr. SMITH of Michigan. Mr. Speak-
er, I thank all Members who worked on
this, but certainly commend the gen-
tleman from Texas (Mr. HALL), the
ranking member, and the gentleman
from New York (Chairman BOEHLERT)
for having the foresight and commit-
ment to initiate and advance this legis-
lation that I would suggest is very im-
portant.

As chairman of the Subcommittee on
Research, I am proud to have worked
on this bill and to be a prime sponsor.
This act establishes programs at both
the National Science Foundation and
NIST, the National Institute for Stand-
ards and Technology, to advance re-
search and, perhaps most importantly,
develop a talented workforce of cyber
security researchers and professionals.

While the focus in information tech-
nology has largely been to build it fast-
er, build it smaller, and build it less ex-
pensive, perhaps now more than ever
we need to know how to build it safer
and more secure.
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The programs authorized by this act
provide much needed support for the
research that will help us understand
just how to do that. By supporting un-
dergraduate and graduate post-doctoral
students, as well as senior researchers
who wish to focus some of their re-
search efforts on cyber security, we
will train the experts who make sure
the appropriate safeguards are in place
to protect us from malicious cyber at-
tacks.
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It is a huge challenge. It is not going
to come cheaply and it is not going to
come eagily.

There are some unique features of
this bill that will make it particularly
effective in fostering innovative re-
search and education in cyber security.
For example, this act will establish a
program at the National Science Foun-
dation to help institutions of higher
education purchase the equipment that
they need so that students can learn
how to prevent cyber attacks without
risking the integrity of the college’s
own computer network. Another pro-
gram established by this act at the Na-
tional Institute of Standards and Tech-
nology will support the kind of high-
risk, high-payoff research that is nec-
essary to make great advances in cyber
security but that is unlikely to get
funded under the traditional peer-re-
view process that tends to favor more
conservative approaches to research
questions. In addition, in recognition
of the fact that effective cyber security
will rely largely on the expertise of
computer technicians, this bill amends
the Scientific and Advanced Tech-
nology Act of 1992 to provide the Na-
tional Science Foundation funding to
2-year colleges to make sure that grad-
uates of technical programs are prop-
erly trained in cyber security.

Just a few weeks ago, an electronic
attack crippled 13 computer servers
that manage Internet traffic. While
this hour-long attack went nearly un-
noticed by routine computer users, a
longer attack could cripple commu-
nication, infrastructure operations and
even national security efforts. This
country more than any other country
in the world has come to depend on our
software and our computer technology,
from how we run our financial services
to how we move our railroads to cer-
tainly our airlines and transportation
down to how we transfer electrical
power throughout the United States,
not to mention our national security
and our military efforts. We cannot
allow these kinds of attacks to happen.

In conclusion, as we move forward in
our war against terrorism, it is going
to be as important for us to secure
cyber space as it will be for us to se-
cure homeland security against mali-
cious attack. I look forward to working
with the National Science Foundation
as they implement the programs au-
thorized by this act.

Mr. EHLERS. Mr. Speaker, I am
pleased to yield 3 minutes to the gen-
tleman from Texas (Mr. SMITH).
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Mr. SMITH of Texas. I thank the gen-
tleman from Michigan for yielding me
this time.

Mr. Speaker, I support the Senate
amendment to H.R. 3394, the Cyber Se-
curity Research and Development Act.
Earlier this year, a federally funded re-
search center operated by Carnegie
Mellon University reported that
breaches in security of computer sys-
tems more than doubled from 2000 to
2001. More than 52,000 incidents were
reported in 2001, up from 22,000 in 2000.

Last spring the Committee on the
Judiciary’s Subcommittee on Crime,
Terrorism and Homeland Security that
I chair held a series of hearings on
cyber crime. We heard testimony from
local, State and Federal officials and
also from the private sector. A com-
mon observation emerged: The demand
for highly trained and skilled personnel
to investigate computer crimes is tre-
mendous. This problem is compounded
by the rapid advances in technology
which make continued training an ab-
solute necessity. We must have train-
ing both for a new generation of cyber
warriors whose most important weapon
is not a gun but a laptop and for pri-
vate sector companies that must pro-
tect their Internet presence.

This bill seeks to expand what many
States and cities are already doing, in-
vesting in cyber security training ac-
tivities. In my hometown, the Univer-
sity of Texas at San Antonio has estab-
lished the Center for Information As-
surance and Security, known as CIAS.
The CIAS will be the hub of a city ini-
tiative to research, develop and address
computer protection mechanisms to
prevent and detect intrusions on com-
puter networks. With funding provided
in this bill, UTSA and dozens of other
universities will be able to train the
next generation of cyber warriors,
cyber defenders and ‘‘white hat
netizens.”’” This legislation supports the
work at UTSA and other universities
for students who want to pursue com-
puter security studies.

While the benefits of the digital age
are obvious, the Internet also has fos-
tered an environment where hackers
retrieve private data for amusement,
individuals distribute software ille-
gally, and viruses circulate with the
sole purpose of debilitating computers.
A well-trained and highly skilled force
of cyber protectors is urgently needed
in America today.

Mr. Speaker, I urge my colleagues to
support this legislation.

Mr. EHLERS. Mr. Speaker, I yield
myself such time as I may consume.

It is my pleasure to see this bill
reach the floor for final passage and on
its way to the President. I certainly
agree with all the comments that have
been made and I will not repeat them,
but I did want to point out that in
passing this legislation, both the House
and the Senate have recognized the im-
portant role that the National Insti-
tute of Standards and Technology
plays in cyber security. This is very
important to note, because in the origi-
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nal proposal for the homeland security
bill that particular activity would have
been transferred out of the National In-
stitute of Standards and Technology
and placed in the Department of Home-
land Security. I think that would have
been very disruptive to the activity,
but the important thing to recognize is
that this group at the National Insti-
tute of Standards and Technology is
the leading group in doing the basic re-
search necessary to solve our cyber se-
curity problems. Members of the House
and of the Senate working on the
homeland security legislation should
embrace this role as well. While there
have been proposals to transfer NIST’s
cyber security division into the new de-
partment, this legislation clearly iden-
tifies the role that NIST should play in
cyber security. As such, the proposals
to move this responsibility elsewhere
do not meet the test. Any conference
agreement should recognize this as
well by keeping NIST’s cyber security
division within NIST.

Let me also add that to most individ-
uals in this land, cyber security means
not having someone steal their credit
card number. That is a very important
function. But there is much more at
stake here, as we have heard. That is
the Nation’s security. Two years ago, I
wrote a report for the NATO par-
liamentary assembly, which is the leg-
islative body relating to NATO, that
discussed and studied information war-
fare. Much of what I said in that report
is pertinent to this discussion today.

Mr. Speaker, I include that report at
this point in the proceedings.

INFORMATION WARFARE AND INTERNATIONAL

SECURITY
1. INTRODUCTION

1. The importance of Information Tech-
nology (IT) to the functioning of our soci-
eties is evident in virtually every human ac-
tivity. Computers are involved in and often
control everything from government oper-
ations to transportation, from energy to fi-
nance, from telecommunications to water
management. Every day an enormous
amount of information is exchanged or
stored by electronic means and trillions of
dollars travel throughout the world elec-
tronically. Information technology has be-
come even more pervasive with the wide-
spread dispersion of personal computers. Ac-
cording to projections of the US Computer
Industry Almanac, by the year 2000 there
will be more than 550 million PCs in the
world, 230 million of which will be connected
to the Internet (92 million in the United
States alone).

2. The pace of technological change and
our increasing reliance on technology are
even more impressive. Five years ago, a com-
puter chip could carry the equivalent of 1.1
million transistors. Now the number has in-
creased to 120 million and engineers believe
they can reach 400 million and even 1 billion.
Capable of 256 billion multiplications per
second, the latest desktop computers have
acquired the speed of yesterday’s supercom-
puters. This has accelerated the dispersion
and use of the Internet. To achieve mass-
user status, it took radio 35 years, television
13 years and the Internet only 4 years. Micro-
soft experts assert that Internet traffic dou-
bles every 100 days and, according to other
estimates, one billion people (one-sixth of
humanity) will be on-line by 2005.
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3. The reliance of our societies on com-
puters and the fact that many critical infra-
structures are electronically interconnected
poses evident security problems. Although
computer experts have been working on
these problems for years, only in the mid-
1990s did Western defence analysts begin to
pay serious attention to them. In a variety
of studies and reports, a strategic catch
phrase emerged to define a new concept: In-
formation Warfare. In a 1997 Report, the
NAA Science and Technology Committee
provided a first assessment of Information
Warfare, analysing most of the available
sources on the subject. The threat of possible
attacks on information systems and the po-
tential risks for our military and civilian in-
frastructures were outlined in that Report.
1)

4. In the last two years technological ad-
vances as well as governmental and inter-
national actions have changed the world of
information security. As a consequence, the
subject of information warfare has been ex-
tensively discussed and analysed, both with-
in and outside the information technology
and defence communities. This report anal-
yses these new developments, starting with
some new definitions of information warfare,
assesses the effective strategic threats, and
reports about the US and other governments’
initiatives to counter them. It is also our in-
tention to consider the concerns expressed
by the science and technology community
about the possible overstatement of such
threats, especially with reference to some
cases of media hyperbole.

II. WHAT IS INFORMATION WARFARE?
A. Definitions

5. The cited 1997 STC Report emphasised
the distinction between the use of informa-
tion in warfare and the newer concept of in-
formation warfare, the first being recognised
since ancient times and referring basically
to tactical and strategic deception, war prop-
aganda, and destruction of command and
control systems. In the current
conceptualisation, information warfare
“extends far beyond the traditional battle-
field, and its possible perpetrators and vic-
tims are by no means confined to the mili-
tary’’. A few definitions were reported then,
to which your Rapporteur would like to add
some new ones. The first is proposed by the
Institute for the Advanced Study of Informa-
tion Warfare: ‘“‘Information warfare is the of-
fensive and defensive use of information and
information systems to exploit, corrupt, or
destroy an adversary’s information and in-
formation systems, while protecting one’s
own. Such actions are designed to achieve
advantages over military or business adver-
saries.” (2)

6. The International Centre for Security
Analysis of King’s College, London suggests
that information warfare ‘‘is about struggles
for control over information activities’ and
distinguishes three levels or categories: idea-
tional struggle for the mind of an opponent,
struggle for information dominance, and at-
tacks on, and defence of, information flows
and activities. The first, highest level
‘“‘encompasses the whole range of psycho-
logical, media, diplomatic and military tech-
niques for influencing the mind of an oppo-
nent, whether that opponent is a military
commander or a whole population’. The sec-
ond level could be assimilated with the Rev-
olution in Military Affairs (RMA), whose
theorists and advocates see, as the future
evolution of armed forces, the goal of domi-
nating the ‘“‘information spectrum’. The ul-
timate objective of this level of information
warfare would be to render physical conflict
‘“‘either unnecessary or at worst short, sharp
and successful”. At the third level the focus
is on any kind of electronic attack upon
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military or civilian information infrastruc-
tures, including criminal hacking (or crack-
ing), data disruption, illegal systems pene-
tration, and also physical destruction, decep-
tion and psychological operations. (3)

7. The Washington based Center for Stra-
tegic and International Studies (CSIS) re-
cently published a comprehensive study on
these issues and admitted that so many dif-
ferent activities have been classified under
the label ‘‘information warfare” that it is
now difficult to understand exactly what it
is. Nonetheless, this study classifies informa-
tion warfare activities according to the
source, the form, and the tactical objectives
of the attack. Thus, information warfare can
be viewed as a combination of these three di-
mensions.

8. First, an attack could originate either
from outside or from within the targeted
organisation or system. Second, four cat-
egories of attack can be identified:

Data attacks are conducted by inserting
data into a system to make it malfunction.

Software attacks, similar to data attacks,
are conducted by penetrating systems with
software causing failure or making them
perform functions different from those in-
tended.

Hacking or cracking is seizing or attempt-
ing to seize control of an information system
(or a vital part of it) to disrupt, deny use,
steal resources or data, or cause any other
kind of harm.

Physical attacks are the traditional form
of attack (bombing, assaulting, and destroy-
ing) directed against information systems.
An electromagnetic pulse (EMP) produced by
nuclear explosions can also be included in
this kind of attack.

9. All these different forms of information
warfare attack can be categorised by their
goals or tactical objectives: they could be
aimed at exploitation, deception, disruption
or destruction of information systems. (4)

10. The French Ministry of Defence has
also offered an interesting definition of in-
formation warfare. It has singled out three
types:

War for information (guerre pour
I’information): to obtain information about
the enemy’s means, capabilities and strate-
gies in order to defend ourselves;

War against information (guerre contre
I’information): at the same time to protect
our information systems and to disrupt or
destroy the enemy’s.

War through information (guerre par
I’information): to conduct misinformation or
deception operations against the enemy in
order to achieve ‘“‘information dominance’.
(&)

11. All the above are accurate and accept-
able definitions, but for the sake of clarity
we can try to summarise them into a simpler
and more limited formula. Information war-
fare could be then defined as defensive and
offensive operations, conducted by individ-
uals or structured organisations with spe-
cific political and strategic goals, for the ex-
ploitation, disruption or destruction of data
contained in computers or transmitted over
the Internet and other networked informa-
tion systems. (6)

B. Assessing the Threat

12. In general terms, a threat can be de-
fined as the combination of a capability and
a hostile intent. According to many ana-
lysts, the reason for concern about attacks
upon information systems, or information
warfare, is that the means of offence are
widely available, inexpensive and easy to
use. In a world where even governments and
the military tend to rely on computer hard-
ware and software available commercially
off-the-shelf (COTS), virtually anybody with
a computer and the technical skills could be-
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come a cracker or a cyberterrorist. More-
over, the progress in information technology
makes the electronic tools available to con-
duct such attacks more sophisticated every
day and, through the Internet and the inter-
linked computer world, easier to acquire.
But the most potentially dangerous feature
of information warfare is that it can be con-
ducted from anywhere in the world and the
possibilities of discovering the attack’s ori-
gin, or even its presence, are extremely dif-
ficult.

13. Who can conduct such attacks? A re-
cent analysis has listed the potential
‘“‘enemies’ according to the levels of threat.
At the lower level are the crackers, or
“hackers with malicious intentions’, some-
times highly knowledgeable in technical
matters and very determined, but often iso-
lated and without a clear political agenda.
Then we have some pressure groups,
organisations that fight for specific political
causes and might decide to acquire the tech-
nology in order to attack the information
systems of other organisations or even of
states. Terrorists come next in the scale:
some groups are becoming increasingly so-
phisticated in the use of technology and can
conduct strategic offensive information war-
fare. At the highest level are the states,
many of which now have access to extremely
sophisticated technology and can acquire the
necessary organisational infrastructure to
conduct both offensive and defensive infor-
mation warfare. In fact, some experts doubt
the effectiveness, capability, or even willing-
ness of the non-state actors to conduct at-
tacks that can seriously threaten other na-
tions’ security. (7)

14. In the last fifteen years, both the pri-
vate and public sectors’ information systems
have been subjected to attacks that have
substantially increased with the growth of
the Internet. Computer viruses have been a
primary concern of information security ex-
perts. These are generally very small pro-
grammes, often with destructive capabili-
ties, designed to invade computer systems or
individual PCs by attaching themselves to
other bits of executable programme codes.
Created by hackers, computer science stu-
dents or disgruntled programmers, these vi-
ruses have been extremely destructive to
many computers and networks, but have not
proved to be particularly effective as weap-
ons to date. Because of their non-profes-
sional origins, the viruses often contain er-
rors and, moreover, their authors are often
incapable of envisioning the complexity and
variety of the systems they are attacking.

15. Of course, it is still possible that a state
or a terrorist group can assemble a team of
experts capable of creating malicious viruses
and using them to conduct information war-
fare attacks. But computer viruses are ex-
tremely unpredictable and far from precise
in their behaviour, and they might eventu-
ally damage the attacker as much as the vic-
tim. In addition, the international anti-virus
industry is mature and is well positioned to
create necessary antidotes to almost any
new virus.

16. Other, more dangerous attacks on infor-
mation systems have been conducted by
criminal hacking intruders. Private corpora-
tions, particularly in the financial sector,
are regularly penetrated by cybercriminals:
the FBI estimates that these electronic in-
trusions cause yearly losses of about $10 bil-
lion in the United States alone. This is prob-
ably only the tip of the iceberg. In fact, con-
cerns about protecting shareholder value and
customer confidence may keep many firms
from reporting all the attacks to law en-
forcement agencies.

17. Electronic intrusions into the military
information infrastructure cause deep con-
cern in the United States. According to the
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CSIS, probe attacks against the Pentagon
number in the tens of thousands every year.
John J. Hamre, Deputy Secretary of Defense,
recently stated that from January to mid-
November 1998, the National Security Agen-
cy (NSA) recorded more than 3,800 incidents
of intrusion attempts against the Defense
Department’s unclassified computer systems
and networks. Over 100 of these attacks
reached root-level access and many were
even able to break down some kinds of serv-
ice. This reflects only what has been re-
ported to NSA, but ‘‘the actual number of in-
trusions probably is considerably higher’’. (8)

18. The literature and the chronicles are
full of examples of successful network intru-
sions at the US Department of Defense (DoD)
and other Western defence institutions. One
of the most interesting is the break-in at the
Air Force’s Laboratories in the town of
Rome, in New York State, when two British
boys hacked into the system with the help of
what is called a ‘‘sniffer’’ programme, able to
capture passwords and user log-ins to the
network. The case served as a learning expe-
rience for the Air Force Information Warfare
Center, which then developed the advanced
technical skills to counter these intrusions.
Similar hacker intrusions are regularly ex-
perienced by all other US military services
and government agencies.

19. While most of the attacks in the last
few years were generally conducted by indi-
viduals or by small groups of intruders, with
little or no political purpose, recently some
cases suggested the possibility of state-spon-
sored hacking or cracking. Additionally,
some anti-state, politically motivated activ-
ity has occurred. In October 1998, China
launched a new website to publicise its ef-
forts in human rights. A few days later,
hackers replaced the home page of that site
with a message condemning Beijing for its
poor record in human rights. (9)

20. Another, more revealing case occurred
in Ireland, where refugees from East Timor
had set up a website to protest against the
occupation of their country by Indonesia.
The Irish Internet provider even created a
new domain name ‘.tp’’, as if East Timor
were an independent country. In January
1999, a concerted attack against the East
Timorese server started, originating from 18
different places as far apart as Australia, the
United States, Japan, the Netherlands and
Canada. The attackers managed to render
the web server useless and forced the Irish
provider to disconnect its entire system.
Clearly, this was not an ordinary cracker in-
trusion, though many doubt that the Indo-
nesian government had the capability to
conduct such a concerted information war-
fare action. The most probable culprit is a
group of politicised hackers sympathetic
with the Indonesian position. (10)

21. The NATO information system was also
indirectly threatened in October 1998, when a
Serbian group of hackers known as Black
Hand penetrated a Kosovo Albanian web
server and threatened to sabotage the Alli-
ance’s information system. The organisation
temporarily closed all foreign access to its
web server and its web site was down for two
days. Realising that the electronic defences
of the NATO web server were extremely
weak, experts took some countermeasures,
which proved to be insufficient in the light
of subsequent events. (11)

22. During the Kosovo crisis, hackers at-
tacked the NATO web site, causing a line
saturation of the server by using a
“bombardment strategy’’. The organisation
had to defend itself from macro viruses from
FRY trying to corrupt its e-mail system,
which was also being saturated by one indi-
vidual sending 2,000 messages a day. These
attacks were possible because NATO was
using the same server for the e-mail system
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and its web-pages. When these tasks are done
by separate servers, as is now the case at
NATO, the threat is reduced. Allied govern-
ments’ web sites have also been targeted dur-
ing the war, and according to US Air Force
sources the attacks came not only from
FRY, but also from Russia and China. It is
unclear, however, whether these attacks
were state-sponsored or the work of groups
of hackers. Conversely, FRY’s information
systems were severely damaged by NATO
bombings and electronic operations—al-
though Belgrade itself dismantled commu-
nication systems to deprive its people of out-
side information. In addition, thousands of
Western civilian hackers conducted online
attacks against the FRY government’s web
servers. (12)

23. Such cases might not prove the exist-
ence of state-sponsored information warfare
or cyberterrorism, but they offer good exam-
ples of what could happen if the capability is
coupled with a hostile intent. The subse-
quent question is: could a group of state-
sponsored terrorists or individual crackers
damage the information infrastructure of an-
other nation so as to cause a major strategic
disruption? The US Department of Defense
seems to think so.

24. In the summer of 1997, a simulation ex-
ercise called ‘‘Eligible Receiver’” was con-
ducted at the Pentagon, ordered by the Joint
Chiefs of Staff, to test the ability of the na-
tion’s military and civilian infrastructure to
resist a concerted information warfare at-
tack. A team of fictional hackers, the Red
Team, was allowed to use only COTS mate-
riel and information available on the Web
and had to act within the US law. So far, the
results of this exercise remain strictly ‘“‘top
secret’’. Nonetheless, many officials have re-
ferred to it in public declarations and some
have partially revealed the outcome. James
Adams, a journalist based in Washington DC,
claimed in a book to have interviewed senior
officials about ‘‘Eligible Receiver’’: ‘‘The
[simulated] attacks focused on three main
areas: the national information infrastruc-
ture, the military leadership and the polit-
ical leadership. In each of these three areas,
the hackers found it exceptionally easy to
penetrate apparently well-defended systems.
Air traffic control systems were taken down,
power grids made to fail, oil refineries
stopped pumping—all initially apparent inci-
dents. At the same time, in response to a hy-
pothetical international crisis, the Defense
department was moving to deploy forces
overseas and the logistics network was
swinging into action. It proved remarkably
easy to disrupt that network by changing or-
ders and interrupt[ing] the logistics flow.
The hackers began to feed false news reports
into the decision-making process so that the
politicians faced a lack of public will about
prosecuting a potential conflict and lacked
detailed and accurate information.”” (13)

25. In conclusion, according to Adams’
sources, a team of skilled hackers, using
standard equipment and publicly available
information and playing by the rules, was
able to cause a ‘‘serious degradation of the
Pentagon’s ability to deploy and to fight’’.
In other words, they demonstrated that an
‘‘electronic Pearl Harbor’ was possible.

26. Many things have changed in the last
two years due to the fast pace of progress in
information technology. Moreover, the poli-
cies and actions taken by the US govern-
ment may have reduced the vulnerability of
the nation’s infrastructure. Nonetheless, if
technology is helping Western governments
establish better defences, it also helps poten-
tial enemies improve their capabilities to at-
tack. A recently announced new breed of
hacker software, that can learn and adapt to
the network environment it attacks, may
represent a new threat. According to infor-
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mation technology experts, the new pro-
grammes can change their mode of oper-
ation, or their targets, based on external
stimulants. Pre-programmed to search for
specific types of files common to most net-
works, such software, once in the system,
can target data or files of interest to the in-
truders, even those marked secure or for in-
ternal use only. (14)

27. In addition, many nations are trying to
acquire the capabilities needed to conduct
information warfare operations and new ter-
rorist groups like Osama bin Laden’s are
known to use computers and satellite tele-
communications. China has recently intensi-
fied its information warfare programmes,
both to protect its own military infrastruc-
tures and to enable the People’s Liberation
Army to conduct electronic attacks. Accord-
ing to James Mulvenon, a defence specialist
at Rand Corporation, Beijing ‘‘is seeking the
ability both to interfere with Taiwan’s com-
mand system, and ultimately to ‘hack’ into
US military networks which control deploy-
ment in the Asian region.” (15)

28. A serious physical threat to informa-
tion systems can be posed by the effects of
the electro-magnetic pulse (EMP) produced
by nuclear explosions. The immediate energy
release from a detonated nuclear device pro-
duces intense, rapidly varying electric and
magnetic fields that can extend for consider-
able distances and severely affect all elec-
tronic equipment and electrical or radar
transmissions even to the point of destroy-
ing equipment circuits, microprocessors, and
other components. Therefore, a single, very
high-altitude nuclear blast above Europe or
the United States, which may cause no phys-
ical damage to structures or people, could
disable or disrupt all non-hardened informa-
tion systems. While few nations currently
have both nuclear weapons and the missiles
capable of delivering them in space, the in-
creasing number of ‘‘rogue’’ nations with nu-
clear weapons that are also developing or ac-
quiring long-range missiles may present an
extremely serious EMP threat in the near fu-
ture.

29. EMP effects from nuclear explosions
and non-nuclear weapons, such as HERP
(High-Energy Radio Frequency) guns or
EMP/T (Electro-Magnetic Pulses Trans-
former) bombs, may be much more dan-
gerous for civilian information systems than
for military ones, most of which are now
EMP hardened. Shielding of iron or other
materials such as copper mesh or non-mag-
netic metals is generally available only for
the protection of sensitive military tech-
nology.

III. RESPONSES TO THE THREAT

30. Efforts to respond to the threat of at-
tacks to information systems, or informa-
tion warfare, have been made by many na-
tions. Generally, the military and defence
“think tanks’ have been the first to address
the issue, but now most Western govern-
ments have taken steps towards more co-
ordinated and structured responses.

31. In the United States, different panels,
commissions and study groups have been ex-
amining these issues since the early 1990s
and the government has taken several im-
portant measures. Congressional Commit-
tees have held hearings to investigate the
nature of the information warfare threat.
The National Defense University has exten-
sively worked on the issue since the early
1990s. However, the most comprehensive ap-
praisal of the nation’s vulnerabilities in the
field of information technology has been pro-
vided by the Presidential Commission on
Critical Infrastructure Protection, created
in 1996, involving officials from the energy,
defence, commerce and law enforcement
areas, as well as representatives of the pri-
vate sector. After 15 months of study, the
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Commission published an extensive report
highlighting the vulnerabilities of the US in-
frastructure and the weakness of the infor-
mation systems, which proved to be a poten-
tially easy target for any concerted attack.
The report also indicated that government
and industry do not efficiently share infor-
mation that might give warning of an elec-
tronic attack and that the federal R&D
budget does not include the analysis of the
threats to the information systems in the in-
frastructure. (16)

32. The work of the Presidential Commis-
sion resulted in the issuing in May 1998 of
two Presidential Decision Directives, 62 and
63, on Critical Infrastructure Protection. The
provisions of these Directives included:

Interagency co-ordination for critical in-
frastructure protection;

Definition of the roles and responsibilities
of US agencies in fighting terrorism;

Improvements in capabilities for pro-
tecting the national information structure,
the most important of which is the creation
of a National Infrastructure Protection Cen-
ter (NIPC) in the FBI;

Promotion of partnerships with industry
and other private players to enhance com-
puter security;

Study of plans for minimising damage and
recovering rapidly from attacks to its vital
infrastructures.

33. Some experts criticised the US adminis-
tration decisions, claiming that the above
provisions underestimated the realities of
the information warfare threat. Nonetheless
this is the most comprehensive and complete
initiative taken so far by any Western gov-
ernment to respond to the risks of attacks
on information systems.

34. Moreover, the DoD, actively partici-
pating in the government initiatives, has re-
cently created a Joint Task Force for Com-
puter Network Defense (JTF-CND) to co-or-
dinate all the activities in this field and di-
rect the Pentagon’s response to computer
network attacks. The JTF-CND will plan de-
fensive measures, leverage existing capabili-
ties and develop procedures for the military
commanders-in-chief, services and agencies,
as well as provide strategic focus at all lev-
els. Fully operational in the summer of 1999,
the JTF-CND will also develop relationships
with intelligence and law enforcement agen-
cies, the NIPC and the private sector. (17)

35. Among European nations, France ap-
pears to have developed a coherent strategy
to deal with attacks on information systems.
In the absence of a general programme for
infrastructure protection, such as that in the
United States, the Délegation générale pour
I’armement (DGA) of the Ministry of Defence
has concentrated technical activities in the
field of information warfare at the Centre
d’électronique de ’armement (CELAR). This
centre employs some 900 experts in many sci-
entific and technological areas, and has re-
sources and capabilities with probably no
equal on the continent. All CELAR activities
are related to information warfare (guerre de
I’'information), defensive and offensive, and
are divided into five tasks: weapon systems
for electronic warfare, information security,
information systems, telecommunications,
and electronic components. CELAR analyses
the threats, establishes the needs, and tests
the proficiency and the limits of the systems
and equipment. In particular, within the in-
formation security field of CELAR, the Cen-
tre de l’armement pour la sécurité des
systémes d’information (CASSI), is respon-
sible for the development of all security pro-
grammes and strategies in the Ministry of
Defence and acts as a consultant for other
ministries and governmental agencies. (18)

36. In Germany, the efforts of the Govern-
ment and the Bundestag to address the prob-
lem of security in information technology
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led to the creation, in 1991, of a Federal
Agency for Security in Information Tech-
nology (Bundesamt fiir Sicherheit in der
Informationstechnik, or BSI). The BSI is re-
sponsible for assessing the risks and devel-
oping the criteria, tools and procedures to
assure the security of vital information sys-
tems. However, according to German offi-
cials, the BSI has concentrated its work on
the non-military aspects of information war-
fare. In other words, it has considered the
possibility of attacks to information systems
only in the civilian field. At the same time,
the German military has conducted some
studies on information warfare and has re-
cently initiated a new one, called 2020,
which will consider the future evolution of
the topic. Recently, a working group has
been created at a federal level to draft a pol-
icy paper on ‘‘Information Warfare and IT
Security’’, aimed at reaching a better co-or-
dination within the civilian and military
fields.

37. The UK Ministry of Defence has ad-
dressed, in various areas, the problems re-
lated to information warfare, recognising
that ‘‘the potential vulnerabilities and risks
arising from ‘information warfare’ go much
wider than the Armed Forces and the defence
infrastructure” (19). The MoD is therefore
known to be working with other areas of
Government, allies and suppliers of key serv-
ices to co-ordinate security policies and find
technical solutions to protect the nation’s
infrastructure.

38. Other countries, such as Finland, Nor-
way, Sweden and Switzerland have taken ini-
tiatives similar to those of the United
States. Australia, Canada and Israel are in-
vesting in studies of defensive measures and
approaches (20). NATO has recently analysed
the threats of information warfare attacks
and given indications to member states. For
the moment, the most relevant studies con-
ducted by the Alliance on the subject are
classified.

IV. INFORMATION WARFARE OR SIMPLY
INFORMATION SECURITY?

39. As it is often the case with extensively
debated issues, some defence analysts and in-
formation security experts are doubting the
actual size of the information warfare threat
as it is presented by the media and even by
some official reports. They contend that
newspapers and magazines report stories
about dangerous viruses, violated military
websites and crackers penetrating corporate
information systems in distorted and exag-
gerated ways. Some also list errors and over-
statements included in official documents
and defence studies. Fairness demands that
we also consider these points of view, and
below we summarise the most salient issues.

40. In 1997, for instance, a US government
commission, that included former directors
of the CIA and the National Reconnaissance
Office, warned against a virus contained in
an e-mail message entitled ‘‘Penpal Greet-
ings’’. According to the commission’s report,
the virus ‘“‘could infect the hard-drive and de-
stroy all data present’’. Moreover, the virus
was reportedly ‘‘self-replicating’ and ‘‘would
automatically forward itself to any e-mail
address stored in the recipient’s in-box.”” Ac-
cording to many computer security analysts,
the report was wrong and the Penpal virus
was in fact a hoax. However, more recently
several viruses spreading by e-mail could
nonetheless perform extremely destructive
actions. (21)

41. In March 1999, a type of macro virus
propagating by e-mail called Melissa dam-
aged, according to many journalistic
sources, more than 100,000 computers. Hidden
within a file of a popular word processing
software, Melissa affected its security set-
tings, rendering personal computers vulner-
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able to further attacks. While some defence
leaders, experts on terrorism, lawmen and
software executives hailed ‘‘another warning
siren of the vulnerability of our networks”
or even ‘‘a demonstration of what an elec-
tronic Pearl Harbor might look like’’, most
computer security people defined Melissa as
‘“‘just another dangerous virus’’, no more so-
phisticated than prior ones using the iden-
tical modus operandi. Moreover, they con-
tended, Melissa (although very costly to
many businesses) had no noticeable effect on
Internet use or stock markets or electronic
commerce. They also noted that most per-
sons using the web on a regular basis would
not open an unknown file attachment re-
ceived by e-mail, especially if reportedly it
contained a list of pornographic websites.
(22)

42. But computer scientists and IT security
experts are not only highlighting general
misinformation and myths about viruses.
They contest as well the alarming figures
suggesting that the Pentagon and other US
vital infrastructures are under almost per-
manent attack by crackers or
cyberterrorists. They admit that malefactors
can break into military and civilian web
servers, and maybe even cause serious dam-
age, but that it is far from representing an
‘“‘electronic Pearl Harbor’’ for the United
States. As Kevin Ziese, the computer sci-
entist who led the Rome Laboratories inves-
tigation, and other experts put it, these
break-ins can be defined as the virtual equiv-
alent of a ‘“‘kid walking into the Pentagon
cafeteria.” (23)

43. Equating computer viruses and hacker
software with weapons of mass destruction,
many analysts insist, is overreaching. And
classifying them as such would be like con-
sidering teen hackers or virus creators
equivalent to terrorists or ‘‘rogue’ states.
The recent attacks on the Alliance’s infor-
mation system during the Kosovo crisis, ac-
cording to these sources, might have proved
just that. In fact, they report that computer
security experts in the US Department of
Defense were ‘‘completely unimpressed by
whatever it was Serbian hackers did during
the Yugoslavian war. The worst it did is
make the NATO administrator of the site
work a little harder. It didn’t have any im-
pact on the Yugoslavian war at all.” (24)

44. With regard to the supposedly fright-
ening results of the ‘“‘Eligible Receiver’ exer-
cise, which are still considered ‘‘sensitive in-
formation’” by the Pentagon, many object
that they should be opened up to an inde-
pendent audit. Until then, computer sci-
entists declare that they will remain ex-
tremely sceptical. Moreover, they say the
Pentagon’s position is in stark contrast to
the wide-open discussions of computer secu-
rity vulnerabilities that reign on the Inter-
net.

45. According to William M. Arkin, an
army veteran, defence analyst and editor of
US Military Online, the excessive secrecy in
the Pentagon’s attitude towards information
security reflects a basic misjudgement of the
power of the Internet and the ability of the
military to control it. A directive issued on
24 September 1998 by Deputy Defense Sec-
retary John Hamre instructed all military
services and agencies to ‘‘ensure national se-
curity is not compromised or personnel
placed at risk” by information available on
military websites. In fact, the Pentagon has
for years had policies that required just that,
and therefore only unclassified information
has ever been made available on the Inter-
net. John Pike of the Federation of Amer-
ican Scientists agrees with Arkin that the
DoD issued this new policy out of ‘‘a desire
to show vigilance, coupled with a profound
lack of understanding of information and
computer security’’, rather than because of
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any new threats coming from the Internet.
(25)

46. Many experts and scientists are critical
of the approach taken by some of the Pen-
tagon leaders not because they believe there
are no threats coming from cyberspace, but
because they feel those threats might have
been overstated or mystified through what
they call ‘‘info-warrior rhetoric’’. Computer
security analysts, who have been working on
these problems for years, have the impres-
sion that ‘“‘information warfare’” might just
be old wine in new bottles. In fact, many of
the activities now classified under this defi-
nition could be traditional intelligence
work, intelligence analyses through the
Internet or psychological operations and de-
ception. For instance, the US Air Force In-
formation Warfare Center (AFIWC, part of
the Air Intelligence Agency) in San Antonio
and other similar organisations are the
equivalent of computer emergency response
teams, and the military and civilians em-
ployed in them are all computer security
specialists.

47. In spite of these reservations, it is clear
that there are many serious threats. In sum,
according to George Smith, editor of The
Crypt Newsletter, an Internet publication
dealing with computer security for computer
analysts: “It is far from proven that the
country [i.e., the United States] is at the
mercy of possible devastating computerized
attacks. On the other hand, even the small
number of examples of malicious behaviour
demonstrate that computer security issues
in our increasingly technological world will
be of primary concern well into the foresee-
able future.”

V. CONCLUSION

48. It is clear, even from the words of the
most sceptical analysts, that the security of
information systems must be a high priority
for any nation. With the increasing depend-
ence on information technologies, all our
vital infrastructures are potentially vulner-
able to some sort of external attack. Even if
experts disagree on the extent and the na-
ture of the threat, we need nonetheless to
adopt measures to strengthen the protection
of our information systems.

49. The first priority should be to seek ob-
jectivity in the assessment of the real
threats. An independent group should be set
up to provide such assessment, maybe at the
international level. An example is provided
by the G-8 High Tech Crime Group, a multi-
lateral forum seeking to enhance
transnational co-operation in investigating
and prosecuting criminal misuse and exploi-
tation of information systems. Parliaments
and governments, as well as the industry,
the scientific community and computer se-
curity experts should work within a similar
group focused on information warfare
threats in order to share their knowledge
and competence and analyse the subject
from different perspectives. A serious eval-
uation of the claims of computer security
software and hardware producers could be
the first task of such a group.

50. Programmes to raise public awareness
and encourage education in the field of com-
puter security and infrastructure protection
would be extremely useful, and they should
cover all possible audiences. They should in-
clude conferences, university studies, presen-
tations at industry associations and profes-
sional societies, and sponsorship of graduate
studies and programmes. In addition, re-
search efforts are needed to both substan-
tially improve and deploy more widely the
existing technology. In particular, new capa-
bilities for detection and identification of in-
trusion and improved simulation and model-
ling capability to understand the effects
upon interconnected and interdependent in-
frastructures would be beneficial.
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51. The law has to keep pace with the de-
velopment of new technologies. Parliaments
can play an important role in reconsidering
and readapting the laws regulating infra-
structure protection and information sys-
tems assurance. The United States can pro-
vide some good examples in terms of both
statutes and case law and the Justice De-
partment has a section devoted to this area.
However, due to the open and global nature
of the Internet, this effort should involve
computer security experts and legislators
internationally. In fact, creating a specific
international set of rules or conventions is
an essential prerequisite for establishing a
credible and efficient Internet economy.

52. Intelligence can also contribute to a
clearer understanding of the new threats of
the information age in terms of actors, mo-
tives, and capabilities. Of course, the tradi-
tional intelligence work and organisation,
developed during the Cold War, must be
adapted to the new environment. Intel-
ligence officials in all nations must recon-
sider their methods for information acquisi-
tion and rely on new sources. National agen-
cies must also start recruiting special tal-
ents familiar with the new threats, such as
skilled computer analysts with a direct expe-
rience of hacking methods.

53. Since most experts agree that commer-
cial information systems are now more vul-
nerable to external attacks, it is essential to
foster public-private co-operation. Much of
the information that private companies need
to protect their information systems may be
available from the defence, intelligence and
law enforcement communities. Often the pri-
vate sector can better identify, understand
and evaluate the threats. In many countries,
co-operation between industries and their
governments could be extremely helpful to
share ‘‘information and techniques related to
risk management assessment, including inci-
dent reports, identification of weak spots,
plans and technology to prevent attacks and
disruptions, and plans for how to recover
from them.” Of course, public-private col-
laboration also has its limits, such as classi-
fied and secret materials or proprietary and
competitively sensitive information.

54. Finally, in most Western countries, but
particularly in the United States, the mili-
tary should address many questions con-
cerning the effective role of the information
warfare programmes in their general policy.
Programmes like those going under the defi-
nition of ‘“Revolution in Military Affairs”
(RMA) have already tried to assess the fu-
ture impact that the use of information
technology could have on weapon systems
and on military organisation and strategy.
However, the US military still needs to clar-
ify its policy about the options for deterring
an attack on vital information systems and
the possible use of offensive information
warfare. The link between information war-
fare and other military strategies should be
better articulated: for instance, would it be
possible to respond to an information war-
fare attack with conventional forces? More-
over, the possibility that the United States
(or any other Western country) would de-
velop and deploy offensive information war-
fare techniques has not been adequately dis-
cussed in public forums. This can be essen-
tial in order to build a national and possibly
international consensus about the role of of-
fensive information warfare and to clearly
define its policies of use.
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In summary, then, this is a very im-
portant issue, something that we must
address not only for security for indi-
viduals’ privacy, not only for privacy
and security and integrity in business
communications, but also as a means
of national security. I urge a ‘‘yes”
vote on this bill. I look forward to the
President signing this bill.

Mr. Speaker, I reserve the balance of
my time.

Mr. BAIRD. Mr. Speaker, I yield my-
self such time as I may consume.

I would like to thank the gentleman
from Michigan (Mr. EHLERS) for his
leadership on this issue and on so many
issues on the Committee on Science.
He has been one of those voices that
sees problems before they present
themselves to the rest of the country
and has been an outstanding leader on
this and many other issues.

I also want to reiterate my thanks to
Chairman BOEHLERT, Ranking Member
HALL, the committee staff and my own
staff member, Chris Schloesser, for
their good work on this.

Coincidentally, a few weeks ago I was
messing around with my own computer
system and I took the hardware fire-
wall off that I have. I also have a soft-
ware firewall. During a brief 15-minute
period, five attacks from outside were
recorded. I say that to mention that it
is not just government doing its part
to provide increased funds, the general
public will need to increase their level
of security and awareness that if they
have permanent on-line connections
and as broadband becomes more readily
available, the general public has an im-
portant role to play because those who
wish to do our country harm will try to
get to our secure infrastructure
through just average citizens’ systems
and through the network there.

I also want to underscore what the
gentleman from Michigan (Mr. EHLERS)
said about the cost of this legislation.
It may sound expensive, and indeed it
is, but the cost of a coordinated attack
on our information infrastructure
would be vast indeed. I would ask peo-
ple to entertain the possibility of what
might happen were there to be not only
an attack from terrorists such as we
saw on September 11 but if that were
coordinated with a cyber attack on our
air traffic control system or on our
emergency communication systems. In

Sci-
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an instance like that where informa-
tion flow would be critical and would
mean the life or death of thousands of
Americans, a cyber attack would am-
plify exponentially the cost of a more
traditional terrorist kind of attack.
This money will be well spent. By
spending it today, we will prepare our
country for the kinds of risks we may
face tomorrow.

I again urge passage of H.R. 3394. 1
commend those who have worked so
hard to achieve this point. I thank the
gentleman for his leadership.

Mr. Speaker, I yield back the balance
of my time.

Mr. EHLERS. Mr. Speaker, I yield
myself such time as I may consume.

In response, I want to thank the gen-
tleman from Washington for his very
perceptive comments on this issue. One
important additional point to note is
that the country with the most sophis-
ticated computer systems is also the
most vulnerable to information at-
tacks and cyber attacks. Therefore, we
have the most to gain by engaging in
studies of cyber security to protect our
extremely advanced systems.

Mr. HALL of Texas. Mr. Speaker, | rise in
support of the Cyber Security Research and
Development Act, H.R. 3394. The hill is sub-
stantially the same as the version which was
developed in a bipartisan manner by the
Science Committee and passed by the House
early in the current session.

H.R. 3394 fills an important gap in current
information technology research programs—
namely, the need for improved security for our
computers and digital communication net-
works.

| want to congratulate Science Committee
Chairman BOEHLERT for his leadership and
thank him for working with me in developing
the bill.

| also want to acknowledge my colleague,
Mr. BAIRD, for his important contribution to this
legislation. The provisions pertaining to the
National Institute of Standards and Tech-
nology originated in his bill, H.R. 3316.

Many systems that are vital to the Nation,
such as transportation, the electric power grid,
and financial services, rely on the transfer of
information through computer networks. The
trend in recent years of interconnecting com-
puter networks has had the unintended con-
sequence of making access to these critical
systems easier for criminals, and potentially
for terrorists.

As a result, there have been an increased
number of assaults on network systems. Com-
puter viruses, attacks by computer hackers,
and electronic identification theft have become
commonplace.

The tragic events of last year have made us
realize just how vulnerable we are to attack.
We are beginning to understand the critical
need to protect the Nation's physical and elec-
tronic infrastructure.

Testimony before the Science Committee
has highlighted a serious obstacle to achieving
this goal: there are too few scientists and en-
gineers engaged in research on information
security and too little funding for security re-
search. And as federal agencies and private
industry have found, there are few people with
specialized computer security skills.

H.R. 3394 establishes substantial new re-
search programs at the National Science

November 12, 2002

Foundation and the National Institute of Stand-
ards and Technology. The goal of both these
multi-year programs is not only to advance
computer security research, but also to ex-
pand the community of computer security re-
searchers.

These programs will support graduate stu-
dents, post-doctoral researchers, and senior
researchers, while encouraging stronger ties
between universities and industry. This indus-
try linkage will provide a reality check for re-
search priorities and will facilitate transfer of
research results into new products and serv-
ices.

The research and education programs at
the two agencies will be reinforcing rather than
duplicative. Each agency will use a different
approach for the competitive review of re-
search applications and for managing its re-
search program. NSF and NIST have com-
plementary linkages to the academic and in-
dustrial research communities, which will en-
sure a broad and varied research portfolio be-
tween the two programs.

Finally, the bill tasks the two agencies to
formally coordinate their activities, and directs
the Office of Science and Technology Policy
to ensure that all the research activities sup-
ported under the bill are coordinated with any
government-wide cyber security research ef-
fort.

Before | close, | would like to make a few
comments about Sections 16 and 17, which
were added to this legislation by the Senate.
While | don't disagree with the objectives of
these provisions, | am concerned about the
procedures and the haste with which they
were added to this bill. There was little con-
sultation about the inclusion of Sec. 16 and
Sec. 17 among the Members involved in draft-
ing this legislation. In addition, there was no
consultation with the university research com-
munity or the National Science Foundation,
which will be affected by these provisions. The
haste with which these provisions were drafted
has resulted in language that is vague and un-
clear.

Section 16 could be interpreted as forbid-
ding the National Science Foundation from
awarding grants or fellowships to institutions of
higher education or non-profit institutions that
materially fail to comply with the record-keep-
ing requirements under the Immigration and
Nationality Act and the lllegal Immigration Re-
form and Responsibility Act. However, the
record-keeping requirements for these laws
have not yet been promulgated. Therefore, the
effective date for this section cannot be the
date of enactment. If the research performed
under these grants is crucial to enhanced in-
formation security, the grants program should
commence immediately; the compliance re-
quirements should take effect only after the
date of promulgation of the reporting and
record-keeping requirements and after appro-
priate notice has been given to the affected in-
stitutions.

Section 17 requires the Director of the Na-
tional Science Foundation to submit a report
to Congress ensuring that awards made under
this Act are given to individuals and institu-
tions that are in compliance with the Immigra-
tion and Nationality Act. The National Science
Foundation has neither the expertise nor re-
sponsibilities related to compliance with the
Immigration and Nationality Act. | assume that
the Department of State and the Immigration
and Naturalization Service will ultimately cer-
tify compliance with the Act. Therefore, section
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17 should only require the NSF report to Con-
gress on information it obtains from State and
INS. This section should not require the NSF
Director to commission a duplicative study to
secure information already held by State and
INS.

| have discussed these issues with Chair-
man BOEHLERT and we are in agreement in
our interpretation of these provisions and the
process.

Mr. Speaker, the key to ensuring information
security for the long-term is to establish a vig-
orous, creative and sustained basic research
effort focused on the security of networked in-
formation systems. H.R. 3394 will make a
major contribution toward accomplishing this
goal. | commend this measure to my col-
leagues and ask for their support for its final
passage by the House.

Mr. EHLERS. Mr. Speaker, I yield
back the balance of my time.

The SPEAKER pro tempore (Mr.
CULBERSON). The question is on the mo-
tion offered by the gentleman from
New York (Mr. BOEHLERT) that the
House suspend the rules and concur in
the Senate amendment to the bill, H.R.
3394.

The question was taken; and (two-
thirds having voted in favor thereof)
the rules were suspended and the Sen-
ate amendment was concurred in.

A motion to reconsider was laid on
the table.

————

GREAT LAKES AND LAKE
CHAMPLAIN ACT OF 2002

Mr. DUNCAN. Mr. Speaker, I move to
suspend the rules and concur in the
Senate amendments to the bill (H.R.
1070) to amend the Federal Water Pol-
lution Control Act to authorize the Ad-
ministrator of the Environmental Pro-
tection Agency to carry out projects
and conduct research for remediation
of sediment contamination in areas of
concern in the Great Lakes, and for
other purposes.

The Clerk read as follows:

Senate amendments:

Strike out all after the enacting clause and
insert:

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.
(a) SHORT TITLE.—This Act may be cited as
the “Great Lakes and Lake Champlain Act of
2002,
(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows:
Sec. 1. Short title; table of contents.

TITLE [—GREAT LAKES

Short title.
Report on remedial action plans.
Remediation of sediment contamina-
tion in areas of concern in the
Great Lakes.
Relationship to Federal and State au-
thorities.
105. Authorization of appropriations.
106. Research and development program.
TITLE II—LAKE CHAMPLAIN
201. Short title.
202. Lake Champlain Basin Program.
TITLE III—MISCELLANEOUS
Phase II storm water program.
Preservation of reporting
ments.
Repeal.
Cross Harbor  Freight Movement
Project EIS, New York City.

101.
102.
103.

Sec.
Sec.
Sec.

Sec. 104.

Sec.
Sec.

Sec.
Sec.

301.
302.

Sec.
Sec. require-
Sec.
Sec.

303.
304.
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Sec. 305. Center for Brownfields Excellence.
Sec. 306. Louisiana Highway 1026 Project, Lou-
isiana.
TITLE I—GREAT LAKES
SEC. 101. SHORT TITLE.

This title may be cited as the ‘‘Great Lakes
Legacy Act of 2002°°.

SEC. 102. REPORT ON REMEDIAL ACTION PLANS.

Section 118(c)(3) of the Federal Water Pollu-
tion Control Act (33 U.S.C. 1268(c)(3)) is amend-
ed by adding at the end the following:

‘““(E) REPORT.—Not later than 1 year after
the date of enactment of this subparagraph, the
Administrator shall submit to Congress a report
on such actions, time periods, and resources as
are necessary to fulfill the duties of the Agency
relating to oversight of Remedial Action Plans
under—

‘(i) this paragraph; and

“(ii) the Great Lakes Water Quality Agree-
ment.”’.

SEC. 103. REMEDIATION OF SEDIMENT CONTAMI-
NATION IN AREAS OF CONCERN IN
THE GREAT LAKES.

Section 118(c) of the Federal Water Pollution
Control Act (33 U.S.C. 1268(c)) is amended by
adding at the end the following:

““(12) REMEDIATION OF SEDIMENT CONTAMINA-
TION IN AREAS OF CONCERN.—

“(A) IN GENERAL.—In accordance with this
paragraph, the Administrator, acting through
the Program Office, may carry out projects that
meet the requirements of subparagraph (B).

‘““(B) ELIGIBLE PROJECTS.—A project meets the
requirements of this subparagraph if the project
is to be carried out in an area of concern located
wholly or partially in the United States and the
project—

‘(i) monitors or evaluates contaminated sedi-
ment;

““(i1) subject to subparagraph (D), implements
a plan to remediate contaminated sediment; or

“‘(iii) prevents further or renewed contamina-
tion of sediment.

“(C) PRIORITY.—In selecting projects to carry
out under this paragraph, the Administrator
shall give priority to a project that—

“(i) constitutes remedial action for contami-
nated sediment;

“(ii)(I) has been identified in a Remedial Ac-
tion Plan submitted under paragraph (3); and

“(I1) is ready to be implemented;

““(iii) will use an innovative approach, tech-
nology, or technique that may provide greater
environmental benefits, or equivalent environ-
mental benefits at a reduced cost; or

“(iv) includes remediation to be commenced
not later than 1 year after the date of receipt of
funds for the project.

‘(D) LIMITATION.—The Administrator may
not carry out a project under this paragraph for
remediation of contaminated sediments located
in an area of concern—

“(i) if an evaluation of remedial alternatives
for the area of concern has not been conducted,
including a review of the short-term and long-
term effects of the alternatives on human health
and the environment,; or

“(it) if the Administrator determines that the
area of concern is likely to suffer significant
further or renewed contamination from existing
sources of pollutants causing sediment contami-
nation following completion of the project.

“(E) NON-FEDERAL SHARE.—

““(i) IN GENERAL.—The mnon-Federal share of
the cost of a project carried out under this para-
graph shall be at least 35 percent.

““(ii) IN-KIND CONTRIBUTIONS.—The non-Fed-
eral share of the cost of a project carried out
under this paragraph may include the value of
in-kind services contributed by a mon-Federal
SPONSOT.

““(i1i) NON-FEDERAL SHARE.—The non-Federal
share of the cost of a project carried out under
this paragraph—

“(I) may include monies paid pursuant to, or
the wvalue of any in-kind service performed
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under, and administrative order on consent or
judicial consent decree; but

‘“(1I) may not include any funds paid pursu-
ant to, or the value of any in-kind service per-
formed under, a unilateral administrative order
or court order.

““(iv) OPERATION AND MAINTENANCE.—The
non-Federal share of the cost of the operation
and maintenance of a project carried out under
this paragraph shall be 100 percent.

“(F) MAINTENANCE OF EFFORT.—The Adminis-
trator may not carry out a project under this
paragraph unless the non-Federal sponsor en-
ters into such agreements with the Adminis-
trator as the Administrator may require to en-
sure that the non-Federal sponsor will maintain
its aggregate expenditures from all other sources
for remediation programs in the area of concern
in which the project is located at or above the
average level of such expenditures in the 2 fiscal
years preceding the date on which the project is
initiated.

““(G) COORDINATION.—In carrying out projects
under this paragraph, the Administrator shall
coordinate with the Secretary of the Army, and
with the Governors of States in which the
projects are located, to ensure that Federal and
State assistance for remediation in areas of con-
cern is used as efficiently as practicable.

‘““(H) AUTHORIZATION OF APPROPRIATIONS.—

“(i) IN GENERAL.—In addition to other
amounts authorized under this section, there is
authoriced to be appropriated to carry out this
paragraph $50,000,000 for each of fiscal years
2004 through 2008.

““(it) AVAILABILITY.—Funds made available
under clause (i) shall remain available until ex-
pended.

““(13) PUBLIC INFORMATION PROGRAM.—

‘““(A) IN GENERAL.—The Administrator, acting
through the Program Office and in coordination
with States, Indian tribes, local governments,
and other entities, may carry out a public infor-
mation program to provide information relating
to the remediation of contaminated sediment to
the public in areas of concern that are located
wholly or partially in the United States.

‘“(B) AUTHORIZATION OF APPROPRIATIONS.—
There is authorized to be appropriated to carry
out this paragraph $1,000,000 for each of fiscal
years 2004 through 2008.”’.

SEC. 104. RELATIONSHIP TO FEDERAL AND STATE
AUTHORITIES.

Section 118(g) of the Federal Water Pollution
Control Act (33 U.S.C. 1268(g)) is amended—

(1) by striking ‘“‘construed to affect”’ and in-
serting the following: ‘‘construed—

““(1) to affect’’;

(2) by striking the period at the end and in-
serting “‘or’’; and

(3) by adding at the end the following:

““(2) to affect any other Federal or State au-
thority that is being used or may be used to fa-
cilitate the cleanup and protection of the Great
Lakes.”.

SEC. 105. AUTHORIZATION OF APPROPRIATIONS.

Section 118(h) of the Federal Water Pollution
Control Act (33 U.S.C. 1268(h)) is amended—

(1) by striking the second sentence; and

(2) in the first sentence—

(4) by striking ‘“‘not to exceed $11,000,000’
and inserting ‘‘not to exceed—

““(1) $11,000,000°’;

(B) by striking the period at the end and in-
serting a semicolon; and

(C) by adding at the end the following:

“(2) such sums as are necessary for each of
fiscal years 1992 through 2003; and

“(3) 325,000,000 for each of fiscal years 2004
through 2008.”.

SEC. 106. RESEARCH AND DEVELOPMENT PRO-
GRAM.

(a) IN GENERAL.—In coordination with other
Federal, State, and local officials, the Adminis-
trator of the Environmental Protection Agency
may conduct research on the development and
use of innovative approaches, technologies, and



H8080

techniques for the remediation of sediment con-
tamination in areas of concern that are located
wholly or partially in the United States.

(b) AUTHORIZATION OF APPROPRIATIONS.—

(1) IN GENERAL.—In addition to amounts au-
thorized under other laws, there is authorized to
be appropriated to carry out this section
$3,000,000 for each of fiscal years 2004 through
2008.

(2) AVAILABILITY. —Funds appropriated under
paragraph (1) shall remain available until ex-
pended.

TITLE II—LAKE CHAMPLAIN
SEC. 201. SHORT TITLE.

This title may be cited as the “Daniel Patrick
Moynihan Lake Champlain Basin Program Act
of 2002”.

SEC. 202. LAKE CHAMPLAIN BASIN PROGRAM.

Section 120 of the Federal Water Pollution
Control Act (33 U.S.C. 1270) is amended—

(1) by striking the section heading and all
that follows through ‘‘There is established’ in
subsection (a) and inserting the following:

“SEC. 120. LAKE CHAMPLAIN BASIN PROGRAM.

“(a) ESTABLISHMENT.—

““(1) IN GENERAL.—There is established’’;

(2) in subsection (a) (as amended by para-
graph (1)), by adding at the end the following:
““(2) IMPLEMENTATION.—The Administrator—

“(A) may provide support to the State of
Vermont, the State of New York, and the New
England Interstate Water Pollution Control
Commission for the implementation of the Lake
Champlain Basin Program; and

‘““(B) shall coordinate actions of the Environ-
mental Protection Agency under subparagraph
(A) with the actions of other appropriate Fed-
eral agencies.’’;

(3) in subsection (d), by striking ‘“(1)”’;

(4) in subsection (e)—

(A) in paragraph (1), by striking ‘‘(hereafter
in this section referred to as the ‘Plan’)’’; and

(B) in paragraph (2)—

(i) in subparagraph (D), by striking “‘and’ at
the end;

(ii) in subparagraph (E), by striking the pe-
riod at the end and inserting ‘‘; and’’; and

(iii) by adding at the end the following:

‘“(F) be reviewed and revised, as necessary, at
least once every 5 years, in consultation with
the Administrator and other appropriate Fed-
eral agencies.’’;

(5) in subsection (f)—

(4) in paragraph (1), by striking ‘‘the Man-
agement Conference,” and inserting
“participants in the Lake Champlain Basin
Program,”’; and

(B) in paragraph 2), by striking
“‘development of the Plan’’ and all that follows
and inserting ‘‘development and implementation
of the Plan.”’;

(6) in subsection (g)—

(A) by striking ‘“(g)” and all that follows
through ‘‘the term’ and inserting the following:

““(9) DEFINITIONS.—In this section:

“(1) LAKE CHAMPLAIN BASIN PROGRAM.—The
term ‘Lake Champlain Basin Program’ means
the coordinated efforts among the Federal Gov-
ernment, State governments, and local govern-
ments to implement the Plan.

““(2) LAKE CHAMPLAIN DRAINAGE BASIN.—The
term’’;

(B) in paragraph (2) (as designated by sub-
paragraph (A))—

(i) by inserting “Hamilton,”’ after
“Franklin,”’; and
(ii)) by inserting  ‘‘Bennington,”  after

“Rutland,”’; and

(C) by adding at the end the following:

‘““(3) PLAN.—The term ‘Plan’ means the plan
developed under subsection (e).”’;

(7) by striking subsection (h) and inserting the
following:

‘““(h) NO EFFECT ON CERTAIN AUTHORITY.—
Nothing in this section—

‘(1) affects the jurisdiction or powers of—

““(A) any department or agency of the Federal
Government or any State government; or
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“(B) any international organization or entity
related to Lake Champlain created by treaty or
memorandum to which the United States is a
signatory;

““(2) provides new regulatory authority for the
Environmental Protection Agency; or

“(3) affects section 304 of the Great Lakes
Critical Programs Act of 1990 (Public Law 101-
596; 33 U.S.C. 1270 note).”’; and

(8) in subsection (i)—

(4) by striking ‘‘section $2,000,000° and in-
serting ‘‘section—

““(1) $2,000,000°’;

(B) by striking the period at the end and in-
serting a semicolon; and

(C) by adding at the end the following:

“(2) such sums as are mecessary for each of
fiscal years 1996 through 2003; and

“(3) $11,000,000 for each of fiscal years 2004
through 2008.”".

TITLE III—MISCELLANEOUS
SEC. 301. PHASE II STORM WATER PROGRAM.

Notwithstanding any other provision of law,
for fiscal year 2003, funds made available to a
State to carry out nonpoint source management
programs under section 319 of the Federal Water
Pollution Control Act (33 U.S.C. 1329) may, at
the option of the State, be used to carry out
projects and activities in the State relating to
the development or implementation of phase II
of the storm water program of the Environ-
mental Protection Agency established by the
rule entitled ‘‘National Pollutant Discharge
Elimination System—Regulations for Revision of
the Water Pollution Control Program Address-
ing Storm Water Discharges’’, promulgated by
the Administrator of the Environmental Protec-
tion Agency on December 8, 1999 (64 Fed. Reg.
68722).

SECTION 302. PRESERVATION OF REPORTING RE-
QUIREMENTS.

(a) IN GENERAL.—Section 3003(a)(1) of the
Federal Reports Elimination and Sunset Act of
1995 (31 U.S.C. 1113 note; Public Law 104-66)
does not apply to any report required to be sub-
mitted under any of the following provisions of
law:

(1) EFFECTS OF POLLUTION ON ESTUARIES OF
THE UNITED STATES.—Section 104(n)(3) of the
Federal Water Pollution Control Act (33 U.S.C.
1254(m)(3)).

(2) IMPLEMENTATION OF GREAT LAKES WATER
QUALITY AGREEMENT OF 1978.—Section 118(c)(10)
of the Federal Water Pollution Control Act (33
U.S.C. 1268(c)(10)).

(3) COMPREHENSIVE CONSERVATION AND MAN-
AGEMENT PLAN FOR LONG ISLAND SOUND.—Sec-
tion 119(c)(7) of the Federal Water Pollution
Control Act (33 U.S.C. 1269(c)(7)).

(4) LEVEL B PLAN ON ALL RIVER BASINS.—Sec-
tion 209(b) of the Federal Water Pollution Con-
trol Act (33 U.S.C. 1289(D)).

(5) STATE REPORTS ON WATER QUALITY OF ALL
NAVIGABLE WATERS.—Section 305(b) of the Fed-
eral Water Pollution Control Act (33 U.S.C.
1315(b)).

(6) EXEMPTIONS FROM WATER POLLUTION CON-
TROL REQUIREMENTS FOR EXECUTIVE AGENCIES.—
Section 313(a) of the Federal Water Pollution
Control Act (33 U.S.C. 1323(a)).

(7) STATUS OF WATER QUALITY IN UNITED
STATES LAKES.—Section 314(a) of the Federal
Water Pollution Control Act (33 U.S.C. 1324(a)).

(8) NATIONAL ESTUARY PROGRAM ACTIVITIES.—
Section 320(j)(2) of the Federal Water Pollution
Control Act (33 U.S.C. 1330(5)(2)).

(9) REPORTS ON CONTRACTS ENTERED INTO RE-
LATING TO PROCUREMENT FROM VIOLATORS OF
WATER QUALITY STANDARDS.—Section 508(e) of
the Federal Water Pollution Control Act (33
U.S.C. 1368(e)).

(10) NATIONAL REQUIREMENTS AND COSTS OF
WATER POLLUTION CONTROL.—Section 516 of the
Federal Water Pollution Control Act (33 U.S.C.
1375).

(b) OTHER REPORTS.—

(1) IN GENERAL.—Effective November 10, 1998,
section 501 of the Federal Reports Elimination
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Act of 1998 (Public Law 105-362; 112 Stat. 3283)
is amended by striking subsections (a), (b), (c),
and (d).

(2) APPLICABILITY.—The Federal Water Pollu-
tion Control Act (33 U.S.C. 1254(n)(3)) shall be
applied and administered on and after the date
of enactment of this Act as if the amendments
made by subsections (a), (b), (c), and (d) of sec-
tion 501 of the Federal Reports Elimination Act
of 1998 (Public Law 105-362; 112 Stat. 3283) had
not enacted.

SEC. 303. REPEAL.

Title VII of Public Law 105-78 (20 U.S.C. 50
note; 111 Stat. 1524) (other than section 702) is
repealed.

SEC. 304. CROSS HARBOR FREIGHT MOVEMENT
PROJECT EIS, NEW YORK CITY.

Seciton 1602 of the Transportation Equity Act
for the 21st Century (112 Stat. 305) is amended
in item mumber 1320 of the table by striking
“Reconstruct 79th Street Traffic Circle, New
York City”’ and inserting ‘‘Cross Harbor Freight
Movement Project EIS, New York City’’.

SEC. 305. CENTER FOR BROWNFIELDS EXCEL-
LENCE.

“(a) IN GENERAL.—To demonstrate the trans-
fer of technology and expertise from the Federal
Government to the private sector, and to dem-
onstrate the effectiveness of the reuse by the pri-
vate sector of properties and assets that the Fed-
eral Government has determined, through appli-
cable statutes and processes, that it no longer
needs, the Administrator of the Environmental
Protection Agency shall make a grant to not less
than one eligible sponsor to establish and oper-
ate a center for Brownfields Excellence.

““(b) RESPONSIBILITIES OF CENTER.—The re-
sponsibilities of a center established under this
section shall include the transfer of technology
and expertise in the redevelopment of aban-
doned or underutilized property that may have
environmental contamination and the dissemi-
nation of information regarding successful mod-
els for such redevelopment.

‘““(c) PRIORITY.—In carrying out this section,
the Administrator shall give priority consider-
ation to a grant application submitted by an eli-
gible sponsor that meets the following criteria:

(1) Demonstrated ability to facilitate the re-
turn of property that may have environmental
contamination to productive use.

(2) Demonstrated ability to facilitate public-
private partnerships and regional cooperation.

(3) Capability to provide leadership in making
both national and regional contributions to ad-
dressing the problem of underutilized or aban-
doned properties.

(4) Demonstrated ability to work with Federal
departments and agencies to facilitate reuse by
the private sector of properties and assets no
longer needed by the Federal Government.

‘“(d) ELIGIBLE SPONSOR DEFINED.—In this sec-
tion, the term ‘‘eligible sponsor’ means a re-
gional nonprofit community redevelopment or-
ganization assisting an area that—

(1) has jobs due to the closure of a private sec-
tor of Federal installation; and

(2) as a result, has an underemployed work-
force and wunderutilized or abandoned prop-
erties.

“(e) AUTHORIZATION OF APPROPRIATIONS.—
There is authorized to be appropriated to carry
out this section $1,000,000.

SEC. 306. LOUISIANA HIGHWAY 1026 PROJECT,
LOUISIANA.

Section 1602 of the Transportation Equity Act
for the 21st Century (112 Stat. 272) is amended
in item number 426 of the table by striking
“Louisiana Highway 16’ and inserting the fol-
lowing: “‘Louisiana Highway 1026°.]

Amend the title so as to read: ‘““An Act to
amend the Federal Water Pollution Control
Act to authorize the Administrator of the
Environmental Protection Agency to provide
assistance for remediation of sediment con-
tamination in areas of concern, to authorize
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assistance for research and development of
innovative technologies for such remedi-
ation, and to amend the Federal Water Pol-
lution Control Act and the Water Resources
Development Act of 2000 to modify provi-
sions relating to the Lake Champlain basin,
and for other purposes.”.

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from
Tennessee (Mr. DUNCAN) and the gen-
tleman from Minnesota (Mr. OBERSTAR)
each will control 20 minutes.

The Chair recognizes the gentleman
from Tennessee (Mr. DUNCAN).

Mr. DUNCAN. Mr. Speaker, I yield
myself such time as I may consume.

Mr. Speaker, I rise to urge all Mem-
bers to concur in the Senate amend-
ment to H.R. 1070, the Great Lakes
Legacy Act of 2002. On September 4 of
this year, the House passed H.R. 1070 by
voice vote. On October 17, the Senate
passed this bill, with an amendment,
by unanimous consent.

Title I of the Senate amendment is
the House-passed version of the Great
Lakes Legacy Act of 2002 with a few
minor and technical changes. Indus-
trialization over the past 200 years has
contaminated sediments in the Great
Lakes. This sediment contamination
can limit some uses of the lakes, par-
ticularly fishing, when contaminants
get into the food chain. As a result,
many of the Great Lakes are under
advisories warning people not to eat
the fish that they catch. Unfortu-
nately, 200 years of contamination is
difficult to reverse and sediment clean-
ups can be very controversial. Little
progress has thus been made.

The Great Lakes Legacy Act will
help overcome the obstacles to cleanup
by encouraging voluntary, consensus-
based cleanup actions that will be car-
ried out by the EPA in partnership
with non-Federal sponsors. The Great
Lakes Legacy Act also will help reduce
the controversy surrounding sediment
cleanups by ensuring that any cleanup
actions funded by this legislation will
truly benefit human health and the en-
vironment. As noted in the report of
the Committee on Transportation and
Infrastructure accompanying H.R. 1070,
projects should be selected in accord-
ance with a risk management strategy.
In addition, the legislation requires the
EPA to make sure that the short- and
long-term effects of remedial alter-
natives have been evaluated before se-
lecting a cleanup project. This require-
ment will help give the public con-
fidence that a cleanup action will not
cause more harm than good. For exam-
ple, if a cleanup alternative involves
dredging, we can be confident that the
EPA has considered whether dredging
at that site will stir up contaminants,
causing more harm than good to
human health and the environment.

I want to commend the gentleman
from Michigan (Mr. EHLERS) and his
colleagues for working with various
stakeholders from the Great Lakes.
They have reached a great compromise
on this that has kept everyone happy
and thus has been able to advance this
consensus approach to Great Lakes re-
mediation.
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Title II of the Senate amendment au-
thorizes assistance to State and local
governments to improve the quality of
Lake Champlain. Lack Champlain is
not one of the Great Lakes and is not
eligible for assistance under title I of
H.R. 1070. Current law authorizes the
EPA to help State and local govern-
ments develop a plan for the restora-
tion of Lake Champlain. Title II of
H.R. 1070 expands this existing author-
ity to allow the EPA to also provide as-
sistance to implement projects rec-
ommended under the plan.
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Nothing in this title provides any as-
sistance for the regulatory activities of
any agency or provides any new regu-
latory authority for the EPA. We ex-
pect the Lake Champlain Basin Pro-
gram to be a model of community-
based environmental restoration, giv-
ing local governments and other local
entities the maximum input into the
projects and activities that are carried
out with assistance provided under this

legislation.

Finally, title III of the Senate
amendment includes miscellaneous
provisions, including language that

will reinstate several important Clean
Water Act reports that help Congress
oversee this program.

This is very important legislation,
affecting one of the greatest and larg-
est bodies of freshwater in this world,
and I urge all Members to support the
Senate amendment.

Mr. Speaker, I reserve the balance of
my time.

Mr. OBERSTAR. Mr. Speaker, I yield
myself such time as I may consume.

I rise in support of H.R. 1070, the
Great Lakes and Lake Champlain Act
of 2002, and I acknowledge with great
gratitude the splendid leadership of the
gentleman from Tennessee (Mr.
DUNCAN), the subcommittee chairman,
who is always judicious, thoughtful,
considerate, supportive, has a grasp of
the issues, and proceeds with great
confidence and vigor in pursuing the
committee’s work. I also want to ac-
knowledge the splendid and persistent
initiative of the gentleman from Michi-
gan (Mr. EHLERS), who always brings
his scientific bent to the work of the
committee and particularly the work
of the Subcommittee on Water Re-
sources and Environment, and for
whose great commitment to cleaning
up the waters of the Great Lakes and
keeping them clean I have sincere ad-
miration and appreciation.

As the gentleman from Tennessee
(Mr. DUNCAN) already indicated, we
have worked out relatively minor dif-
ferences that existed between the
House version and the version of the
other body, and our approval today
clears the bill for the President.

I grew up in the watershed of the
Great Lakes, not along the shores of
Lake Superior but along the waters
that drain into Lake Superior, and
much of my service in the Congress has
been concerned with both my work as a
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staff director for my predecessor and
staff director of the then Committee on
Public Works and Transportation, and
as a member, I have made protecting
this extraordinary resource of fresh-
water one of my very top priorities and
commitments.

We have to remember that the Great
Lakes, all five of them, represent one-
fifth of all the available freshwater on
the face of the Earth. We do not count
the frozen freshwater at the poles. And
the magnitude of Lake Superior is such
that the bottom 125 feet of Lake Supe-
rior are 125 feet below sea level. That is
an immense body of water. It turns
over once in 500 years. Whatever we put
into that lake is going to be there for
a long time. We have to be careful, ex-
tremely careful, not only about what
directly goes into Lake Superior be-
cause it then goes into all the other
lakes but Lake Michigan, because the
effect will be so persistent and so long
lasting.

We also have to be careful about
what comes in from the air. Air deposi-
tions into Liake Superior come from as
far away as Central America. DDT can
be found on the shores of Lake Supe-
rior and other Great Lakes carried by
the upper atmospheric winds, as can
Toxaphene, which is used as an agent
to suppress the boll weevils in cotton
country, and that atmospheric deposi-
tion has been found in a lake on Isle
Royale above the level of the waters of
Lake Superior.

I mentioned these because the per-
sistent toxic substances that are found
in the Great Lakes, both in the bottom
sediments, in the plants, taken up by
the benthic organisms, eaten by the
fish, then consumed by people, those
toxic substances move up the food
chain, and it is simply a tragedy that
100 percent of the near shore waters of
the Great Lakes and their connecting
tributaries are under fish consumption
advisories for PCBs, dioxins, mercury.
Studies continue to show, as they did
years ago when I chaired the Sub-
committee on Investigations and Over-
sight and held hearings on the U.S.-
Canada Great Lakes Water Quality
Agreement and the Great Lakes Water
Quality Act, that if one lives anywhere
in America, one probably has five parts
per billion PCBs in their body, but if
one lives within 20 miles of one of the
Great Lakes and eat fish once a week,
they most likely have 440 parts per bil-
lion PCBs in their body. That is 20
times the average outside of the Great
Lakes.

Dr. Waylon Swain, researcher at the
University of Michigan, the home
State of the gentleman from Michigan
(Mr. EHLERS), testified at hearings that
I held reporting on tests he conducted
on his 16-year-old daughter. He ana-
lyzed her fatty tissue, calculated the
level of PCBs, and then did a computer
projection on her progeny to determine
how long it would take just for natural
processes without further introduction
of PCBs into the food chain of that
daughter and her offspring. It would
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take six generations for the PCBs to
disappear from the bloodline. That is
such a sobering thought that as we go
about taking action on this legislation,
this should not be considered just an-
other bill that we pass. This is legisla-
tion we are passing that fully applied,
vigorously enforced, vigorously carried
out, will vastly improve quality of life
for future generations.

Twenty years ago we, the U.S. and
Canada, identified 43 areas of concern
in the Great Lakes. Thirty-one of those
are wholly or mostly in U.S. waters.
And even though we have removed
1,300,000 cubic yards of bottom sedi-
ment, mostly from the harbors, those
are mostly harbors, and have remedi-
ated that sedimentation, the challenge
is still there. The challenge is huge. We
have not resolved the problem yet. And
there are 36 million people living along
the waters of the Great Lakes and in
the watershed; therefore, far more re-
sponsibility on us to be more careful
with these waters and with the bottom
sediments.

I was very encouraged when then
President Clinton included in his budg-
et request $560 million for remediation
of contaminated sediments, and I in-
troduced legislation to authorize a pro-
gram to vigorously advance the reme-
diation. Unfortunately the 50 million
did not get appropriated, the bill did
not pass. What we have today is an ad-
vanced version of that legislation for
which again I am very appreciative of
the gentlemen from Michigan and of
Tennessee. We do in this legislation
provide that $50 million annual author-
ization for EPA to carry out projects
to address sediment contamination.
Priority will go to projects that ac-
tively address contaminated sediments
that have been identified in the reme-
dial action plans for those areas of con-
cern and for innovative approaches,
technologies, and techniques for deal-
ing with contaminated sediments. I
have been very Kkeenly interested in
one that has been used on the bottom
sediments in the Duluth harbor using
mining technique in nonmagnetic ore
beneficiation. A process is used called
media flotation where the nonferrous
material settles out and the lesser ma-
terial is carried off, they can do this
work for on the order of a dollar to $2
a cubic yard. Early prices on remedi-
ation of bottom sediments in the Great
Lakes centered around $400 to $600 a
cubic yard. I thought if we could bring
mining and environmental technology
together, we could make an advance
and in fact did. It is not the dollar or
$2 a cubic yard but $30 or $40 which is
still a factor of 10 less than early esti-
mates. We have now succeeded in
cleaning up large volumes of toxic sub-
stance-containing sediment, and this
cleaned material is now being used for
parkland and for beach nourishment
and is being used in reclaiming areas
along the waterfront in Duluth for
other activities that are in fact envi-
ronmentally friendly.

I expect this project to continue with
great success as more is learned about
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the mechanics of separating toxic sub-
stances out from bottom sediments,
and I have no doubt that the legisla-
tion before us will move vigorously in
the direction that we appointed with
this bill and that EPA should have no
reticence whatever in moving ahead so
long as we provide the appropriation to
follow up on the funding authority.

Mr. Speaker, I reserve the balance of
my time.

Mr. DUNCAN. Mr. Speaker, I yield
myself such time as I may consume.

I had the privilege of chairing the
Subcommittee on Aviation for 6 years
under the gentleman from Pennsyl-
vania (Mr. SHUSTER) and now the Sub-
committee on Water Resources and En-
vironment for 2 years under the gen-
tleman from Alaska (Mr. YOUNG). Both
have been great, great leaders for our
committee, really outstanding chair-
men, and we have many wonderful
members. But I always am so very im-
pressed, in fact at times even amazed
at the knowledge that the gentleman
from Minnesota (Mr. OBERSTAR) our
ranking member, has on the issues that
come before our committee, and I
think there are very few Members in
this body who are more dedicated to
the work that comes out of a com-
mittee than the gentleman is to the
work that comes out of the Committee
on Transportation and Infrastructure,
and I just wanted to express once
again, as I have before, my very deep
appreciation and respect and admira-
tion for him, and he has shown that
once again on this bill. And I do agree
with him. He is correct in saying this
is not just another bill. The lack of
controversy about this bill should not
be any indication of its importance. As
I mentioned a moment ago and as the
gentleman from Minnesota (Mr.
OBERSTAR) mentioned, it has almost
one-fifth of the surface freshwater in
the world in the Great Lakes and I
think 95 percent of the U.S. surface
freshwater. But this bill would not be
before us today if it were not for the
great and dedicated work of the gen-
tleman from Michigan (Mr. EHLERS).

Mr. Speaker, I yield such time as he
may consume to the gentleman from
Michigan (Mr. EHLERS).

Mr. EHLERS. Mr. Speaker, I thank
the gentleman from Tennessee (Mr.
DUNCAN) for yielding me this time. I
thank the gentleman from Minnesota
(Mr. OBERSTAR) for his very generous
comments and his erudite display of
knowledge.

I agree with the gentleman from Ten-
nessee’s (Mr. DUNCAN) comments about
the gentleman from Minnesota’s (Mr.
OBERSTAR) interest and his vast scope
of knowledge. I would like to think
that is a trait of people from Min-
nesota since I was born in Minnesota
myself.
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The gentleman from Tennessee has
done an outstanding job of chairing the
Subcommittee on Water Resources and
Environment, and we have gotten some
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very good legislation out this year, not
just this bill, but other bills relating to
this, and I hope they all pass as this
bill is doing.

Also I want to thank the gentleman
from Alaska (Mr. YOUNG), the chair-
man of the Committee on Transpor-
tation and Infrastructure, for his sup-
port, and the excellent staff of the
Committee on Transportation and In-
frastructure, who have worked very
hard, even sometimes late evenings, to
get this legislation through the House,
over to the Senate, and now back be-
fore the House for final consideration.

America is often called the land of
plenty, especially when it comes to our
natural resources. Few places are
blessed more than we are, and the
Great Lakes stand out among our
many blessings. These lakes provide us
with fresh drinking water, habitat for
wildlife, food for fisheries, recreation
in and on the waterways, water for ag-
riculture, and shipping lanes for eco-
nomic growth. Millions of people live
on the Great Lakes and millions more
journey to the Great Lakes to vacation
and enjoy all the splendors the lakes
provide. Put simply, they are the heart
and soul of Michigan.

I would also add to the statistic the
gentleman from Minnesota (Mr.
OBERSTAR) gave that one-fifth of all
the fresh water in the world is con-
tained in the Great Lakes. Even be-
yond that, the Great Lakes alone con-
tain 20 times more fresh water than all
the other lakes and rivers in the
United States combined; twenty times
more than all the others. That is an
immense amount of fresh water.

The legislation before us today is a
marriage of two different bills, both of
which represent a great step forward in
protecting and restoring our environ-
ment in the Great Lakes Basin. Title I
of the legislation is the Great Lakes
Legacy Act of 2002, which I introduced
in March 2001. The Senate accepted al-
most all of the legislation that passed
the House on September 5, 2002. This
title provides $50 million a year in
grants to clean up contaminated sedi-
ments at ‘“‘Areas of Concern’” within
the Great Lakes. These areas represent
a legacy of pollution within the Great
Lakes Basin, and it is high time that
we clean them up or, in the words of
the gentleman from Minnesota (Mr.
OBERSTAR), prevent any further con-
tamination of future generations.

In addition, the legislation will foster
technology research development by
providing the Environmental Protec-
tion Agency’s Office of Research and
Development $2 million a year. With
this funding, we can find better, faster,
cheaper ways to clean up these toxic
hot spots.

In carrying out this program, the
Great Lakes National Program Office,
which is ultimately responsible for
making these grants, should coordinate
with the Office of Research and Devel-
opment to ensure that grants are fo-
cused on technologies that will, in fact,
improve the way we clean up these
sites.
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We also accepted some changes the
Senate made to the Legacy Act that
passed by the House. We have added a
new public information program which
is funded at $1 million a year. This will
ensure that the public is informed
about the progress, or lack of, in clean-
ing up areas of concern.

Lastly, we have added a provision
that requires the Environmental Pro-
tection Agency to report back to Con-
gress on what the Agency needs in
order to oversee and implement the re-
medial action plans for Areas of Con-
cern and other plans mandated by the
Great Lakes Water Quality Agreement.
These plans represent the steps that
must be taken in order to restore the
water quality of a polluted site.

Recently, the GAO reported that the
EPA has not done an adequate job of
overseeing the implementation of these
plans by State and local entities. GAO
pointed out that this lack of oversight
has led to confusion and delays in get-
ting cleanup actions underway.

Title II of the legislation was added
by the Senate in order to continue and
expand a program for Lake Champlain
that was established under the Clean
Water Act. Current law authorizes the
EPA to help State and local govern-
ments develop a plan for the restora-
tion of Lake Champlain. Title II ex-
pands this authority to allow EPA to
also provide assistance to implement
projects recommended under the plan.
The ultimate goal of this plan, like the
Legacy Act, is to improve water qual-
ity in the Great Lakes Basin.

We as a country have spent many
years cleaning up our rivers and lakes
on the surface, and we have made very
significant progress. Now it is time to
turn our attention to the bottoms of
rivers and lakes and clean up the toxic
sediments that are steadily leaching
into the Great Lakes. The Great Lakes
and Lake Champlain Act will give this
problem the attention it deserves.

I thank the chairman, his staff and
the ranking member for their assist-
ance. I also thank groups that helped
on this legislation, the Lake Michigan
Federation, the Sierra Club and the
Council of Great Lakes Industries. I
also want to thank Susan Bodine, cur-
rently on the staff, who spent endless
hours working with us on this issue
over the past few years. Also I want to
thank Ben Grumbles, who as a com-
mittee staffer worked on this legisla-
tion. Currently he is at the EPA work-
ing in their Office of Water. I am sure
he will take great pleasure in imple-
menting this bill.

I appreciate the support of all these
individuals, and I urge all of my col-
leagues to support this bill.

Mr. OBERSTAR. Mr. Speaker, I yield
myself such time as I may consume.

Mr. Speaker, again I express my ap-
preciation to the gentleman from Ten-
nessee for his Kkind, thoughtful re-
marks, and to the gentleman from
Michigan for his thoughtful comments
as well, and to say that this is the fin-
est example of how legislation ought to
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be done, where two parties get together
and put aside partisanship and do
things that are good for the country.
We have a great tradition of doing so in
our committee, and I look forward to
continuing that tradition in the bal-
ance of this session and in the coming
Congress.

I reexpress my appreciation to the
chairman of the full committee, the
gentleman from Alaska (Chairman
YOouNG). Probably he is happy to see
this bill passed so we stop badgering
him about getting it to the floor and
getting it moving.

I do want to join in observing that
the additions made by the other body
dealing with Lake Champlain and its
cleanup are very important and very
useful, but it should be emphasized
that Lake Champlain is a good lake, it
is not a Great Lake, with all respect to
our colleagues in the other body who at
one time tried to make it one of the
Great Lakes by legislation. Now, that
is kind of a reverse on the marriage in-
junction, that what God has joined to-
gether, let no man put asunder. Let no
man create what God has not done. In
this respect, we are happy to help out
with Lake Champlain, and it is impor-
tant, more important historically, I
think, than geologically.

But this is good legislation. Let us
now all resolve to work together to
make sure we get the appropriations to
carry out this legislation.

Mr. YOUNG of Alaska. Mr. Speaker, | am
very pleased that today we will send H.R.
1070, the Great Lakes Legacy Act of 2002, to
President Bush to be enacted into law.

The Great Lakes are a vital resources for
both the United States and Canada, but have
been adversely impacted by over 200 years of
development and industrialization.

This is not a situation that can be addressed
by pointing fingers and suing people under the
Superfund law or other liability statutes.

The solution provided by the Great Lakes
Legacy Act is to address sediment contamina-
tion through cooperative efforts and public-pri-
vate partnerships.

Cleanup activities funded by this bill can be
carried out as separate projects or in conjunc-
tion with other efforts to clean up sediments—
including efforts being carried out under con-
sent decrees or consent orders authorized by
other environmental laws and efforts of the
Army Corps of Engineers.

This approach is supported by both indus-
trial and environmental groups in the Great
Lakes Basin.

The Senate amendments that is before the
House today consists of the House text of
H.R. 1070, as title I. Accordingly, the report of
the Transportation and Infrastructure Com-
mittee provides the relevant legislative history
for this title.

The Senate amendment also includes, as
title I, a limited authorization to EPA to sup-
port activities proposed by State and local
governments to help restore Lake Champlain.

Finally, the Senate amendment includes, as
tittle 1ll, some miscellaneous items, including
the restoration of various Clean Water Act re-
ports to help my Committee’s oversight of
Clean Water Act programs.

| urge all members to support the Senate
Amendment to H.R. 1070.
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Mr. OBERSTAR. Mr. Speaker, I have
no further requests for time, and I
yield back the balance of my time.

Mr. DUNCAN. Mr. Speaker, I have no
further requests for time, and I yield
back the balance of my time.

The SPEAKER pro tempore (Mr.
CULBERSON). The question is on the mo-
tion offered by the gentleman from
Tennessee (Mr. DUNCAN) that the House
suspend the rules and concur in the
Senate amendment to H.R. 1070.

The question was taken; and (two-
thirds having voted in favor thereof)
the rules were suspended and the Sen-
ate amendment was concurred in.

A motion to reconsider was laid on
the table.

————
GENERAL LEAVE

Mr. DUNCAN. Mr. Speaker, I ask
unanimous consent that all Members
may have b5 legislative days within
which to revise and extend their re-
marks on H.R. 1070.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Tennessee?

There was no objection.

——

REAL INTERSTATE DRIVER
EQUITY ACT OF 2001

Mr. PETRI. Mr. Speaker, I move to
suspend the rules and concur in the
Senate amendments to the bill (H.R.
2546) to amend title 49, United States
Code, to prohibit States from requiring
a license or fee on account of the fact
that a motor vehicle is providing inter-
state pre-arranged ground transpor-
tation service, and for other purposes.

The Clerk read as follows:

Senate amendments: Page 3,
lines 1 through 7 and insert:

““(i) transportation by the motor carrier from
one State, including intermediate stops, to a
destination in another State; or

““(ii) transportation by the motor carrier from
one State, including intermediate stops in an-
other State, to a destination in the original
State.

““(2) INTERMEDIATE STOP DEFINED.—In this
section, the term ‘intermediate stop’, with re-
spect to transportation by a motor carrier,
means a pause in the transportation in order for
one or more passengers to engage in personal or
business activity, but only if the driver pro-
viding the transportation to such passenger or
passengers does not, before resuming the trans-
portation of such passenger (or at least 1 of
such passengers), provide transportation to any
other person not included among the passengers
being transported when the pause began.

Page 3, line 8, strike out ‘‘(2)” and insert
“(3)”

Page 3, line 18, strike out ‘‘require’ and in-
sert ‘‘require, in a nondiscriminatory manner,’”’.

Page 3, line 22, after ‘‘to’’ insert ‘‘pre-licens-
ing drug testing or”’

Page 3, line 24, strike out all after
““‘domiciled,” down to and including ‘‘or’’ in
line 25.

Page 4, line 2, after ‘‘service,”” insert “‘or by
the motor carrier providing such service,’’.

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from
Wisconsin (Mr. PETRI) and the gen-
tleman from Minnesota (Mr. OBERSTAR)
each will control 20 minutes.

strike out



H8084

The Chair recognizes the gentleman
from Wisconsin (Mr. PETRI).

Mr. PETRI. Mr. Speaker, I yield my-
self such time as I may consume.

Mr. Speaker, the Real Interstate
Driver Equity Act of 2001, known as
H.R. 2546, was introduced by our col-
league the gentleman from Missouri
(Mr. BLUNT). This legislation is needed
to solve a problem that arises when a
for-hire vehicle, usually a limousine or
sedan, travels across a state line in
interstate commerce.

As the law is written today, State
and local jurisdictions can require for-
hire vehicles to be licensed in multiple
States. In some cases, if they do not
pay for additional licenses, the for-hire
vehicle can only drop its passenger in
another State. They cannot make inci-
dental stops or return the same pas-
senger to his original departing State.

For example, a traveler might ar-
range to be picked up at an airport. On
the way home to another State, a com-
mon occurrence in Washington, D.C.
and in many other communities, the
traveler might wish to stop and have
dinner within the State he arrived in.
This sounds reasonable. What could be
the objection? TUnfortunately, that
stopover could result in the for-hire car
being towed, ticketed and impounded.
The traveler would be stranded, the car
service is left without a vehicle and
faces hundreds or even thousands of
dollars in fines and in fees.

This is not a fair practice, and H.R.
2546 corrects the problem. For-hire car
services providing prearranged ground
transportation should be able to en-
gage in interstate commerce. However,
some restrictions currently in place
would still apply. For example, this
legislation does not allow a carrier to
operate in another jurisdiction with
new clients that were not pre-arranged
as though they were licensed within
that jurisdiction. The bill also protects
the right of transportation terminal
operators to provide preferential access
and for States to require criminal
background checks.

This bill does not provide any direct
financial relief for the hard-hit ground
transportation industry. However, it
does reduce an unnecessary burden and
will increase choice, sufficiency and
convenience for consumers.

The bill was reported by the House
Committee on Transportation and In-
frastructure on November 7, 2001, and
passed the House on November 13 of
that year. Last month the Senate
amended the bill slightly by more spe-
cifically defining intermediate stops
and making some other minor tech-
nical corrections. These changes are
agreeable to the House sponsors of the
legislation and to the Committee on
Transportation and Infrastructure, and
I urge the House to pass H.R. 2546
today.

Mr. Speaker, I reserve the balance of
my time.

Mr. OBERSTAR. Mr. Speaker, I yield
myself such time as I may consume.
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(Mr. OBERSTAR asked and was given
permission to revise and extend his re-
marks.)

Mr. OBERSTAR. Mr. Speaker, I ex-
press my great appreciation to the dis-
tinguished gentleman from Wisconsin
(Mr. PETRI) for moving this legislation,
and, of course, to the Chair of the full
committee for moving the bill through
subcommittee, the full committee and
getting it to the floor today.

This legislation bears a rather dis-
arming title, the Real Interstate Driv-
er Equity Act. The title itself belies
the rather intense feelings that accom-
pany this legislation and generated it,
in fact, and that we are able to bring
the bill to the floor today is something
of a marvel in itself, because it really
has meant bridging some very serious
differences among States.

The gentleman from Wisconsin (Mr.
PETRI), the chairman of the sub-
committee; the gentleman from Penn-
sylvania (Mr. BORSKI), the ranking
member; the gentleman from New Jer-
sey (Mr. PASCRELL) and the gentle-
woman from Nevada (Ms. BERKLEY), all
have had a role, as has the gentleman
from New Jersey (Mr. MENENDEZ) and
the gentleman from New York (Mr.
NADLER), all of whom have had a hand
in resolving this issue.

Under current law, for-hire Ilim-
ousines can be regulated by numerous
local jurisdictions while operating in
pre-arranged interstate commerce.
Service usually involves short distance
transportation between neighboring
States.

To avoid unnecessary duplication,
the bill prohibits a State, a local gov-
ernment or an interstate agency, from
enacting or enforcing any rule, wheth-
er a law or regulation, that requires a
license or a fee on a motor vehicle with
a seating capacity not to exceed 15 pas-
sengers, including driver, in providing
prearranged ground transportation
services.

However, the State or local jurisdic-
tion is not prohibited from requiring a
criminal background investigation
prior to the driver picking up a pas-
senger within its jurisdiction. That was
one of the points of contention I am
glad we were able to get resolved, par-
ticularly in this era of concern about
terrorism.
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The gentlewoman from Nevada (Ms.
BERKLEY) raised an important issue
during committee consideration of the
bill. To meet those concerns, nothing
in the bill will restrict the rights of a
State or locality from regulating lim-
ousine operators who enter competi-
tion with local taxicab operators.
States and localities retain the right to
regulate those kinds of operations. The
bill provides that at intermediate
stops, interstate limousine drivers
must not perform any transportation
service for an additional passenger or
group of passengers while waiting to
carry their first passenger to his or her
destination.

November 12, 2002

There are other provisions to reflect
the Senate amendment that adds clari-
fying language consistent with the leg-
islative intent in the House report.

Mr. Speaker, | rise in support of H.R. 2546,
the Real Interstate Driver Equity Act of 2001.
| want to thank the chairman of our full com-
mittee, Mr. YOUNG, the Chairman and Ranking
Member of our Subcommittee, Mr. PETRI and
Mr. BORsKI, the gentleman from New Jersey,
Mr. PASCRELL, and the gentlewoman from Ne-
vada, Ms. BERKLEY, for their support of this
legislation. The committee worked on this bill
for well over 2 years and, finally, we have an
agreement that has the support of Members
on both sides of the Capitol.

Under current law, for-hire limousines can
be regulated by multiple local jurisdictions
while operating in prearranged interstate com-
merce. This service generally involves short
distance transportation between neighboring
states, and dual regulation has created confu-
sion and difficulties for the operators. To avoid
unnecessary duplication of regulation of these
operations, this bill prohibits a State, local gov-
ernment, or interstate agency from enacting or
enforcing any rule, whether it is a law or regu-
lation, that requires a license or fee on a
motor vehicle with a seating capacity not ex-
ceeding 15 passengers, including the driver,
that is providing prearranged interstate ground
transportation service. However, a state or
local government may not be prohibited from
requiring a criminal background investigation
prior to any driver picking up passengers with-
in its jurisdiction for interstate transportation. |
believe that this is a sound approach, and |
support the bill.

The gentlelady from Nevada, Ms. BERKLEY,
raised an important issue during committee
consideration of the bil. To meet her con-
cerns, nothing in the bill restricts the rights of
a State or locality from regulating limousine
operators who enter into competition with local
taxicab operators. States and localities retain
the right to regulate these kinds of operations.
The bill provides that at intermediate stops,
interstate limousine drivers must not perform
any transportation service for an additional
passenger, or group of passengers, while
waiting to transport the first passenger to his
or her destination.

To deal with other concerns that have been
raised, the bill does not prohibit airport, train,
or bus terminal operators from providing pref-
erential access or facilities to one or more pro-
viders of pre-arranged ground transportation
service. In addition, the bill makes it clear that
taxicab services in a vehicle having a capacity
of not more than 8 passengers, including the
driver, are exempt from the economic and
minimum liability regulations of the Federal
Government.

The Senate amendment to the bill primarily
adds clarifying language consistent with the
legislative intent expressed in the House re-
port. The only major substantive change in-
volves pre-licensing drug testing. The House
passed bill reserves the right of a State or
local government to require a criminal back-
ground check of the driver. The Senate
amendments adds pre-licensing drug testing
of drivers to the same provision and provides
that both are to be conducted by the State
where the driver is licensed, or by the motor
carrier providing the service.

Mr. Speaker, | believe the Senate amend-
ments improve the bill, and | urge my col-
leagues to support final passage.
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Mr. Speaker, I yield back the balance
of my time.

Mr. PETRI. Mr. Speaker, I thought 1
would have another speaker in the
form of the gentleman from Missouri
(Mr. BLUNT), who is the author of this
bill, but he is at the White House at an
important meeting, and I am sure he
will insert remarks in the RECORD out-
lining his support for this legislation.

Mr. YOUNG of Alaska. Mr. Speaker, | rise
in support of the Real Interstate Driver Equity
Act of 2001, H.R. 2546, as amended by the
Senate.

This legislation has been under consider-
ation for more than 3 years now, and | am
glad that we have been able to find a fair and
agreeable solution in the waning days of the
107th Congress.

| want to especially recognize my colleague
from Missouri, Mr. BLUNT, who sponsored this
bill and has championed the cause of for-hire
motor carriers. | believe this legislation will re-
move barriers to passenger choice and effec-
tive management of transportation services.

Mr. ANDREWS. Mr. Speaker, let me begin
by thanking the gentleman from Missouri Mr.
BLUNT, without whom this legislation would not
have gotten on the floor; his legislative skill
and his partnership in this effort are truly ap-
preciated, and | thank the gentleman for his
work.

| also want to thank my friend and con-
stituent Don Kensey who first brought this to
my attention several years ago in my office in
New Jersey with various members of the Na-
tional Limousine Association and the South
Jersey Limousine Association.

| am extremely pleased to see that the other
body has favorably passed H.R. 2546. The
Real Interstate Driver Equity Act, REAL Act,
embodies the tireless efforts of many inter-
ested parties in upholding Congress’ long-
standing commitment to the free-flow of goods
and services across this Nation. The unneces-
sary burdens of interstate restrictions on the
sedan and limousine industry, of which over
80 percent are small businesses, will now be
removed with the passage of H.R. 2546.

In a time where there is much uncertainty
about the state of our economy, this legislation
provides small business owners with a chance
to compete on a fair playing field. Fairness,
that is long overdue.

Again, | would like to extend my many
thanks to the gentleman from Missouri, Mr.
BLUNT, other colleagues and my constituents
for their underlying help in bringing the REAL
Act to the House floor today. | urge my col-
leagues to give an affirmative vote and pass
this legislation.

Mr. BLUNT. Mr. Speaker, traveling by lim-
ousine is increasingly popular among business
travelers who appreciate the security and pre-
dictability that come with pre-arranged lim-
ousine and sedan service. Women are in-
creasingly turning to these services because
they provide a measure of safety and security
that is not always found by hailing a cab in a
strange city.

A substantial portion of their service occurs
interstate. Limousine and other prearranged
ground transportation service providers are
frequently assessed registration and licensing
fees by these other states. Enforcement of
these requirements, including vehicle im-
poundment and heavy fines, has caused tre-
mendous hardship to drivers and owners of
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these businesses, many of which are small,
single vehicle operations, over 80 percent, are
1- to 3-car operators grossing less than
$500,000 a year.

H.R. 2546 rectifies this burden. It prohibits
states other than a home licensing state from
enacting or enforcing a law requiring a fee or
some other payment requirements on vehicles
that provide prearranged ground transportation
service.

H.R. 2546 prohibits States or localities from
restricting limousine or sedan services if: (1)
the service is registered with the Department
of Transportation as an interstate carrier; (2)
the company meets all the requirements of the
state in which they are domicile or do busi-
ness; and (3) the limousine or sedan service
is engaged in providing pre-arranged transpor-
tation from one state to another, including
round trips.

Mr. PETRI. Mr. Speaker, I yield back
the balance of my time.

The SPEAKER pro tempore (Mr.
KOLBE). The question is on the motion
offered by the gentleman from Wis-
consin (Mr. PETRI) that the House sus-
pend the rules and concur in the Sen-
ate amendments to the bill, H.R. 2546.

The question was taken; and (two-
thirds having voted in favor thereof)
the rules were suspended and the Sen-
ate amendments were concurred in.

A motion to reconsider was laid on
the table.

———
GENERAL LEAVE

Mr. PETRI. Mr. Speaker, I ask unani-
mous consent that all Members may
have 5 legislative days within which to
revise and extend their remarks and in-
clude extraneous material on H.R. 2546.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Wisconsin?

There was no objection.

———

IMPROPER PAYMENTS
INFORMATION ACT OF 2002

Mr. HORN. Mr. Speaker, I move to
suspend the rules and concur in the
Senate amendment to the bill (H.R.
4878) to provide for estimates and re-
ports of improper payments by Federal
agencies.

The Clerk read as follows:

Senate amendment:

Strike out all after the enacting clause and
insert:

SECTION 1. SHORT TITLE.

This Act may be cited as the ‘““Improper Pay-
ments Information Act of 2002°°.

SEC. 2. ESTIMATES OF IMPROPER PAYMENTS AND
REPORTS ON ACTIONS TO REDUCE
THEM.

(a) IDENTIFICATION OF SUSCEPTIBLE PRO-
GRAMS AND ACTIVITIES.—The head of each agen-
cy shall, in accordance with guidance prescribed
by the Director of the Office of Management
and Budget, annually review all programs and
activities that it administers and identify all
such programs and activities that may be sus-
ceptible to significant improper payments.

(b) ESTIMATION OF IMPROPER PAYMENT.—With
respect to each program and activity identified
under subsection (a), the head of the agency
concerned shall—

(1) estimate the annual amount of improper
payments; and
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(2) submit those estimates to Congress before
March 31 of the following applicable year, with
all agencies using the same method of reporting,
as determined by the Director of the Office of
Management and Budget.

(c) REPORTS ON ACTIONS TO REDUCE IM-
PROPER PAYMENTS.—With respect to any pro-
gram or activity of an agency with estimated im-
proper payments under subsection (b) that ex-
ceed $10,000,000, the head of the agency shall
provide with the estimate under subsection (b) a
report on what actions the agency is taking to
reduce the improper payments, including—

(1) a discussion of the causes of the improper
payments identified, actions taken to correct
those causes, and results of the actions taken to
address those causes;

(2) a statement of whether the agency has the
information systems and other infrastructure it
needs in order to reduce improper payments to
minimal cost-effective levels;

(3) if the agency does mot have such systems
and infrastructure, a description of the re-
sources the agency has requested in its budget
submission to obtain the mecessary information
systems and infrastructure; and

(4) a description of the steps the agency has
taken to ensure that agency managers
(including the agency head) are held account-
able for reducing improper payments.

(d) DEFINITIONS.—For the purposes of this
section:

(1) AGENCY.—The term ‘‘agency’ means an
erecutive agency, as that term is defined in sec-
tion 102 of title 31, United States Code.

(2) IMPROPER PAYMENT.—The term ‘‘improper
payment’—

(4) means any payment that should not have
been made or that was made in an incorrect
amount (including overpayments and underpay-
ments) under statutory, contractual, adminis-
trative, or other legally applicable requirements;
and

(B) includes any payment to an ineligible re-
cipient, any payment for an ineligible service,
any duplicate payment, payments for services
not received, and any payment that does not ac-
count for credit for applicable discounts.

(3) PAYMENT.—The term ‘‘payment’’ means
any payment (including a commitment for fu-
ture payment, such as a loan guarantee) that
is—

(A) made by a Federal agency, a Federal con-
tractor, or a governmental or other organization
administering a Federal program or activity;
and

(B) derived from Federal funds or other Fed-
eral resources or that will be reimbursed from
Federal funds or other Federal resources.

(e) APPLICATION.—This section—

(1) applies with respect to the administration
of programs, and improper payments under pro-
grams, in fiscal years after fiscal year 2002; and

(2) requires the inclusion of estimates under
subsection (b)(2) only in annual budget submis-
sions for fiscal years after fiscal year 2003.

(f) GUIDANCE BY THE OFFICE OF MANAGEMENT
AND BUDGET.—Not later than 6 months after the
date of enactment of this Act, the Director of
the Office of Management and Budget shall pre-
scribe guidance to implement the requirements
of this section.

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from
California (Mr. HORN) and the gentle-
woman from Illinois (Ms. SCHAKOWSKY)
each will control 20 minutes.

The Chair recognizes the gentleman
from California (Mr. HORN).

GENERAL LEAVE

Mr. HORN. Mr. Speaker, I ask unani-
mous consent that all Members may
have 5 legislative days within which to
revise and extend their remarks on
H.R. 4878.
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The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from California?

There was no objection.

Mr. HORN. Mr. Speaker, I yield my-
self such time as I may consume.

Mr. Speaker, each year the Federal
Government wastes countless billions
of dollars on improper payments. I say
‘“‘countless billions’ because we do not
know the magnitude of the problem.
Incredible as it might seem, Federal
agencies are not required by law to cal-
culate how much money they spend im-
properly.

What we do know is that improper
payments are a very serious problem in
the Federal Government, based on the
few voluntary estimates that some
agencies submit for a handful of pro-
grams. The General Accounting Office,
headed by the Comptroller General of
the United States, who is very impar-
tial and utilizes a nonpartisan, neutral
approach, they looked at them and he
says that there is $20 billion in im-
proper payments annually. The Office
of Management and Budget recently
updated the annual figure to about $33
billion of improper payments.

Staggering as these amounts are,
they likely represent only the tip of a
very enormous iceberg.

For example, the Department of
Health and Human Services reported
making improper payments of more
than $12 billion in its Medicare fee-for-
service program last year, but the De-
partment does not even attempt to es-
timate improper payments made in the
Medicaid program.

The obvious first step toward reduc-
ing this outrageous waste of taxpayers’
money is to understand the extent of
the problem. We must find out which
programs are at risk and the causes of
those risks. Only then can we develop
cost-effective solutions.

Mr. Speaker, H.R. 48178, the
“Improper Payments Information Act
of 2002, takes this important first
step. The bill requires Federal agencies
to estimate the improper payments
made in their programs. The bill also
requires agencies to tell Congress and
the American taxpayers what steps
they are going to take to reduce those
improper payments.

The Subcommittee on Government
Efficiency, Financial Management, and
Intergovernmental Relations, which I
chair, has held numerous hearings over
the years on various aspects of im-
proper payments. These hearings have
demonstrated the overwhelming need
for H.R. 4878.

The administration strongly supports
this legislation, H.R. 4878, and the bill
has achieved broad bipartisan support
in Congress. Our subcommittee’s rank-
ing member, the gentlewoman from Il-
linois (Ms. SCHAKOWSKY), is a cosponsor
of this legislation. So is our chairman
of the full Committee on Government
Reform, the gentleman from Indiana
(Mr. BURTON), and also my colleague,
the gentleman from California (Mr.
OSE).
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On July 9, the House passed H.R. 4878
by voice vote under suspension of the
rules. On October 15, the Senate passed
an amended version of this bill by
unanimous consent.

The Senate then added the amend-
ments which tightened up the bill in
several ways. They imposed an annual
March 31 deadline for agencies to re-
port their estimated improper pay-
ments to Congress. The amendments
also require that the reports include
the root causes of the improper pay-
ments and the results of any action
agencies have taken to correct the
problem. In addition, the Senate
amendments require the Office of Man-
agement and Budget to provide guide-
lines to implement the bill within 6
months of its enactment.

In one respect, the Senate amend-
ments are less stringent than the
House bill, than the original bill. The
amended bill requires agencies to re-
port on their actions to reduce im-
proper payments for any program in
which the annual improper payments
are estimated at $10 million or more.

The House-approved bill had a lower
threshold. However, I believe the Sen-
ate’s amended threshold is excellent
and reasonable.

Mr. Speaker, I would point out that
the bill’s threshold is simply the min-
imum requirement for reporting at less
than the $10 million amount. It does
not or should not prevent agencies
from voluntarily reporting on signifi-
cant improper payments, even if they
do not rise to the bill’s minimum re-
quirement.

Mr. Speaker, I urge my colleagues to
concur with the Senate amendments
and send this bill to the President.

Mr. Speaker, I would like to thank
the people on the staff on our side,
Bonnie Heald, the Staff Director of the
subcommittee; Henry Wray, Senior
Counsel who did most of the work; Dan
Daly, Counsel; and we thank a lot
Hank Savage, Assistant Counsel from
the Office of Legislative Counsel.

Mr. Speaker, I reserve the balance of
my time.

Ms. SCHAKOWSKY. Mr. Speaker, 1
yield myself such time as I may con-
sume.

I am pleased to again be on the floor
with the gentleman from California
(Mr. HORN) to move this bill on im-
proper payments. We worked together
to move this bill through the House
last July and we are here today to ac-
cept the changes made by the Senate.

The Senate has asked that the re-
ports on improper payments be limited
to agencies where the aggregate
amount is $10 million or more, rather
than the $1 million in the original
House bill. In addition, the Senate has
clarified the timing of the reports com-
ing to Congress. I concur with these
changes.

There was one change proposed by
the Senate following advice from the
General Accounting Office that I found
perplexing. The GAO proposed that
agencies could avoid reporting on im-
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proper payments if the agency con-
cluded that the cost of estimating the
level of improper payments was not
‘“‘cost beneficial.”” In other words, if an
agency does not know how many im-
proper payments it is making, it can
somehow conclude that it is not worth
knowing how many improper payments
it is making. I was concerned that the
provision simply created another loop-
hole for agencies to avoid addressing
this problem, and I am pleased that the
Senate chose not to include this provi-
sion.

Finally, Mr. Speaker, I would like to
reiterate a point I made last July. In
programs that provide payments di-
rectly to the poor, improper payments
often result from the complexities of
the program rules or from errors in ad-
ministering the program. These kinds
of errors should not become another
burden on the poor. I hope these agen-
cies will take the opportunity created
by this bill to find ways to avoid these
kinds of errors and, if they occur, to
consider the impact on the needy re-
cipient and assure that any negative
impact is minimized.

I thank the gentleman from Cali-
fornia (Mr. HORN) for his hard work on
this bill and for working in such a col-
legial manner throughout the process
of passing this legislation. I would also
like to end in the gentleman’s tradi-
tion by thanking the professional
democratic staff David McMillan for
his work on the bill.

Mr. Speaker, I yield back the balance
of my time.

Mr. HORN. Mr. Speaker, I have no
other requests for time, and I yield
back the balance of my time.

The SPEAKER pro tempore. The
question is on the motion offered by
the gentleman from California (Mr.
HORN) that the House suspend the rules
and concur in the Senate amendment
to the bill, H.R. 4878.

The question was taken; and (two-
thirds having voted in favor thereof)
the rules were suspended and the Sen-
ate amendment was concurred in.

A motion to reconsider was laid on
the table.

———

ANNOUNCEMENT OF INTENTION TO
OFFER MOTION TO INSTRUCT
CONFEREES ON H.R. 4628, INTEL-
LIGENCE AUTHORIZATION ACT
FOR FISCAL YEAR 2003

Mr. ROEMER. Mr. Speaker, pursuant
to clause 7(c) of rule XXII, I hereby no-
tify the House of my intention to offer
a motion to instruct conferees tomor-
row on H.R. 4628, the Intelligence Au-
thorization bill, which has been in con-
ference since October 3, 2002. The form
of the motion is as follows:

I move that the managers on the part of
the House at the conference on the dis-
agreeing votes of the two Houses on the Sen-
ate amendment to the bill, H.R. 4628, be in-
structed to take such actions as may be ap-
propriate to ensure that a conference report
is filed on the bill prior to November 14, 2002.

Mr. Speaker, this motion simply in-
structs the conferees on the Intel-
ligence Authorization bill to complete
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their work and file a conference report
prior to Thursday, November 14, 2002.

REPORT ON NATIONAL EMER-
GENCY WITH RESPECT TO THE
1979 IRANIAN EMERGENCY AND
ASSETS BLOCKING—MESSAGE
FROM THE PRESIDENT OF THE
UNITED STATES (H. DOC. NO. 107-
278)

The SPEAKER pro tempore laid be-
fore the House the following message
from the President of the TUnited
States; which was read and, together
with the accompanying papers, without
objection, referred to the Committee
on International Relations and ordered
to be printed:

To the Congress of the United States:

As required by section 401(c) of the
National Emergencies Act, 50 U.S.C.
1641(c), and section 204(c) of the Inter-
national Emergency Economic Powers
Act, 50 U.S.C. 1703(c), I transmit here-
with a 6-month periodic report pre-
pared by my Administration on the na-
tional emergency with respect to Iran
that was declared in Executive Order
12170 of November 14, 1979.

GEORGE W. BUSH.

THE WHITE HOUSE, November 12, 2002.

———

CONTINUATION OF THE NATIONAL
EMERGENCY WITH RESPECT TO
IRAN—MESSAGE FROM THE
PRESIDENT OF THE UNITED
STATES (H. DOC. NO. 107-279)

The SPEAKER pro tempore laid be-
fore the House the following message
from the President of the TUnited
States; which was read and, together
with the accompanying papers, without
objection, referred to the Committee
on International Relations and ordered
to be printed:

To the Congress of the United States:

Section 202(d) of the National Emer-
gencies Act (50 U.S.C. 1622(d)) provides
for the automatic termination of a na-
tional emergency unless, prior to the
anniversary date of its declaration, the
President publishes in the Federal Reg-
ister and transmit to the Congress a no-
tice stating that the emergency is to
continue in effect beyond the anniver-
sary date. In accordance with this pro-
vision, I have sent the enclosed notice,
stating that the Iran emergency de-
clared by Executive Order 12170 on No-
vember 14, 1979, is to continue in effect
beyond November 14, 2002, to the
Federal Register for publication. The
most recent notice continuing this
emergency was published in the Federal
Register on November 13, 2001, (66 FR
56966).

Our relations with Iran have not yet
returned to normal, and the process of
implementing the January 19, 1981,
agreements with Iran is still underway.
For these reasons, I have determined
that it is necessary to continue the na-
tional emergency declared on Novem-
ber 14, 1979, with respect to Iran, be-
yond November 14, 2002.

GEORGE W. BUSH.

THE WHITE HOUSE, November 12, 2002.

CONGRESSIONAL RECORD —HOUSE

CONTINUATION OF EMERGENCY
REGARDING WEAPONS OF MASS
DESTRUCTION—MESSAGE FROM
THE PRESIDENT OF THE UNITED
STATES (H. DOC. NO. 107-280)

The SPEAKER pro tempore laid be-
fore the House the following message
from the President of the TUnited
States; which was read and, together
with the accompanying papers, without
objection, referred to the Committee
on International Relations and ordered
to be printed:

To the Congress of the United States:

Section 202(d) of the National Emer-
gencies Act (60 U.S.C. 1622(d)) provides
for the automatic termination of a na-
tional emergency unless, prior to the
anniversary date of its declaration, the
President publishes in the Federal Reg-
ister and transmits to the Congress a
notice stating that the emergency is to
continue in effect beyond the anniver-
sary date. In accordance with this pro-
vision, I have sent the enclosed notice,
stating that the emergency posed by
the proliferation of weapons of mass
destruction and their delivery systems
declared by Executive Order 12938 on
November 14, 1994, as amended, is to
continue in effect beyond November 14,
2002, to the Federal Register for publica-
tion. The most recent notice con-
tinuing this emergency was published
in the Federal Register on November 13,
2001 (66 FR 56965).

The proliferation of weapons of mass
destruction and the means of deliv-
ering them continues to pose an un-
usual and extraordinary threat to the
national security, foreign policy, and
economy of the United States. There-
fore, I have determined the national
emergency previous declared must con-
tinue in effect beyond November 14,
2002.

GEORGE W. BUSH.

THE WHITE HOUSE, November 6, 2002.
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EXPRESSING SORROW OF THE
HOUSE AT THE DEATH OF THE
HONORABLE PAUL D.
WELLSTONE, SENATOR FROM
THE STATE OF MINNESOTA

Mr. OBERSTAR. Mr. Speaker, I offer
a privileged resolution (H. Res. 598) and
ask for its immediate consideration.

The Clerk read the resolution, as fol-
lows:

H. RES. 598

Resolved, That the House has heard with
profound sorrow of the death of the Honor-
able Paul D. Wellstone, a Senator from the
State of Minnesota.

Resolved, That the Clerk communicate
these resolutions to the Senate and transmit
a copy thereof to the family of the deceased.

Resolved, That when the House adjourns
today, it adjourn as a further mark of re-
spect to the memory of the deceased Sen-
ator.

The SPEAKER pro tempore (Mr.
KOLBE). The gentleman from Min-
nesota (Mr. OBERSTAR) is recognized for
1 hour.
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Mr. OBERSTAR. Mr. Speaker, I yield
myself such time as I may consume.

Mr. Speaker, 20 years ago I had re-
turned to Minnesota from a human
rights inquiry trip with the Unitarian
Universalist Service Committee in El
Salvador, where we inquired into
abuses of human rights visited upon
Salvadorans and the four American
women, three church women and one
lay woman.

We visited the blood-spattered
streets of San Antonio Abad, the site of
La Matanza, the massacre outside of
San Salvador. We met with numerous
victims of violence by the government
and resolved to take action in the Con-
gress on our return to the United
States.

On my return, I was asked by the
President of the student body of
Carleton College in Northfield, Min-
nesota, to come and address the stu-
dents on the experience that I had just
encountered.

It was an overwhelming response.
The place for the meeting was filled to
overflowing, and students wanted to
gather afterward. They asked me if I
would come and join them at the home
of one of the professors, which I did.

Of course, at that meeting, it was
very animated and intense questioning
that came from the host, a young pro-
fessor, who impressed me with his deep
sense of caring, his feeling about this
issue, his desire to do justice. I was not
quite sure of his name, and I asked
again: PAUL WELLSTONE.

I said, Professor, you ought to think
about running for public office. He
said, indeed, I am. I am considering
running for State auditor. Well, that
was hardly a place from which to make
statewide policy, but it was something
that he wanted to do to get into the
public arena, and he felt there was a
message that he could convey. As was
later revealed, however, his dyslexia
prevented him from really grasping
numbers in the way that other folks
do.

Nonetheless, he conducted a spirited
campaign, and lost to a gentleman
named Arnie Carlson, who served as
auditor for several years, and then
later ran for Governor and won in the
same year that PAUL WELLSTONE ran
for Senator and won: 1990.

In between those two dates was a
very high level of spirited activism by
PAuL WELLSTONE, most notable of
which was leading the resistance to
construction of a power line across the
State of Minnesota to be built by a
generation power company of the rural
electrification system which had really
lost touch with its member coopera-
tives and the people that the co-op was
to serve.

PAUL WELLSTONE called them to ac-
countability, called them and mounted
a movement across the State to hold
hearings, to have public sessions to ex-
plain the necessity for this power line
running through the backyard of
homes and through farms, and what
possible adverse side effects there
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might be from the construction of this
power line. It was characteristic of
PAUL WELLSTONE’s role in public serv-
ice that when people got too big, when
organizations got too big for their own
good, he called them to account.

In Scripture, I find the roots of PAUL
WELLSTONE’s drive for public service.
The prophet Isaiah, Chapter 11, Verse 4,
under the rubric ‘‘the Rule of Imman-
uel” writes ‘“‘But he shall judge the
poor with justice;” and again, in Chap-
ter 12, Verse 1, “Woe to those who
enact unjust statutes and who write
oppressive decrees depriving the needy
of judgment and robbing my people’s
poor of their rights.”

Nothing disturbed, distressed, an-
gered PAUL WELLSTONE more or moti-
vated him more to action than unjust
statutes, oppressive decrees depriving
the needy of their day in court, so to
speak, or robbing the poor of their
rights.

Whether we read into those verses of
Scripture the Legal Services Act, red-
lining in urban housing, the need for
surveying the homeless, providing ade-
quate housing for poor and middle-in-
come Americans, or food stamps or
Meals on Wheels, we read the keystone
of PAUL WELLSTONE’s career of public
service: A burning mission, anchored in
Scripture, expressed in public acts to
improve the lives of the least among
us; to be a stirring voice for those who
either have none, or who have lost
their voice.

At the memorial service honoring
Senator WELLSTONE in Virginia, Min-
nesota, in my district a young cam-
paign worker, Ida Rukavine, spoke of
the inspiration that young people felt
about PAUL WELLSTONE, saying that
her classmates, her contemporaries,
were looking for someone to be a role
model.

At a time when, as Ida implied,
young people are indeed looking for
role models, I would pin this image on
our hearts: PAUL and his wife, Sheila,
walking wherever they went hand-in-
hand in all that they did, wherever
they traveled. We should take their
hands symbolically and take each oth-
er’s hands and feel the strength of the
spirit of PAUL WELLSTONE that still
moves among us.

There were two votes that I would
characterize as bookends for PAUL
WELLSTONE’s career of public service,
both of which I discussed with him at
some length. The first was early in
1991, when we were voting in the Con-
gress on whether to approve military
action against Iraq, and the last was
the most recent vote in the Congress,
again to approve of a resolution giving
authority to the President to use force
at a time of his choosing of his deter-
mination against Iraq.

PAUL’s no vote was recognized as a
vote of courage, a vote of principle, a
vote that marked his character in pub-
lic service and all that he stood for. It
was my vote, but it was his vote of
deep conviction unashamedly ex-
pressed, unabashedly carried out; a role
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model for young people. Whether one
agreed with the vote or not, one had to
agree that this was indeed a man of
great strength, personal character, and
of deep conviction.

Mr. Speaker, I yield such time as he
may consume to my dear friend and
colleague, the gentleman from Min-
nesota (Mr. SABO).

Mr. SABO. Mr. Speaker, I thank the
gentleman for yielding time to me.

Mr. Speaker, I rise in support of the
resolution and in memory of our col-
league, PAUL WELLSTONE. The gen-
tleman from Minnesota (Mr. OBERSTAR)
and I had the unique opportunity of
serving with PAUL for 12 years. But
when I think of PAUL, I think of him
primarily not in his role as a member
of the U.S. Senate but as a person, a
person who, when we saw PAUL, we ex-
pected to see Sheila. They were excep-
tionally close, and they were excep-
tionally close to their family; to Mar-
sha, who unfortunately was on the
plane with them; and to their sons,
David and Mark, and to their grand-
children. They were an incredibly close
family. PAUL was so proud of his kids
and his grandkids, and wanted to spend
as much time as he could with them.

I also think of PAUL as someone who
really connected with people for really
two reasons. One, he liked people. He
met them with a flourish and enthu-
siasm. Secondly, he really had empa-
thy for problems that impacted people.
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All he said and did in politics was not
about theory, but about how what we
do here impacts people in their daily
lives. PAUL, the elected official, was a
person who always saw himself as pri-
marily representing the underdog, the
underrepresented in society, and he did
that with compassion and intelligence
and enthusiasm and incredibly hard
work. So Americans, those that strug-
gle day to day in life, lost a true friend,
a true advocate.

We remember his boys and his grand-
children today, they carry on a re-
markable family, and we offer them
our sympathy and our thoughts in the
days and weeks and months ahead, but
our State and our country suffered a
real loss in that plane accident.

Mr. OBERSTAR. Mr. Speaker, I yield
such time as she may consume to the

gentlewoman from Illinois (Ms.
SCHAKOWSKY).
Ms. SCHAKOWSKY. Mr. Speaker, I

rise in support of the resolution and in
gratitude to my colleague for offering
it.

I have a big hole in my heart, and I
think it is reflective of the hole that is
left now in the political landscape, a
space that was occupied uniquely by
PAUL WELLSTONE. I feel great sorrow
and great gratitude; sorrow for the loss
of a close friend and colleague, and
gratitude for having had the oppor-
tunity to know and work with PAUL
WELLSTONE and his wife, his life-long
partner, Sheila Wellstone.

PAUL and Sheila Wellstone touched
many, many lives; literally tens of
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thousands of Americans considered
themselves to be their close friends and
partners in the effort to make America
better. My husband and I enjoyed
spending time with PAUL, listening to
his stories and jokes and planning
strategy and organizing. PAUL and
Sheila were always open and friendly,
and always eager to act on their be-
liefs.

In Chicago this weekend, we will hold
a memorial service to honor their
lives. Similar memorial services are
being held in towns and cities across
this country. PAUL WELLSTONE was the
people’s Senator, not just Minnesota’s
Senator, the one you could always
count on to push for economic and so-
cial justice.

PAUL used to talk frequently about
the concerns raised by people eating in
the cafes and diners in Minnesota. He
brought those concerns to the floor of
the Senate, speaking for his constitu-
ents and for families everywhere. He
knew what it was like to deal with
mental illness and discrimination in
the health care system. He made it his
job to end inequality in care and pass
comprehensive mental health parity.
He knew what it was like to lack
health care coverage and to be unable
to afford medical treatment for a child
or grandparent, and so he made it his
job to win universal access to afford-
able and quality health care.

He listened to family farmers strug-
gling to survive in the shadow of agri-
business, and he made it his job to
speak for those farmers. He heard
about discrimination and lack of op-
portunity, and he made it a priority to
break down barriers to give every per-
son the right to be productive and se-
cure and to protect the rights of work-
ing men and women.

He listened to Sheila about the hor-
rors of domestic violence, and together
they worked to reauthorize the Vio-
lence Against Women Act and to stop
the abuse that threatens women and
children.

As a teacher, PAUL focused on the
power of education to improve our
lives. He fought for better teachers and
better schools from early childhood de-
velopment through the university
level. He embraced these weighty
issues with joy and exuberance. He was
called the happy warrior. He was never
apologetic or defensive, always bold
and clear and, to many of us, thrilling.

Above all, PAUL was proud to be an
organizer. He believed with every fiber
of his being in the power of people to
make change and to win social and eco-
nomic justice. He taught us to strive
for the very best in ourselves and in
our communities. He inspired us to do
more than we thought was possible be-
cause his vision of what was achievable
was so powerful. He showed us that we
can listen to our consciences, do what
is right and take courageous stands on
issues from welfare to Iraq and still
win elections.
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The people of Minnesota respected
him and loved him and mourn him be-
cause he lived and voted his values.
PAUL WELLSTONE changed lives. He
changed thousands of lives, young peo-
ple and old people alike. He empowered
people. He was a friend, and I want to
end with PAUL WELLSTONE as a friend.

I have two friends in my district who
loved PAUL with all their hearts; Har-
vey and Norma Mader were good
friends of PAUL and Sheila Wellstone.
For a long time before PAUL was elect-
ed to Congress, Harvey and Norma
Mader were their friends. They live in
my district, but they were prepared to
go to Minnesota for the election as sen-
ior citizen advocates. Their lives very
much revolve around progressive poli-
tics, and PAUL WELLSTONE was their
hero and friend.

And PAUL would call them up on the
telephone and say, How is Norma, how
is she feeling? How are things going,
Harvey? It was common for PAUL on a
regular basis just to check in with his
friends. And when I was at that memo-
rial service in Minnesota, I talked to a
number of people who said PAUL called
me last week. He heard that my son
was sick or he heard that I was having
a test at the hospital, and he just
called to see how I was.

I realize that so many of us who get
so busy with our work here and the
weightiness of our work here some-
times sacrifice ordinary friendships,
but PAUL WELLSTONE managed to do it
all. He managed to maintain those
friendships all over the country. That
is what I heard. It meant so much to
Harvey and Norma Mader, it meant so
much to all of the people that he cared
so much about, and I think that says
something so special about what kind
of person that he was.

Although PAUL and Sheila are no
longer here physically, the partnership
that we have with them will continue.
Through our commitment to their vi-
sion of America, PAUL and Sheila will
always have an enormous impact on
our Nation and on our future.

Mr. OBERSTAR. Mr. Speaker, I yield
such time as she may consume to the
gentlewoman from the District of Co-
lumbia (Ms. NORTON).

Ms. NORTON. Mr. Speaker, I thank
the gentleman for yielding me this
time, and for coming forward to offer
this resolution. I recognize that a num-
ber of Members are not here today be-
cause we do not have votes, but I am
very pleased that the gentleman was
able to get the time so some of us who
felt so deeply about losing PAUL
WELLSTONE would have an opportunity
to express those views publicly.

We always on the floor from time to
time are admonished not to refer to the
other body. Well, this afternoon we are
referring to an unforgettable Member
of the other body. He was not a Mem-
ber of this body, but PAUL WELLSTONE’S
presence was felt even in this body. In
fact, this is the kind of man whose
presence could not help but be felt.

The loss of PAUL, Sheila, his wife,
and his daughter Marcia is deeply felt
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here. In no small part, these three were
doing public business. They were all
trying to get PAUL back to the Senate
so he could engage in the business of
the public.

Why is PAUL WELLSTONE so admired
by Republicans and Democrats alike in
the Senate? We have heard about Re-
publicans who cried when they heard
that PAUL had been killed. In no small
part I think it is because PAUL believed
in something, and he believed in being
more than a Senator. Beyond that, if I
try to focus on what made him so be-
loved to so many, particularly to those
who worked with him, I come time and
again to the fact that he took risks for
what he believed in.

Members of the House and the Senate
always admire that. Regardless of
where we stand on the issues, the no-
tion that somebody is willing to step
forward and take political risks is
something to be admired; and, of
course, PAUL WELLSTONE was willing
even to risk his political life.

That is another way of saying that
PAUL WELLSTONE came to the Senate
in order to stand for principle. The gen-
tleman from Minnesota (Mr. OBERSTAR)
spoke of character. That is what char-
acter is all about. When the rubber
meets the road and a Member needs to
decide whether to take a risk on an
issue, I think first of the principle that
I stood for. That is not what the polit-
ical business is all about. Sure, those of
us from safe districts get to do that all
the time. I hope we are not patting
ourselves on the back. We are doing it
for principle, but many are doing it
also because the people who live in our
district want wus to do it. PAUL
WELLSTONE had to think about whether
what he was doing was what his con-
stituents wanted him to do, and wheth-
er it was the right thing to do accord-
ing to his own sense of principle.

So standing for principle in a real
sense was a kKind of trademark of PAUL
WELLSTONE and indicia of character. I
do not mean to say if a Member does
not always stand for principle, they do
not have any character. But politicians
particularly admire Members who are
willing to take risks, ignoring the po-
litical consequences.

Now, let us not forget that PAUL
WELLSTONE was a most unlikely can-
didate. It was unlikely that he would
get to the Senate at all. Let us be
clear; he was a Ph.D. college professor;
and, indeed, a tenured college pro-
fessor. I can tell Members this is not a
place where one expects academics to
come. I am myself an academic who
never expected and never intended to
come to the House. I am a tenured aca-
demic who still teaches at Georgetown
Law Center. And I can tell Members,
those of us who spend our lives trying
to get tenure do not think of another
career. It is harder to get tenure than
it is to get elected. Tenured professors
do not go around trying to get another
job.

One needs to think what in the world
got into PAUL WELLSTONE, tenure at a
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very good liberal arts college. Again, I
g0 back to principle. At the bottom he
was an organizer, and he had done all
he could do organizing, and so he
thought I guess I will go to the Senate
and see if I can organize there. I am
sure that is the way he thought.

If he was an unlikely candidate when
he got here, he took on unlikely issues.
He stuck with health care when every-
body else backed off because the Demo-
crats tried very hard in the early 1990s
and got pressed back.

And again I can go down a lexicon of
issues. Here is another unlikely one,
mental health coverage as a part of or-
dinary health coverage, and he got that
very far along.

Those issues speak to two abilities:
One is the ability as an organizer. He
never lost that passion, never lost that
understanding that is the way to oper-
ate. Senator LIEBERMAN tells a funny
story that one day PAUL was discussing
an amendment on the floor. PAUL
walks into the Senate, PAUL is pressing
his amendment. He does not even think
he has members on his side, much less
Republicans, so he held up a piece a
paper for Senator LIEBERMAN to see
that said “DLC votes yes,” meaning
Democratic Leadership Conference
votes yes because Senator LIEBERMAN
was in a conference that was in an-
other spectrum of the Democratic
Party. Senator LIEBERMAN just
laughed. PAUL was so funny and
laughed all the time.
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PAUL was so collegial. Even those
who could not possibly vote the way
PAUL voted had to love him. I think of
our former colleague SAM BROWNBACK,
who made common cause with PAUL on
a bill to prevent international sex traf-
ficking of women and girls. Together,
this conservative Republican and this
liberal Democrat pressed that bill
through the floor. If you look at PAUL’s
record, this one-man progressive force
was always looking for allies, espe-
cially people who were more conserv-
ative than he. He was not content to
stand on principle alone. He wanted to
stand on principle and then get it en-
acted into law and so he reached out to
see how he could do that.

Finally, Mr. Speaker, I will tell the
quintessential PAUL story about a prin-
ciple. At the height of the wonderful
economy of the late 1990s, when every-
body was doing well, I mean, I was
going around bragging that more Afri-
can Americans own homes, highest me-
dian income in history, more rising out
of poverty, at the height of this econ-
omy when all boats were being lifted,
PAUL called me up and said he wanted
me to cosponsor a bill, then he wanted
to go to a church here in the District
to have a press conference about it.
The bill was called the Strategic Tran-
sitional Employment Program. We
should understand that unemployment
was down to something like 3 percent,
way down from where I regret to say it
is now. This bill was about the millions
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who had been left behind. PAUL was
tired of hearing how all of us were
doing so well, even the poor. PAUL
knew that there was a horrific gap be-
tween the larger number of people who
were doing better and the millions who
were not benefitting from that wonder-
ful economy.

I do not think PAUL particularly be-
lieved this bill had a ghost of a chance,
but he did believe that if you were one
of those millions still unemployed, still
living in a community that did not
have investment, still living in rural or
urban America where jobs were not
being made out of the dot-coms and all
of the wonderful work that the econ-
omy was doing, if you were in a manu-
facturing job still waiting to be called
back, PAUL knew that nobody was
talking to you and had acted as if you
had floated off the planet. PAUL did not
believe you should stand up for those
who did not have only when the econ-
omy was the way it is now, down and
not doing well at all. PAUL believed
you should stand up when you had not
brought the great American dream to
all, especially when there were mil-
lions upon millions upon millions who
thought nobody even spoke to their
issues or spoke to them any longer be-
cause so many people were doing so
well. That to me is the quintessential
PAUL.

Mr. Speaker, Senators, not to men-
tion House Members, come and go, but
some rise to a special level. That is the
level of being simply irreplaceable.
That is the level to which PAUL
WELLSTONE has risen to Members
across the line in both parties. I again
thank the gentleman for not only
yielding to me but for bringing PAUL
WELLSTONE to this body.

Mr. OBERSTAR. I thank the gentle-
woman for those wonderful remarks.

Mr. Speaker, I yield such time as she
may consume to the gentlewoman from
Minnesota (Ms. MCCOLLUM).

Ms. McCOLLUM. Mr. Speaker, yes-
terday was Veterans Day, November 11.
As I woke up in the morning, I
thought, well, I am getting on a plane
today and I am going to be heading off
to Washington, a different type of Vet-
erans Day than I was used to spending.
See, I used to spend Veterans Day at
veterans hospitals and cemeteries re-
membering those who had given their
lives, remembering those who came
home injured, whether it be physically
or emotionally. I remembered those
days because I spent them with Sen-
ator PAUL WELLSTONE. PAUL and I
would often be at veterans hospitals,
cameras long gone, with veterans from
all over the United States, and we
would sit and we would talk and we
would have very personal conversa-
tions with some veterans who had not
heard from family members in a long
time and who were alone. PAUL would
be on a plane as he was the last time I
flew out to Washington and he would
be with Sheila. His back would bother
him or his legs would be bothering him
and he could not sit still for very long,
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so especially after they changed the
flight time where we have to spend the
last 30 minutes sitting on the plane,
not moving as we approached Wash-
ington National since September 11,
PAUL would be on the plane walking up
and down the aisles, talking to elderly
people, talking to children, it did not
make any difference whether or not
they lived in Minnesota, asking them
what was going on in their lives, what
they were studying, how they were
doing in school. Sheila would be sitting
there reading, working on something
to help Minnesota, to help our country,
to help our Nation, women of domestic
violence, children of domestic violence.

We have heard testimony from Mem-
bers here of what a great legislator
PAUL was, and he was truly a magnifi-
cent Senator. But he was all those
things because he was a good teacher.
He was a good father. He was a good
friend. Sheila and PAUL never forgot
family and their family went beyond
their children. Their family cam-
paigned together. Marcia, who was a
teacher, was on the plane. Over the last
couple of weeks, I have met students of
Marcia’s. PAUL was a good father, he
was a good teacher, and he passed that
on to his children.

Mary McEvoy was also on the plane.
Mary was a dear friend. Mary believed
in the issues that PAUL worked on,
helping children succeed, helping chil-
dren to be literate. Mary and PAUL and
Sheila together would work on those
issues and make them a reality in the
everyday lives of everyday children.
But we all know and I know better
than ever having served in this body of
Congress that our staff is important.
Just as we are judged by the friends we
keep, I think legislatively we can be
judged by the staff we work with. To
the Chief of Staff, Colin McGuiness and
the Washington staff, to State Director
Connie Lewis, to all the staff in Sen-
ator WELLSTONE’s office, he was so very
proud of you and you in the work that
you did made us proud of PAUL. To
Mark and David, our loss is different
than yours. Yours is beyond my imagi-
nation right now having lost so many
family members. You shared your grief
with our State and with our Nation.

November 11 will never be the same.
I will never drive by a veterans ceme-
tery or go by a veterans hospital with-
out thinking of all the work that PAUL
did for the veterans in this country. I
will never go in another grade school
and not think of all the work that he
did for children and education with
those around him. I will carry on a
women’s domestic abuse roundtable
that we are having with people in the
Fourth District and Fifth District, St.
Paul and Minneapolis, without Sheila’s
presence. There will be students in
White Bear Lake who will always re-
member Marcia. And Mary is so deep in
the hearts of many of us. But, Tom and
Will, you also made an impact by al-
lowing PAUL to do the work that he did
and we are blessed for having you all in
our lives.
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Minnesota will never be the same.
Minnesota will always remember what
happened on the tragic Friday of Octo-
ber 25, where they were, what they
were doing, when we all stopped and
paused and remembered our blessings
in having had such a special Senator.

PAuL, I will miss you in Washington
and I will miss you at home.

Mr. OBERSTAR. Mr. Speaker, 1
thank the gentlewoman for those truly
heartfelt, heart rending remarks.

Mr. Speaker, I yield such time as she
may consume to the gentlewoman from
California (Ms. PELOSI), the minority
whip.

Ms. PELOSI. Mr. Speaker, I thank
the gentleman for yielding me this
time and extend to him and the entire
Minnesota delegation the deepest sym-
pathy of my family and my constitu-
ents.

I have known PAUL and Sheila for a
very long time, long before either of us
were in Congress, he in the Senate,
going back to our days in the Demo-
cratic Party in the early 1980s. I have
known of his passion for the issues and
for working families in our country
and his interest in making a difference
for them in our country.

I rise today to honor Senator PAUL
WELLSTONE, Sheila Wellstone, the sad-
ness of their losing their daughter at
the same time and to offer my sym-
pathy to the families of those who were
lost in that terrible tragedy. To the
families of staffers Will McLaughlin,
Tom Lapic and Mary McEvoy, Mary
was a person of so many credentials
and all of them much heralded in these
sad days, and of the Captains Richard
Conroy and Michael Guess, I pray that
you can take some comfort in the fact
that your loved ones lost their lives in
service to our country. To take part in
the political process, the process of
educating voters about their choices, is
indeed a great service to democracy.

To David and Mark Wellstone, thank
you for sharing your wonderful family
with all of us and with the American
people. In this era of polls and pundits,
PAUL WELLSTONE was that increasingly
rare breed, a politician with the cour-
age of his convictions. We see a lot of
that here in Congress, but the public is
not aware of that. He fought for what
he believed in. He voted for what he
thought was right regardless of wheth-
er it was popular. He stood for some-
thing, and he stood his ground. In
doing so, he gave voice to the many
millions of Americans who cannot af-
ford to make campaign donations and
who are struggling just to pay their
rent and feed their families.

When PAUL WELLSTONE took the
floor of the United States Senate, you
knew you were going to hear some-
thing quite different from what had
come before and what was likely to fol-
low. You would hear passion and com-
passion and sometimes anger. You
would hear talk about issues that do
not get a great deal of attention these
days, social justice, poverty and the re-
sponsibility of government to improve
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the lives of citizens. This was a respon-
sibility that PAUL WELLSTONE lived
and breathed, to the good of millions of
America’s children and families.

PAUL and Sheila left us not only a
memory but a legacy. His legacy of
good works will live throughout the
country. Sheila’s work in terms of do-
mestic violence and so many other
issues are being made known to the
American people now more generally,
but anyone who knew them knew of
her commitment and the difference she
made in that area. Losing Marcia is an-
other tragedy, leaving her family be-
hind seems to be the saddest of all, but
I hope again it is a comfort to those
families that so many people mourn
their loss and are praying for them at
this time.

To us in Congress, PAUL WELLSTONE
left a special legacy. We can keep his
spirit alive and that legacy glowing by
standing strong for what we believe in
and by bringing both passion and com-
passion to everything we do. He did
that but he brought a great intellect, a
great knowledge, a plan of action. He
was a great person. Sheila and PAUL
were a great team.

Mr. Speaker, we have already had a
service in San Francisco honoring the
memory of Sheila and PAUL
WELLSTONE, Marcia and the others who
perished. I bring from that service, at-
tended by hundreds of people, the sym-
pathy and condolences of my commu-
nity to the people of Minnesota. I am
SO SOrTYy.

Mr. OBERSTAR. Mr. Speaker, 1
thank the gentlewoman for those re-
marks. I again want to express my ap-
preciation to our Democratic whip for
her call immediately following the
tragedy expressing her deep sympathy
and condolences through me to the
family and to the close friends of PAUL
WELLSTONE. It is characteristic of the
gentlewoman from California that she
would call and express that profound
feeling. I am grateful that she men-
tioned the memorial service. I know
that the family will be most appre-
ciative.

Mr. Speaker, I yield such time as he
may consume to the gentleman from
Illinois (Mr. DAVIS).

Mr. DAVIS of Illinois. Mr. Speaker, I
want to first of all thank the gen-
tleman from Minnesota for yielding me
this time and for taking out this spe-
cial order. I recall a poet once saying,
‘“Some people see things that are and
ask why.” But then he said, ‘“‘I dream
of things that have never been and ask
why not.” It seems to me that such was
the life, such was the career, such was
the being of Senator PAUL WELLSTONE,
a man who had an uncanny way of pen-
etrating.
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Notice that many people say ‘‘PAUL
WELLSTONE,” and that is because they
felt a level of intimacy with him even
though they were not personal friends,
even though they had not traveled with
him on the airplane, even though they
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did not live in his neighborhood or
come from his district. He had a way of
connecting, and so we would think of
him as PAUL WELLSTONE, Senator
WELLSTONE, full of power, dynamite.

I knew that PAUL could not sit still,
but I did not know it had anything to
do with his legs. I thought it just had
to do with the level of energy and ex-
citement that he brought to everything
that he did. I was pleased to spend time
with him in many small groups of peo-
ple where there were no television cam-
eras, there were no headlines, small
groups of labor organizers, small
groups of college students, small
groups of low-income people, and he
was asking the question then why not
a livable wage so that low-income peo-
ple can enjoy a level of the goodness
and the greatness of this Nation? Why
not health care for everybody no mat-
ter where they come from or no matter
where they are going? But he also be-
lieved in giving a lot, understanding
that if we put something in, we get
something out. Always organizing,
knowing that life can be greater and
better than what it is.

It seems to me that another poet
summed up his life when he said that
whatever one puts into it, that is what
he will get out of it. He said ‘I bar-
gained with life for a penny and life
would pay no more; however, I begged
at evening time when I counted my
scanty store, but I found that life is a
just employer, he gives you what you
ask, but once you have set the wages,
then you must bear the task. I worked
for a menial’s hire only to learn dis-
may, whatever price I had asked of life,
life would have willingly paid.”

PAUL WELLSTONE put a great deal
into it, and he got a great deal out of
it. It has been a pleasure to know you,
sir. Condolences to your family and all
of those who shared your dream and
your vision and went with you as you
left.

Mr. OBERSTAR. Mr. Speaker, 1
thank the gentleman for those stirring
heartfelt, powerful remarks.

Mr. Speaker, I yield such time as he
may consume to the gentleman from
New Jersey (Mr. HOLT).

Mr. HOLT. Mr. Speaker, I thank my
friend from Minnesota (Mr. OBERSTAR),
and I do not want to go on at great
length about PAUL WELLSTONE because
so much has been said already, but I
believe I knew PAUL WELLSTONE longer
than anyone in this Chamber, going
back to, I believe, 1969, when I was in
my last year at Carleton College and
Paul Wellstone was in his first year on
the faculty there. He was even then a
dynamic, passionate person who cut a
bigger swath than his stature might
have led one to believe.

So much has been said about how dy-
namic, how passionate he has been in
speaking out for farmers, for workers,
for people of all sorts, and what joy he
brought to his campaigning, to his po-
litical activity. He has been described
as a man of convictions, someone who
spoke clearly and directly, someone
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who is never criticized for hiding his
opinions, for shifting his opinions, for
pulling his punches. So it might sound
to some people that we are describing a
cocksure, arrogant idealogue. It could
not be further from the truth. In my
many interactions with PAUL
WELLSTONE when he was a junior fac-
ulty member, when he was an activist
going from town to town around Min-
nesota, when he was a friend with dis-
cussions in the evening, when he was a
mentor to me when I arrived on Capitol
Hill a couple of terms ago, in every in-
stance what characterized PAUL
WELLSTONE was not cocksure opinions
but questions. He was one of the best
questioners I have ever known, and one
left each discussion with him with a
sense of having some doors opened
through his questioning, some under-
standing gained through his ques-
tioning, and a sense of purpose gained
from his questioning. What a loss.

Mr. OBERSTAR. Mr. Speaker, I
thank the gentleman from New Jersey
(Mr. HoLT) for those heartfelt remarks
and thoughtful comments.

Mr. Speaker, I yield such time as he
may consume to the gentleman from
Michigan (Mr. EHLERS).

Mr. EHLERS. Mr. Speaker, I thank
the gentleman for yielding me this
time.

I do not claim to know the late Sen-
ator WELLSTONE very well. We had very
little interaction, but I had a deep in-
terest in him because my home State
was Minnesota. That was the State of
my birth, and I have watched Min-
nesota politics with great interest over
the years and I also watched Mr.
WELLSTONE with great interest. And al-
though his politics and his political
views were quite different from those
of mine, I admire several things about
him.

In the go-along-to-get-along atmos-
phere we often encounter in politics, he
stood out as someone who stood for his
beliefs. He fought passionately for his
beliefs, and he sought to extend those
beliefs into action, and I admire that in
any individual, whether in the House
or the Senate or the political arena in
general, to have a stance that they
take, to have a passion for what they
believe is right, and to fight passion-
ately for what they believe is right I
think is an admiral trait in any indi-
vidual, and Mr. WELLSTONE certainly
exhibited that during his brief career
in the political arena.

So I just wanted to add those com-
ments to the record, and I thank the
gentleman from Minnesota (Mr.
OBERSTAR) for having this session so
we can each express our opinions about
what Mr. WELLSTONE has added to the
Senate and to our Nation.

Mr. OBERSTAR. Mr. Speaker, 1
thank the gentleman from Michigan
(Mr. EHLERS) for those thoughtful com-
ments. They were much appreciated,
and I know that the Wellstone children
will be most grateful and again for his
ever academic and thoughtful presen-
tation.
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GENERAL LEAVE

Mr. OBERSTAR. Mr. Speaker, I ask
unanimous consent that all Members
may have 5 legislative days within
which to revise and extend their re-
marks on this resolution.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Minnesota?

There was no objection.

Mr. OBERSTAR. Mr. Speaker, I yield
myself such time as I may consume.

I would conclude by observing that
PAUL WELLSTONE was more than a Sen-
ator, more than an advocate for ideas,
for issues, for causes. PAUL WELLSTONE
was himself a movement, a movement
for justice. I pray that his movement
will continue in the spirit in which he
lived his life of public service.

Mr. GEORGE MILLER of California. Mr.
Speaker, | was deeply saddened by the tragic
death of Senator PAUL WELLSTONE, his family
members and staff, and | have prayed for the
families of all the victims of this accident.

| rise today to support this resolution hon-
oring the short but powerful life of PAuUL
WELLSTONE, the people’s senator. | will miss
PauL, a good friend, a good person, and an
invaluable and courageous colleague.

PAauL and | joined together on many occa-
sions to fight for legislation to help those who
have so little power in our society. Most re-
cently, we co-authored a bill to provide mental
health and substance abuse treatment to juve-
nile offenders. PAUL understood that many
young offenders suffer from problems that are
treatable and that contribute to their troubles,
but for which they rarely receive effective
treatment. It was not a bill written for the pow-
erful or wealthy interests. It was not a bill writ-
ten because it would be popular in the press.

It was just one of the many examples of
PAauL’'s genuine desire to help people and
demonstrated his understanding of his role as
a representative in government.

PAauL WELLSTONE fought for working fami-
lies, for better schools, and for a cleaner envi-
ronment. He was a dedicated public servant
who was passionate about his work and who
was proud to fight for progressive causes. His
loss is a loss for all of America and for all
those Americans who so desperately need
champions on their side. PAUL was a man of
principle, courage, and great intellect. Sadly,
he will not be easily replaced in our society
and we will miss him deeply.

Mr. EVANS. | rise to recognize the accom-
plishments of my good friend, the late Senator
PauL WELLSTONE of Minnesota. Many have
come before me to praise the character and
actions of this faithful public servant who left
us all too early last month. Many have lauded
his commitment to the underdog, to those who
lacked a voice, to the “little guy.” | speak of
his commitment and passion for veterans.

During his 12 years on the Senate Veterans’
Affairs Committee, PAUL was an active and
committed member whose heart-felt concern
about veteran's issues was often unmatched.
PAUL has been remembered for his coura-
geous stands, in both Bush Administrations,
against sanctioning military action in Irag. At
one time, PAUL was criticized for making his
views on this known at the Vietham Veterans
Memorial in Washington. Even though the
gesture may have been misinterpreted, to me,
it was symbolic of his constant realization that
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war has consequences. We must be ever-cog-
nizant of the often painful realities of putting
our sons and daughters in harm’s way and re-
sort to force only as the last recourse.

But PAuUL also consistently demonstrated
that he believed part of the cost of war was
being ready to assist those that were willing to
put themselves on the line for their country.
For his advocacy he was honored by numer-
ous veterans’ service organizations, including
Vietnam Veterans of America, the Minnesota
chapter of the Paralyzed Veterans of America,
the Military Order of the Purple Heart and the
Minnesota Veterans of Foreign Wars.

One of the things that drew people to PAUL
was his willingness to listen. | was impressed
that the Senator rarely missed an opportunity
to hear directly from veterans at their annual
joint legislative hearings held here in the
House. He would often bring the veterans to
their feet exhorting them to fight for their
rights.

Last year, PAuL introduced the Senate com-
panion to my bill, Heather French Henry
Homeless Veterans Assistance Act, S. 739.
This bill addressed so many of the constitu-
encies Paul held dear—and men and women
without homes, individuals with mental illness,
and veterans. | am proud to say, with PAUL’s
help in the Senate, we enacted Public Law
107-95.

PauL also got things done for “atomic” vet-
erans. During his tenure, Congress identified
many new diseases which were presumed
connected to veterans who were exposed to
ionizing radiation.

Veterans could count on PAUL as an ally in
the budget process—he consistently put forth
initiatives to increase funding for veterans
health care. | believe my friend PAuL would
agree that we owe our veterans a great debt
and he was already prepared to pay the bill.

Paul and | also shared a chronic disability
as a common foe. He dealt with his MS with-
out complaint pushing himself to act when
lesser men might have faltered. That is part of
the personal courage he demonstrated on be-
half of himself, his ideals, and the constituents
who entrusted him with an office he used to its
best advantage every day.

PAUL, you were a cherished friend to me, to
veterans of this great Nation, and to every
American who needed a voice, | will miss you.

Mr. REYES. Mr. Speaker, the Congress, the
State of Minnesota, and the nation tragically
lost a great public servant. The sudden death
of Senator PAUL WELLSTONE, his wife Sheila,
daughter Marcia, three staffers, and two pilots
in an airplane crash last month, saddens us
all. | extend my heartfelt sympathy and sup-
port to their family and friends as they deal
with this tremendous loss.

This is also a devastating loss for our na-
tion. As Chairman of the Congressional His-
panic Caucus, | was fortunate to work with
Senator WELLSTONE on many issues, such as
the reauthorization of the Elementary and Sec-
ondary Education Act. Personally, | worked
closely with him on many veterans benefits
issues.

PAuL had a true passion for people, civil
service, and veterans that is matched by very
few. PAUL's commitment to helping people, his
warm sense of humor, and positive attitude
made him both a great Senator and an excel-
lent friend. His leadership and friendship will
be dearly missed by me, members of the CHC
and all members of the U.S. Congress. Our
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thoughts and prayers remain with PAUL's fam-
ily and loved ones, and the family and friends
of his staff and the pilots.

Mr. OBERSTAR. Mr. Speaker, I yield
back the balance of my time.

The SPEAKER pro tempore (Mr.
KoLBE). Without objection, the pre-
vious question is ordered on the resolu-
tion.

There was no objection.

The SPEAKER pro tempore.
question is on the resolution.

The resolution was agreed to.

A motion to reconsider was laid on
the table.

The

———
RECESS

The SPEAKER pro tempore. Pursu-
ant to clause 12 of rule I, the Chair de-
clares the House in recess subject to
the call of the Chair.

Accordingly (at 4 o’clock and 40 min-
utes p.m.), the House stood in recess
subject to the call of the Chair.

————
0 1827
AFTER RECESS

The recess having expired, the House
was called to order by the Speaker pro
tempore (Mr. LAHOOD) at 6 o’clock and
27 minutes p.m.

———

CONFERENCE REPORT ON H.R. 4546,
BOB STUMP NATIONAL DEFENSE
AUTHORIZATION ACT FOR FIS-
CAL YEAR 2003

Mr. HUNTER submitted the fol-
lowing conference report and state-
ment on the bill (H.R. 4546) to author-
ize appropriations for fiscal year 2003
for military activities of the Depart-
ment of Defense, for military construc-
tion, and for defense activities of the
Department of Energy, to prescribe
personnel strengths for such fiscal year
for the Armed Forces, and for other
purposes:

CONFERENCE REPORT (H. REPT. 107-772)

The committee of conference on the
disagreeing votes of the two Houses on
the amendment of the House to the
amendment of the Senate to the bill
(H.R. 4546), to authorize appropriations
for fiscal year 2003 for military activi-
ties of the Department of Defense, for
military construction, and for defense
activities of the Department of Energy,
to prescribe personnel strengths for
such fiscal year for the Armed Forces,
and for other purposes, having met,
after full and free conference, have
agreed to recommend and do rec-
ommend to their respective Houses as
follows:

That the Senate recede from its dis-
agreement to the amendment of the
House and agree to the same with an
amendment as follows:

In lieu of the matter proposed to be in-
serted by the House amendment, insert the
following:

SECTION 1. SHORT TITLE; FINDINGS.

(a) SHORT TITLE.—This Act may be cited as
the ““Bob Stump National Defense Authorization
Act for Fiscal Year 2003.



November 12, 2002

(b) FINDINGS.—Congress makes the following
findings:

(1) Representative Bob Stump of Arizona was
elected to the House of Representatives in 1976
for service in the 95th Congress, after serving in
the Arizona legislature for 18 years and serving
as President of the Arizona State Senate from
1975 to 1976, and he has been reelected to each
subsequent Congress.

2) A World War II combat veteran, Rep-
resentative Stump entered service in the United
States Navy in 1943, just after his 16th birthday,
and served aboard the USS LUNGA POINT and
the USS TULAGI, which participated in the in-
vasions of Luzon, Iwo Jima, and Okinawa.

(3) Representative Stump was elected to the
Committee on Armed Services in 1978 and has
served on nearly all of its subcommittees and
panels during 25 years of distinguished service
on the committee. He has served as chairman of
the committee during the 107th Congress and
has championed United States national security
as the paramount function of the Federal Gov-
ernment.

(4) Also serving on the Committee on Vet-
erans’ Affairs of the House of Representatives,
chairing that committee from 1995 to 2000, and
serving on the Permanent Select Committee on
Intelligence of the House of Representatives, in-
cluding service as the ranking minority member
in 1985 and 1986, Representative Stump has
dedicated his entire congressional career to
steadfastly supporting America’s courageous
men and women in uniform both on and off the
battlefield.

(5) Representative Stump’s tireless efforts on
behalf of those in the military and veterans
have been recognized with numerous awards for
outstanding service from active duty and reserve
military, veterans’ service, military retiree, and
industry organizations.

(6) During his tenure as chairman of the Com-
mittee on Armed Services of the House of Rep-
resentatives, Representative Stump has—

(A) overseen the largest sustained increase to
defense spending since the Reagan administra-
tion;

(B) led efforts to improve the quality of mili-
tary life, including passage of the largest mili-
tary pay raise since 1982;

(C) supported military retirees, including ef-
forts to reverse concurrent receipt law and to
save the Armed Forces Retirement Homes;

(D) championed military readiness by defend-
ing military access to critical training facilities
such Vieques, Puerto Rico, expanding the Na-
tional Training Center at Ft. Irwin, California,
and working to restore balance between envi-
ronmental concerns and military readiness re-
quirements;

(E) reinvigorated efforts to defend America
against ballistic missiles by supporting an in-
crease in fiscal year 2002 of nearly 50 percent
above the fiscal year 2001 level for missile de-
fense programs; and

(F) honored America’s war heroes by erpand-
ing Arlington National Cemetery, establishing a
site for the Air Force Memorial, and assuring
construction of the World War I1I Memorial.

(7) In recognition of his long record of accom-
plishments in enhancing the national security
of the United States and his legislative victories
on behalf of active duty service members, reserv-
ists, guardsmen, and veterans, it is altogether
fitting and proper that this Act be mamed in
honor of Representative Bob Stump of Arizona,
as provided in subsection (a).

SEC. 2. ORGANIZATION OF ACT INTO DIVISIONS;
TABLE OF CONTENTS.

(a) DIVISIONS.—This Act is organized
three divisions as follows:

(1) Division A—Department of Defense Au-
thorizations.

(2) Division B—Military Construction Author-
ieations.

(3) Division C—Department of Energy Na-
tional Security Authorizations and Other Au-
thorizations.

into
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(b) TABLE OF CONTENTS.—The table of con-
tents for this Act is as follows:
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Sec. 2. Organization of Act into divisions; table
of contents.

Sec. 3. Congressional defense committees de-
fined.

DIVISION A—DEPARTMENT OF DEFENSE
AUTHORIZATIONS

TITLE I—PROCUREMENT
Subtitle A—Authorization of Appropriations

Sec. 101. Army.
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Sec. 107.

Sec. 111.

Sec. 112.

Sec. 113.

Sec. 121.

Sec. 122.

Sec. 123.

Sec.
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Subtitle C—Ballistic Missile Defense
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waiver of required completion or
sequencing for joint professional
military education.

Extension and codification of author-
ity for recall of retired aviators to
active duty.

Grades for certain positions.

Reinstatement of authority to reduce
three-year time-in-grade require-
ment for retirement in grade for
officers in grades above major and
lieutenant commander.

Authority to require that an officer
take leave pending review of a
recommendation for removal by a
board of inquiry.

Sec.

Sec. 502.

Sec. 503.

504.
505.

Sec.
Sec.

Sec. 506.

Subtitle B—Reserve Component Management

Sec. 511. Reviews of National Guard strength
accounting and management and
other issues.

Courts-martial for the National Guard
when not in Federal service.

Fiscal year 2003 funding for military
personnel costs of reserve compo-
nent Special Operations Forces
personnel engaged in humani-
tarian assistance activities relat-
ing to clearing of landmines.

Use of Reserves to perform duties re-
lating to defense against ter-
rorism.

Repeal of prohibition on use of Air
Force Reserve AGR personnel for
Air Force base security functions.

Sec. 512.

Sec. 513.

514.

Sec.

Sec. 515.
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Subtitle C—Reserve Component Officer
Personnel Policy

Sec. 521. Eligibility for consideration for pro-
motion to grade of major general
for certain reserve component
brigadier generals who do not
otherwise qualify for consider-
ation for promotion wunder the
one-year rule.

Sec. 522. Authority for limited extension of med-
ical deferment of mandatory re-
tirement or separation of reserve
component officers.

Subtitle D—Enlistment, Education, and
Training Programs

Sec. 531. Enlistment incentives for pursuit of
skills to facilitate national serv-
ice.

532. Authority for phased increase to 4,400
in authorized strengths for the
service academies.

533. Enhancement of reserve component
delayed training program.

534. Review of Armed Forces programs for
preparation for, participation in,
and conduct of athletic competi-
tions.

535. Repeal of bar to eligibility of Army
College First program participants
for benefits under student loan re-
payment program.

Subtitle E—Decorations, Awards, and

Commendations

541. Waiver of time limitations for award of
Army Distinguished-Service Cross
to certain persons.

542. Option to convert award of Armed
Forces Ezxpeditionary Medal
awarded for Operation Frequent
Wind to Vietnam Service Medal.

543. Korea Defense Service Medal.

544. Commendation of military chaplains.

Subtitle F—Administrative Matters

551. Staffing and funding for Defense Pris-
oner of War/Missing Personnel
Office.

552. Three-year freeze on reductions of per-
sonnel of agencies responsible for
review and correction of military
records.

553. Authority for acceptance of voluntary
services of individuals as proctors
for administration of Armed Serv-
ices Vocational Aptitude Battery
test.

Sec. 554. Extension of temporary early retire-

ment authority.
Subtitle G—Matters Relating to Minorities
and Women in the Armed Forces

Sec. 561. Surveys of racial and ethnic issues
and of gender issues in the Armed
Forces.

Annual report on status of female
members of the Armed Forces.
Wear of abayas by female members of
the Armed Forces in Saudi Ara-

bia.
Subtitle H—Benefits

Department of Defense support for
persons participating in military
funeral honors details.

Emergency leave of absence program.

Enhanced flexibility in medical loan
repayment program.

Destinations authorized for Govern-
ment paid transportation of en-
listed personnel for rest and recu-
peration absence upon extending
duty at designated locations over-
seas.

Vehicle storage in liew of transpor-
tation when member is ordered to
a nonforeign duty station outside
continental United States.
Subtitle I—Reports

Quadrennial quality of life review.

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.
Sec.

Sec.

Sec.

Sec.

Sec. 562.

Sec. 563.

Sec. 571.

572.
573.

Sec.
Sec.

Sec. 574.

Sec. 575.

Sec. 581.
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Sec. 582. Report on desirability and feasibility
of consolidating separate courses
of basic instruction for judge ad-
vocates.

Sec. 583. Reports on efforts to resolve status of
Captain Michael Scott Speicher,
United States Navy.

Sec. 584. Report on volunteer services of mem-
bers of the reserve components in
emergency response to the ter-
rorist attacks of September 11,
2001.

TITLE VI—COMPENSATION AND OTHER
PERSONNEL BENEFITS
Subtitle A—Pay and Allowances

Sec. 601. Increase in basic pay for fiscal year
2003.

602. Basic allowance for housing in cases
of low-cost or no-cost moves.

603. Rate of basic allowance for subsistence
for enlisted personnel occupying
single Govermment quarters with-
out adequate availability of
meals.

Subtitle B—Bonuses and Special and

Incentive Pays

One-year extension of certain bonus
and special pay authorities for re-
serve forces.

One-year extension of certain bonus
and special pay authorities for
certain health care professionals.

One-year extension of special pay and
bonus authorities for nuclear offi-
cers.

One-year extension of other bonus and
special pay authorities.

Increase in maximum rates for certain
special pays, bonuses, and finan-
cial assistance for health care
professionals.

Assignment incentive pay.

Increase in maximum rates for prior
service enlistment bonus.

Retention incentives for health care
professionals qualified in a crit-
ical military skill.

Subtitle C—Travel and Transportation
Allowances

Sec. 621. Extension of leave travel deferral pe-
riod for members performing con-
secutive overseas tours of duty.

Sec. 622. Transportation of motor vehicles for
members reported missing.

Subtitle D—Retired Pay and Survivor Benefits

Sec. 631. Permanent reduction from eight to six
in number of years of reserve serv-
ice required for eligibility for re-
tired pay for nmon-regular service.

Increased retired pay for enlisted Re-
serves credited with extraordinary
heroism.

Elimination of possible inversion in re-
tired pay cost-of-living adjust-
ment for initial COLA computa-
tion.

Technical revisions to  so-called
“forgotten widows’ annuity pro-
gram.

Expansion of authority of Secretary of
Defense to waive time limitations
on claims against the Government
for military personnel benefits.

Special compensation for certain com-
bat-related disabled uniformed
services retirees.

Subtitle E—Montgomery GI Bill

641. Time limitation for use of Montgomery
GI Bill entitlement by members of
the Selected Reserve.

642. Repayment requirements under Re-
serve Component Montgomery GI
Bill arising from failure to partici-
pate satisfactorily in military
service to be considered debts
owed to the United States.

Sec.

Sec.

Sec. 611.

Sec. 612.

Sec. 613.

Sec. 614.

Sec. 615.

616.
617.

Sec.
Sec.

Sec. 618.

Sec. 632.

Sec. 633.

Sec. 634.

Sec. 635.

Sec. 636.

Sec.

Sec.
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Sec. 643. Technical adjustments to authority for
certain  members to transfer
educational  assistance  under
Montgomery GI Bill to depend-
ents.

Subtitle F—Other Matters

Payment of interest on student loans.

Additional authority to provide assist-
ance for families of members of
the Armed Forces.

Repeal of authority for acceptance of
honoraria by personnel at certain
Department of Defense schools.

Addition of definition of continental
United States in title 37.

TITLE VII—HEALTH CARE PROVISIONS

Subtitle A—Health Care Program
Improvements

Sec. 701. Elimination of  requirement  for
TRICARE preauthorization of in-
patient mental health care for
medicare-eligible beneficiaries.

Continued TRICARE eligibility of de-
pendents residing at remote loca-
tions after departure of sponsors
for unaccompanied assignments
and eligibility of dependents of re-
serve component members ordered
to active duty.

Eligibility of surviving dependents for
TRICARE dental program benefits
after discontinuance of former en-
rollment.

Department of Defense Medicare-Eligi-
ble Retiree Health Care Fund.
Approval of medicare providers as

TRICARE providers.

Technical corrections relating to tran-
sitional health care for members
separated from active duty.

Extension of temporary authority to
enter into personal services con-
tracts for the performance of
health care responsibilities at lo-
cations other than military med-
ical treatment facilities.

Access to health care services for bene-
ficiaries eligible for TRICARE and
Department of Veterans Affairs
health care.

Disclosure of information on Project
112 to Department of Veterans Af-
fairs.

Subtitle B—Reports

Claims information.

Comptroller General report on provi-
sion of care under the TRICARE
program.

Sec. 713. Repeal of report requirement.

Subtitle C—Department of Defense-Depart-
ment of Veterans Affairs Health Resources
Sharing

Sec. 721. Revised coordination and
guidelines.

Health care resources sharing and co-
ordination project.

Report on improved coordination and
sharing of health care and health
care resources following domestic
acts of terrorism or domestic use
of weapons of mass destruction.

Interoperability of Department of Vet-
erans Affairs and Department of
Defense pharmacy data systems.

Joint pilot program for providing grad-
uate medical education and train-
ing for physicians.

Repeal of certain limits on Department
of Veterans Affairs resources.
TITLE VIII—ACQUISITION POLICY, ACQUI-
AND RELATED

651.
652.

Sec.
Sec.

Sec. 653.

Sec. 654.

Sec. 702.

Sec. 703.

Sec. 704.

Sec. 705.

Sec. 706.

Sec. 707.

Sec. 708.

Sec. 709.

711.
712.

Sec.
Sec.

sharing
Sec. 722.

Sec. 723.

Sec. 724.

Sec. 725.

Sec. 726.

SITION MANAGEMENT,
MATTERS
Subtitle A—Acquisition Policy and
Management
Sec. 801. Buy-to-budget acquisition of end
items.
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Report to Congress on evolutionary
acquisition of major defense ac-
quisition programs.

Spiral development under major de-
fense acquisition programs.

Improvement of software acquisition
processes.

Performance goals for procuring serv-
ices pursuant to multiple award
contracts.

Rapid acquisition and deployment
procedures.

Quick-reaction special projects acqui-
sition team.

Sec. 802.

Sec. 803.

Sec. 804.

Sec. 805.

Sec. 806.

Sec. 807.

Subtitle B—Amendments to General Con-
tracting Authorities, Procedures, and Limi-
tations

Sec. 811. Limitation period for task and delivery

order contracts.

Sec. 812. One-year extension of program apply-
ing simplified procedures to cer-
tain commercial items; report.

Extension and improvement of per-
sonnel demonstration policies and
procedures applicable to the civil-
ian acquisition workforce.

Past performance given significant
weight in renewal of procurement
technical assistance cooperative
agreements.

Increased maximum amount of assist-
ance for tribal organizations or
economic enterprises carrying out
procurement technical assistance
programs in two or more Sservice
areas.

Extension of contract goal for small
disadvantaged businesses and cer-
tain institutions of higher edu-
cation.

Grants of exceptions to cost or pricing
data certification requirements
and waivers of cost accounting
standards.

Timing of certification in connection
with waiver of survivability and
lethality testing requirements.

Contracting with Federal Prison In-
dustries.

820. Revisions to multiyear contracting au-

thority.

Subtitle C—Acquisition-Related Reports and
Other Matters

Sec. 821. Evaluation of training, knowledge,
and resources regarding negotia-
tion of intellectual property ar-
rangements.

Independent technology readiness as-
sessments.

Extension and amendment of require-
ment for annual report on defense
commercial pricing management
improvement.

Assessment of purchases of products
and services through contracts
with other Federal departments
and agencies.

Repeal of certain requirements and
Comptroller General reviews of
the requirements.

Multiyear procurement authority for
purchase of dinitrogen tetroxide,
hydrazine, and hydrazine-related
products.

Multiyear procurement authority for
environmental services for mili-
tary installations.

Report on effects of Army Contracting
Agency.

Authorization to take actions to cor-
rect the industrial resource short-
fall for radiation-hardened elec-
tronics.

Sec. 813.

Sec. 814.

Sec. 815.

Sec. 816.

Sec. 817.

Sec. 818.

Sec. 819.

Sec.

Sec. 822.

Sec. 823.

Sec. 824.

Sec. 825.

Sec. 826.

Sec. 827.

Sec. 828.

Sec. 829.
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TITLE IX—DEPARTMENT OF DEFENSE
ORGANIZATION AND MANAGEMENT

Subtitle A—Duties and Functions of
Department of Defense Officers

Sec. 901. Under Secretary of Defense for Intel-

ligence.

902. Reorganization of Office of Secretary
of Defense for administration of
duties relating to homeland de-
fense and combating terrorism.

Subtitle B—Space Activities

Oversight of acquisition for defense
space programs.

Report regarding assured access to
space for the United States.
Subtitle C—Reports

Report on establishment of United
States Northern Command.

Time for submittal of report on Quad-
rennial Defense Review.

National defense mission of Coast
Guard to be included in future
Quadrennial Defense Reviews.

Report on establishment of a Joint Na-
tional Training Complex and joint
opposing forces.

Subtitle D—Other Matters

Authority to accept gifts for National
Defense University.

Western Hemisphere Institute for Se-
curity Cooperation.

Conforming amendment to reflect dis-
establishment of Department of
Defense Consequence Manage-
ment Program Integration Office.

934. Increase in number of Deputy Com-

mandants of the Marine Corps.

TITLE X—GENERAL PROVISIONS
Subtitle A—Financial Matters

1001. Transfer authority.

1002. Authorization of supplemental appro-
priations for fiscal year 2002.

United States contribution to NATO
common-funded budgets in fiscal
year 2003.

Development and implementation of
financial management enterprise
architecture.

Accountable officials in the Depart-
ment of Defense.

Uniform standards throughout De-
partment of Defense for exposure
of personnel to pecuniary liability
for loss of Government property.

Improvements in purchase card man-
agement.

Improvements in travel card manage-
ment.

Clearance of certain transactions re-
corded in Treasury suspense ac-
counts and resolution of certain
check issuance discrepancies.

Authorization of funds for ballistic
missile defense programs or com-
bating terrorism programs of the
Department of Defense.

Sec. 1011. Reduction in overall authorization

due to inflation savings.
Subtitle B—Naval Vessels and Shipyards
Sec. 1021. Number of Navy combatant surface
vessels in active and reserve serv-
ice.

Sec. 1022. Annual long-range plan for the con-
struction of naval vessels.

Assessment of the feasibility of the
expedited equipping of a Navy
ship with a version of the 155-mil-
limeter Advanced Gun System.

Report on initiatives to increase oper-
ational days of Navy ships.

Ship combat system industrial base.

Sense of Congress concerning aircraft
carrier force structure.

Conveyance, Navy drydock, Port-
land, Oregon.

Sec.

Sec. 911.

Sec. 912.

Sec. 921.

Sec. 922.

Sec. 923.

Sec. 924.

Sec. 931.

Sec. 932.

Sec. 933.

Sec.

Sec.
Sec.

Sec. 1003.

Sec. 1004.

Sec. 1005.

Sec. 1006.

Sec. 1007.

Sec. 1008.

Sec. 1009.

Sec. 1010.

Sec. 1023.

Sec. 1024.

1025.
1026.

Sec.
Sec.

Sec. 1027.
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Subtitle C—Strategic Matters

Sec. 1031. Strategic force structure plan for nu-
clear weapons and delivery sys-
tems.

Annual report on weapons to defeat
hardened and deeply buried tar-
gets.

Report on effects of nuclear earth-
penetrator weapon and other
weapons.

Subtitle D—Reports

Repeal and modification of various
reporting requirements applicable
to the Department of Defense.

Requirement that Department of De-
fense reports to Congress be ac-
companied by electronic version.

Annual report on the conduct of mili-
tary operations conducted as part
of Operation Enduring Freedom.

Report on efforts to ensure adequacy
of fire fighting staffs at military
installations.

Report on designation of certain Lou-
isiana highway as Defense Access
Road.

Subtitle E—Extension of Expiring Authorities

Sec. 1051. Extension of authority for Secretary
of Defense to sell aircraft and air-
craft parts for use in responding
to oil spills.

1052. Six-month extension of expiring Gov-
ernmmentwide information security
requirements; continued applica-
bility of expiring Governmentwide
information security requirements
to the Department of Defense.

1053. Two-year extension of authority of
the Secretary of Defense to en-
gage in commercial activities as
security for intelligence collection
activities abroad.

Subtitle F—Other Matters

1061. Time for transmittal of annual de-
fense authorization legislative
proposal.

1062. Technical and clerical amendments.

1063. Use for law enforcement purposes of
DNA samples maintained by De-
partment of Defense for identi-
fication of human remains.

1064. Enhanced authority to obtain foreign
language services during periods
of emergency.

1065. Rewards for assistance in combating
terrorism.

1066. Provision of space and services to
military welfare societies.

1067. Prevention and mitigation of corro-
sion of military equipment and in-
frastructure.

1068. Transfer of historic DF-9E Panther
aircraft to Women Airforce Serv-
ice Pilots Museum.

1069. Increase in amount authoriced to be
expended for Department of De-
fense program to commemorate
50th anniversary of the Korean
War.

TITLE XI—DEPARTMENT OF DEFENSE
CIVILIAN PERSONNEL

Sec. 1101. Eligibility of Department of Defense
nonappropriated fund employees
for long-term care insurance.

Sec. 1102. Extension of Department of Defense
authority to make lump-sum sev-
erance payments.

Sec. 1103. Continuation of Federal Employee
Health Benefits Program eligi-
bility.

Sec. 1104. Certification for Department of De-
fense professional accounting po-
sitions.

Sec. 1032.

Sec. 1033.

Sec. 1041.

Sec. 1042.
Sec. 1043.
1044.

Sec.

Sec. 1045.

Sec.

Sec.

Sec.

Sec.
Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.
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TITLE XII—MATTERS RELATING TO OTHER
NATIONS

Authority to provide administrative
services and support for coalition
liaison officers.

Authority to pay for certain travel of
defense personnel of countries
participating in NATO Partner-
ship for Peace program.

Limitation on funding for Joint Data
Exchange Center in Moscow.

Support of United Nations-sponsored
efforts to inspect and monitor
Iraqi weapons activities.

Comprehensive annual report to Con-
gress on coordination and inte-
gration of all United States non-
proliferation activities.

Report requirement regarding Rus-
sian proliferation to Iran and
other countries of proliferation
concern.

Monitoring of implementation of 1979
agreement between the United
States and China on cooperation
in science and technology.

Ezxtension of certain
counterproliferation activities and
programs.

Semiannual report by Director of
Central Intelligence on contribu-
tions by foreign persons to efforts
by countries of proliferation con-
cern to obtain weapons of mass
destruction and their delivery sys-
tems.

Report on feasibility and advisability
of senior officer exchanges be-
tween the Armed Forces of the
United States and the military
forces of Taiwan.

Sec. 1211. Report on United States force struc-

ture in the Pacific.

TITLE XIII—COOPERATIVE THREAT RE-
DUCTION WITH STATES OF THE FORMER
SOVIET UNION

Sec. 1301. Specification of Cooperative Threat
Reduction programs and funds.

Funding allocations.

Prohibition against use of funds until
submission of reports.

Report on use of revenue generated
by activities carried out under Co-
operative Threat Reduction pro-
grams.

Prohibition against use of funds for
second wing of fissile material
storage facility.

Limited waiver of restrictions on use
of funds for threat reduction in
states of the former Soviet Union.

TITLE XIV—HOMELAND SECURITY

1401. Transfer of technology items and
equipment in support of homeland
security.

1402. Comprehensive plan for improving
the preparedness of military in-
stallations for terrorist incidents.

1403. Additional Weapons of Mass Destruc-
tion Civil Support Teams.

1404. Report on the role of the Department
of Defense in supporting home-
land security.

1405. Sense of Congress on Department of
Defense assistance to local first
responders.

TITLE XV—AUTHORIZATION OF APPRO-

PRIATIONS FOR THE WAR ON TER-
RORISM

Sec. 1501. Authorization of appropriations for
continued operations for the war
on terrorism.

Sec. 1502. Mobilization and personnel.

Sec. 1503. Operations.

Sec. 1504. Equipment replacement and enhance-
ment.

Sec. 1201.

Sec. 1202.

Sec. 1203.

Sec. 1204.

Sec. 1205.

Sec. 1206.

Sec. 1207.

Sec. 1208.

Sec. 1209.

Sec. 1210.

1302.
1303.

Sec.
Sec.

Sec. 1304.

Sec. 1305.

Sec. 1306.

Sec.

Sec.

Sec.

Sec.

Sec.
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Sec. 1505. Classified activities.

Sec. 1506. Procurement of munitions.

Sec. 1507. Discretionary restoration of author-
izations of appropriations reduced
for management efficiencies.

Sec. 1508. General provisions applicable to
transfers.
DIVISION B—MILITARY CONSTRUCTION
AUTHORIZATIONS

Sec. 2001. Short title.
TITLE XXI—ARMY

Sec. 2101. Authorized Army construction and
land acquisition projects.

Sec. 2102. Family housing.

Sec. 2103. Improvements to military family
housing units.

Sec. 2104. Authorization of  appropriations,
Army.

Sec. 2105. Modification of authority to carry
out certain fiscal year 2002
projects.

Sec. 2106. Modification of authority to carry
out certain fiscal year 2001
project.

TITLE XXII—NAVY

Sec. 2201. Authorized Navy construction and
land acquisition projects.

Sec. 2202. Family housing.

Sec. 2203. Improvements to military family
housing units.

Sec. 2204. Authorization of  appropriations,
Navy.

Sec. 2205. Modification of authority to carry
out certain fiscal year 2002
projects.

TITLE XXIITI—AIR FORCE

Sec. 2301. Authorized Air Force construction
and land acquisition projects.

Sec. 2302. Family housing.

Sec. 2303. Improvements to military family
housing units.

Sec. 2304. Authorization of appropriations, Air
Force.

Sec. 2305. Authority for wuse of military con-
struction funds for construction
of public road near Aviano Air
Base, Italy, to replace road closed
for force protection purposes.

TITLE XXIV—DEFENSE AGENCIES

Sec. 2401. Authorized Defense Agencies con-
struction and land acquisition
projects.

Sec. 2402. Improvements to military family
housing units.

Sec. 2403. Energy conservation projects.

Sec. 2404. Authorization of appropriations, De-
fense Agencies.

Sec. 2405. Modification of authority to carry
out certain fiscal year 2000
project.

Sec. 2406. Modification of authority to carry
out certain fiscal year 1999
project.

Sec. 2407. Modification of authority to carry
out certain fiscal year 1997
project.

TITLE XXV—NORTH ATLANTIC TREATY
ORGANIZATION SECURITY INVESTMENT
PROGRAM

Sec. 2501. Authorized NATO construction and

land acquisition projects.

Sec. 2502. Authorization of appropriations,

NATO.
TITLE XXVI—GUARD AND RESERVE
FORCES FACILITIES
Sec. 2601. Authorized Guard and Reserve con-
struction and land acquisition
projects.
TITLE XXVII—EXPIRATION AND
EXTENSION OF AUTHORIZATIONS
Sec. 2701. Expiration of authorizations and
amounts required to be specified
by law.

Sec. 2702. Extension of authorizations of cer-

tain fiscal year 2000 projects.
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Sec. 2703. Extension of authorizations of cer-
tain fiscal year 1999 projects.

TITLE XXVIII—GENERAL PROVISIONS

Subtitle A—Military Construction Program
and Military Family Housing Changes
Sec. 2801. Lease of military family housing in

Korea.

Modification of alternative authority
for acquisition and improvement
of military housing.

Pilot housing privatization authority
for acquisition or construction of
military unaccompanied housing.

Repeal of source requirements for
family housing construction over-
seas.

Availability of energy cost savings re-
alized at military installations.
Subtitle B—Real Property and Facilities

Administration

Sec. 2811. Agreements to limit encroachments
and other constraints on military
training, testing, and operations.

2812. Conveyance of surplus real property
for natural resource conservation
purposes.

2813. Modification of demonstration pro-
gram on reduction in long-term
facility maintenance costs.

2814. Expanded authority to transfer prop-
erty at military installations to be
closed to persons who construct or
provide military family housing.

Subtitle C—Land Conveyances
PART I—ARMY CONVEYANCES

2821. Transfer of jurisdiction, Fort McClel-
lan, Alabama, to establish Moun-
tain Longleaf National Wildlife
Refuge.

Land conveyances, lands in Alaska
no longer required for National
Guard purposes.

Land conveyance, Sunflower Army
Ammunition Plant, Kansas.

Land conveyances, Bluegrass Army
Depot, Richmond, Kentucky.

Land conveyance, Fort Campbell,
Kentucky.

Land conveyance,
Training Center,
nesota.

Land conveyance, Fort Monmouth,
New Jersey.

Land conveyance, Fort Bliss, Texas.

Land conveyance, Fort Hood, Texas.

Land conveyances, Engineer Proving
Ground, Fort Belvoir, Virginia.

PART II—NAVY CONVEYANCES

2831. Land conveyance, Marine Corps Air
Station, Miramar, San Diego,
California.

Modification of authority for land
transfer and conveyance, Naval
Security Group Activity, Winter
Harbor, Maine.

Land conveyance, Westover Air Re-
serve Base, Massachusetts.

Land conveyance, Naval Station,
Newport, Rhode Island.

Land exchange and boundary adjust-
ments, Marine Corps Base,
Quantico, and Prince William
Forest Park, Virginia.

PART II1I—AIR FORCE CONVEYANCES

2841. Modification of land conveyance, Los
Angeles Air Force Base, Cali-
fornia.

2842. Land exchange, Buckley Air Force
Base, Colorado.

2843. Land conveyances, Wendover Air
Force Base Auxiliary Field, Ne-
vada.

Subtitle D—Other Matters

2851. Master plan for use of Navy Annex,
Arlington, Virginia.

Sec. 2802.

Sec. 2803.

Sec. 2804.

Sec. 2805.

Sec.

Sec.

Sec.

Sec.

Sec. 2822.

Sec. 2823.

Sec. 2824.

Sec. 2825.

Sec. 2826. Army  Reserve

Buffalo, Min-
Sec. 2827.
2828.

2829.
2830.

Sec.
Sec.
Sec.

Sec.

Sec. 2832.

Sec. 2833.
Sec. 2834.

Sec. 2835.

Sec.

Sec.

Sec.

Sec.
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Sec. 2852. Sale of excess treated water and
wastewater treatment capacity,
Marine Corps  Base, Camp
Lejeune, North Carolina.

Sec. 2853. Conveyance of real property, Adak
Naval Complex, Alaska, and re-
lated land conveyances.

Sec. 2854. Special requirement for adding mili-
tary installation to closure list.

DIVISION C—DEPARTMENT OF ENERGY

NATIONAL SECURITY AUTHORIZATIONS

AND OTHER AUTHORIZATIONS

TITLE XXXI—DEPARTMENT OF ENERGY
NATIONAL SECURITY PROGRAMS

Subtitle A—National Security Programs
Authorizations

National Nuclear Security Adminis-
tration.

Defense environmental management.

3103. Other defense activities.

3104. Defense nuclear waste disposal.

Subtitle B—Program Authorizations,
Restrictions, and Limitations

3141. Annual assessments and reports to
the President and Congress re-
garding the condition of the
United States nuclear weapons
stockpile.

Plans for achieving enhanced readi-
ness posture for resumption by the
United States of underground nu-
clear weapons tests.

Requirements for specific request for
new or modified nuclear weapons.

Database to track mnotification and
resolution phases of Significant
Finding Investigations.

Defense environmental management
cleanup reform program.

Limitation on obligation of funds for
Robust Nuclear Earth Penetrator
program pending submission of re-
port.

Subtitle C—Proliferation Matters

3151. Transfer to National Nuclear Secu-
rity Administration of Department
of Defense’s Cooperative Threat
Reduction program relating to
elimination of weapons grade plu-
tonium production in Russia.

Repeal of requirement for reports on
obligation of funds for programs
on fissile materials in Russia.

Expansion of annual reports on sta-
tus of nuclear materials protec-
tion, control, and accounting pro-
grams.

Testing of preparedness for emer-
gencies involving nuclear, radio-
logical, chemical, or biological
weapons.

Cooperative program on research, de-
velopment, and demonstration of
technology regarding nuclear or
radiological terrorism.

Matters relating to the International
Materials  Protection, Control,
and Accounting program of the
Department of Energy.

Accelerated disposition of highly en-
riched uranium.

Strengthened international security
for nuclear materials and security
of nuclear operations.

Export control programs.

Plan for accelerated return of weap-
ons-usable nuclear materials.

Sense of Congress on amendment of
Convention on Physical Protec-
tion of Nuclear Materials.

Sense of Congress on program to se-
cure stockpiles of highly enriched
uranium and plutonium.

Subtitle D—Other Matters

Indemnification of Department of En-
ergy contractors.

Sec. 3101.
Sec.
Sec.
Sec.

3102.

Sec.

Sec. 3142.

Sec. 3143.

Sec. 3144.

Sec. 3145.

Sec. 3146.

Sec.

Sec. 3152.

Sec. 3153.

Sec. 3154.

Sec. 3155.

Sec. 3156.

Sec. 3157.

Sec. 3158.

3159.
3160.

Sec.
Sec.

Sec. 3161.

Sec. 3162.

Sec. 3171.
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Sec. 3172. Support for public education in the
vicinity of Los Alamos National
Laboratory, New Mexico.

Sec. 3173. Worker health and safety rules for
Department of Energy nuclear fa-
cilities.

Sec. 3174. Extension of authority to appoint
certain  scientific, engineering,
and technical personnel.

Sec. 3175. One-year extension of panel to assess
the reliability, safety, and secu-
rity of the United States nuclear
stockpile.

Sec. 3176. Report on status of environmental
management initiatives to accel-
erate the reduction of environ-
mental risks and challenges posed
by the legacy of the Cold War.

Subtitle E—Disposition of Weapons-Usable

Plutonium at Savannah River, South Caro-
lina

Sec. 3181. Findings.

Sec. 3182. Disposition of weapons-usable pluto-
nium at Savannah River Site.

Sec. 3183. Study of facilities for storage of plu-
tonium and plutonium materials
at Savannah River Site.

TITLE XXXII—DEFENSE NUCLEAR
FACILITIES SAFETY BOARD

Sec. 3201. Authorization.

TITLE XXXIII—NATIONAL DEFENSE
STOCKPILE

Sec. 3301. Authorized uses of National Defense
Stockpile funds.
TITLE XXXIV—NAVAL PETROLEUM
RESERVES

Sec. 3401. Authorization of appropriations.
TITLE XXXV—MARITIME ADMINISTRATION

Sec. 3501. Authorization of appropriations for
fiscal year 2003.

Sec. 3502. Authority to convey wvessel
SPHINX (ARL-24).

Sec. 3503. Independent analysis of title XI in-
surance guarantee applications.

Sec. 3504. Preparation as artificial reefs and
scrapping of obsolete vessels.

TITLE XXXVI—ATOMIC ENERGY DEFENSE

PROVISIONS

Sec. 3601. Short title.
Subtitle A—[Reserved]

Subtitle B—Department of Energy National
Security Authorizations General Provisions
Sec. 3620. Definitions.
Sec. 3621. Reprogramming.
Sec. 3622. Minor construction projects.
Sec. 3623. Limits on construction projects.
Sec. 3624. Fund transfer authority.
Sec. 3625. Conceptual and construction design.
Sec. 3626. Authority for emergency planning,
design, and construction activi-
ties.
Scope of authority to carry out plant
projects.
Availability of funds.
Transfer of defense environmental
management funds.
Transfer of weapons activities funds.
Funds available for all national secu-
rity programs of the Department
of Energy.
SEC. 3. CONGRESSIONAL DEFENSE COMMITTEES
DEFINED.
For purposes of this Act, the term
“‘congressional defense committees’’ means—
(1) the Committee on Armed Services and the
Committee on Appropriations of the Senate; and
(2) the Committee on Armed Services and the
Committee on Appropriations of the House of
Representatives.
DIVISION A—DEPARTMENT OF DEFENSE
AUTHORIZATIONS

TITLE I—PROCUREMENT
Subtitle A—Authorization of Appropriations
Sec. 101. Army.

USsS

Sec. 3627.

3628.
3629.

Sec.
Sec.

3630.
3631.

Sec.
Sec.
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Sec. 102. Navy and Marine Corps.

Sec. 103. Air Force.

Sec. 104. Defense-wide activities.

Sec. 105. Defense Inspector General.

Sec. 106. Chemical Agents and Munitions De-
struction, Defense.

Sec. 107. Defense health programs.

Subtitle B—Army Programs

Sec. 111. Pilot program on sales of manufac-
tured articles and services of cer-
tain  Army industrial facilities
without regard to availability
from domestic sources.

Sec. 112. Report on impact of Army aviation
modernization plan on the Army
National Guard.

Sec. 113. Family of Medium Tactical Vehicles.

Subtitle C—Navy Programs

Sec. 121. Extension of multiyear procurement
authority for DDG-51 class de-
stroyers.

Sec. 122. Sense of Congress on scope of conver-
sion program for Ticonderoga-
class cruisers.

Sec. 123. Continuation of contract for operation
of Champion-class T-5 fuel tanker
vessels.

Subtitle D—Air Force Programs

Sec. 131. Multiyear procurement authority for
C-130J aircraft program.

Sec. 132. Pathfinder programs.

Sec. 133. Leases for tanker aircraft under
multiyear aircraft-lease pilot pro-
gram.

Subtitle E—Other Programs

Sec. 141. Destruction of existing stockpile of le-
thal chemical agents and muni-
tions.

Sec. 142. Report on unmanned aerial vehicle
systems.

Sec. 143. Global Information Grid system.

Subtitle A—Authorization of Appropriations
SEC. 101. ARMY.

Funds are hereby authorized to be appro-
priated for fiscal year 2003 for procurement for
the Army as follows:

(1) For aircraft, $2,186,296,000.

(2) For missiles, $1,152,299,000.

(3) For weapons and tracked combat vehicles,
$2,276,751,000.

(4) For ammunition, $1,229,533,000.

(5) For other procurement, $5,857,814,000.

SEC. 102. NAVY AND MARINE CORPS.

(a) NAVY.—Funds are hereby authorized to be
appropriated for fiscal year 2003 for procure-
ment for the Navy as follows:

(1) For aircraft, $8,979,275,000.

(2) For weapons, including missiles and tor-
pedoes, $2,375,349,000.

(3) For shipbuilding
$9,111,023,000.

(4) For other procurement, $4,494,754,000.

(b) MARINE CORPS.—Funds are hereby author-
ized to be appropriated for fiscal year 2003 for
procurement for the Marine Corps in the
amount of $1,355,491,000.

(¢c) NAVY AND MARINE CORPS AMMUNITION.—
Funds are hereby authorized to be appropriated
for fiscal year 2003 for procurement of ammuni-
tion for the Navy and the Marine Corps in the
amount of $1,170,750,000.

SEC. 103. AIR FORCE.

Funds are hereby authoriced to be appro-
priated for fiscal year 2003 for procurement for
the Air Force as follows:

(1) For aircraft, $12,676,505,000.

(2) For missiles, $3,504,139,000.

(3) For ammunition, $1,290,764,000.

(4) For other procurement, $10,846,048,000.
SEC. 104. DEFENSE-WIDE ACTIVITIES.

Funds are hereby authoriced to be appro-
priated for fiscal year 2003 for Defense-wide pro-
curement in the amount of $3,691,604,000.

SEC. 105. DEFENSE INSPECTOR GENERAL.

Funds are hereby authorized to be appro-

priated for fiscal year 2003 for procurement for

and  conversion,
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the Inspector General of the Department of De-

fense in the amount of $2,000,000.

SEC. 106. CHEMICAL AGENTS AND MUNITIONS DE-
STRUCTION, DEFENSE.

There is hereby authorized to be appropriated
for fiscal year 2003 the amount of $1,490,199,000
for—

(1) the destruction of lethal chemical agents
and munitions in accordance with section 1412
of the Department of Defense Authorication
Act, 1986 (50 U.S.C. 1521); and

(2) the destruction of chemical warfare mate-
riel of the United States that is not covered by
section 1412 of such Act.

SEC. 107. DEFENSE HEALTH PROGRAMS.

Funds are hereby authoriced to be appro-
priated for fiscal year 2003 for the Department
of Defense for procurement for carrying out
health care programs, projects, and activities of
the Department of Defense in the total amount
of $278,742,000.

Subtitle B—Army Programs
SEC. 111. PILOT PROGRAM ON SALES OF MANU-
FACTURED ARTICLES AND SERVICES
OF CERTAIN ARMY INDUSTRIAL FA-
CILITIES WITHOUT REGARD TO
AVAILABILITY FROM DOMESTIC
SOURCES.

(a) EXTENSION OF PROGRAM.—Subsection (a)
of section 141 of the National Defense Author-
ieation Act for Fiscal Year 1998 (Public Law
105-85; 10 U.S.C. 4543 note) is amended by strik-
ing “‘through 2002’ in the first sentence and in-
serting ‘‘through 2004.

(b) USE OF OVERHEAD FUNDS MADE SURPLUS
BY SALES.—Such section is further amended—

(1) by striking subsection (d);

(2) by redesignating subsection (c) as sub-
section (d); and

(3) by inserting after subsection (b) the fol-
lowing new subsection (c):

““(c) TRANSFER OF CERTAIN SUMS.—For each
Army industrial facility participating in the
pilot program that sells manufactured articles
and services in a total amount in excess of
$20,000,000 in any fiscal year, the amount equal
to one-half of one percent of such total amount
shall be transferred from the sums in the Army
Working Capital Fund for unutiliced plant ca-
pacity to appropriations available for the fol-
lowing fiscal year for the demilitarization of
conventional ammunition by the Army.”’.

(c) UPDATE OF INSPECTOR GENERAL’S RE-
VIEW.—The Inspector General of the Department
of Defense shall review the experience under the
pilot program carried out under such section 141
and, not later than July 1, 2003, submit to Con-
gress a report on the results of the review. The
report shall contain the views, information, and
recommendations called for under subsection (d)
of such section (as redesignated by subsection
(b)(2)). In carrying out the review and pre-
paring the report, the Inspector General shall
take into consideration the report submitted to
Congress under such subsection (as so redesig-
nated).

SEC. 112. REPORT ON IMPACT OF ARMY AVIATION
MODERNIZATION PLAN ON THE
ARMY NATIONAL GUARD.

(a) REPORT BY CHIEF OF THE NATIONAL GUARD
BUREAU.—The Chief of the National Guard Bu-
reau shall submit to the Chief of Staff of the
Army a report on the requirements for Army Na-
tional Guard aviation. The report shall include
the following:

(1) An analysis of the impact of the Army
Aviation Modernization Plan on the ability of
the Army National Guard to conduct its avia-
tion missions.

(2) The plan under that aviation moderniza-
tion plan for the transfer of aircraft from the
active component of the Army to the Army re-
serve components, including a timeline for those
transfers.

(3) The progress, as of January 1, 2003, in car-
rying out the transfers under the plan referred
to in paragraph (2).
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(4) An evaluation of the suitability and cost
effectiveness of existing Commercial Off The
Shelf light utility helicopters for performance of
Army National Guard utility aviation missions.

(b) COMMENTS AND RECOMMENDATIONS BY
CHIEF OF STAFF OF THE ARMY.—Not later than
February 1, 2003, the Chief of Staff of the Army
shall submit to the Committee on Armed Services
of the Senate and the Committee on Armed Serv-
ices of the House of Representatives the report
received under subsection (a), together with any
comments and recommendations that the Chief
of Staff considers appropriate on the matters
covered in the report.

SEC. 113. FAMILY OF MEDIUM TACTICAL VEHI-
CLES.

(a) MULTIYEAR PROCUREMENT AUTHORITY.—
Beginning with the fiscal year 2003 program
year, the Secretary of the Army may, in accord-
ance with section 2306b of title 10, United States
Code, enter into a multiyear contract for the
procurement of vehicles under the Family of
Medium Tactical Vehicles program, subject to
subsection (b).

(b) LIMITATION.—The Secretary of the Army
may not enter into a multiyear contract for the
procurement of vehicles in the Family of Me-
dium Tactical Vehicles authorized by subsection
(a) until the Secretary submits to the congres-
sional defense committees a written certification
that—

(1) all key performance parameters required in
the initial operational test and evaluation for
that program have been met; and

(2) the total cost through the use of such
multiyear contract of the procurement of the
number of vehicles to be procured under such
contract is at least 10 percent less than the total
cost of the procurement of the same number of
such vehicles through the use of successive one-
year contracts.

(c) WAIVER AUTHORITY.—The Secretary of De-
fense may waive subsection (b)(2) if the Sec-
retary—

(1) determines that using a multiyear contract
for the procurement of vehicles under the Fam-
ily of Medium Tactical Vehicles program is in
the national security interests of the United
States;

(2) certifies that the Army cannot achieve the
savings specified in subsection (b)(2); and

(3) submits to the congressional defense com-
mittees, in writing, a notification of the waiver
together with a report describing the reasons
why the use of a multiyear contract for such
procurement is in the national security interests
of the United States and why the Army cannot
achieve a 10 percent savings of the total antici-
pated costs of carrying out the program through
a multiyear contract.

Subtitle C—Navy Programs

SEC. 121. EXTENSION OF MULTIYEAR PROCURE-
MENT AUTHORITY FOR DDG-51
CLASS DESTROYERS.

Section 122(b) of the National Defense Author-
ization Act for Fiscal Year 1997 (Public Law
104-201; 110 Stat. 2446), as amended by section
122 of Public Law 106-65 (113 Stat. 534) and sec-
tion 122(a) of the Floyd D. Spence National De-
fense Authorization Act for Fiscal Year 2001 (as
enacted into law by Public Law 106-398; 114
Stat. 16564A4-24), is further amended by striking
“October 1, 2005 in the first sentence and in-
serting “‘October 1, 2007"°.

SEC. 122. SENSE OF CONGRESS ON SCOPE OF
CONVERSION PROGRAM FOR TICON-
DEROGA-CLASS CRUISERS.

It is the sense of Congress that the Secretary
of the Navy should maintain the scope of the
conversion program for the Ticonderoga class of
cruisers so that the program—

(1) covers all 27 ships in that class of cruisers;
and

(2) provides for modernizing each of those
ships to include an appropriate mix of upgrades
to ships’ capabilities for theater missile defense,
naval fire support, and air dominance.
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SEC. 123. CONTINUATION OF CONTRACT FOR OP-
ERATION OF CHAMPION-CLASS T-5
FUEL TANKER VESSELS.

The Department of the Navy contract in effect
on the date of the enactment of this Act for the
operation of five Champion-class T-5 fuel tank-
er vessels shall continue in effect with respect to
the operation of each such vessel until the com-
pletion of the term of the contract or, if sooner
for any such vessel, until the vessel is no longer
used for purposes of the Military Sealift Com-
mand or any other Navy purpose.

Subtitle D—Air Force Programs
SEC. 131. MULTIYEAR PROCUREMENT AUTHORITY
FOR C-130J AIRCRAFT PROGRAM.

(a) MULTIYEAR AUTHORITY.—Beginning with
the fiscal year 2003 program year, the Secretary
of the Air Force may, in accordance with section
23060 of title 10, United States Code, enter into
a multiyear contract for procurement of up to 40
C-130J aircraft in the CC-130J configuration
and up to 24 C-130J aircraft in the KC-130J con-
figuration. Notwithstanding subsection (k) of
such section, such a contract may be for a pe-
riod of six program years.

(b) LIMITATION.—The Secretary of the Air
Force may not enter into a contract authorized
by subsection (a) until—

(1) testing of the CC-130J aircraft for quali-
fication for use in assault operations has been
completed by the Air Force Flight Test Center;
and

(2) Block 5.3 software upgrades have been in-
stalled on all C-130J and CC-130J aircraft in the
inventory of the Air Force.

SEC. 132. PATHFINDER PROGRAMS.

(a) PATHFINDER PROGRAMS.—Not later than
February 1, 2003, the Secretary of the Air Force
shall submit to the congressional defense com-
mittees a list of Air Force programs that the Sec-
retary has designated as acquisition reform
pathfinder programs (hereinafter in this section
referred to as ‘‘pathfinder programs’’).

(b) OVERSIGHT OF PATHFINDER PROGRAMS.—
The Secretary of Defense shall ensure that the
Under Secretary of Defense for Acquisition,
Technology and Logistics, the Director of Oper-
ational Test and Evaluation, and the Joint Re-
quirements Owversight Council maintain over-
sight over each pathfinder program that quali-
fies as a major defense acquisition program
under section 2430 of title 10, United States
Code.

(¢c) REPORT ON PATHFINDER PROGRAMS.—(1)
Not later than March 15, 2003, the Secretary of
the Air Force shall submit to the congressional
defense committees a report on pathfinder pro-
grams. For each such program, the report shall
include a description of the following:

(A) The management approach for that pro-
gram and how that approach will result in a
disciplined, affordable and well-managed acqui-
sition program.

(B) The acquisition strategy for that program
and how that acquisition strategy responds to
approved operational requirements.

(C) The test and evaluation plan for that pro-
gram and how that plan will provide adequate
assessment of each pathfinder program.

(D) The manner in which the acquisition plan
for that program considers cost, schedule, and
technical risk.

(E) The manner in which any innovative busi-
ness practices developed as a result of participa-
tion in the program could be applied to other ac-
quisition programs, and any impediments to ap-
plication of such practices to other programs.

(2) For each such program, the report shall
also set forth the following:

(A) The manner in which the Under Secretary
of Defense for Acquisition, Technology, and Lo-
gistics will be involved in the development, over-
sight, and approval of the program’s manage-
ment approach, acquisition strategy, and acqui-
sition approach.

(B) The manner in which the Director of
Operational Test and Evaluation will be in-

H8099

volved in the development, oversight, and ap-
proval of the program’s test and evaluation
plan.

(C) The manner in which an independent cost
estimate for the program will be developed by
the Office of the Secretary of Defense.

(d) APPLICABILITY OF SPIRAL DEVELOPMENT
SECTION.—Nothing in this section shall be con-
strued to exempt any pathfinder program from
the application of any provision of section
803(c).

SEC. 133. LEASES FOR TANKER AIRCRAFT UNDER
MULTIYEAR AIRCRAFT-LEASE PILOT
PROGRAM.

The Secretary of the Air Force may mot enter
into a lease for the acquisition of tanker aircraft
for the Air Force under section 8159 of the De-
partment of Defense Appropriations Act, 2002
(division A of Public Law 107-117; 115 Stat. 2284;
10 U.S.C. 2401a note) until—

(1) the Secretary submits the report specified
in subsection (c)(6) of such section; and

(2) either—

(A) authorization and appropriation of funds
necessary to enter into such lease are provided
by law; or

(B) a new start reprogramming notification
for the funds necessary to enter into such lease
has been submitted in accordance with estab-
lished procedures.

Subtitle E—Other Programs
SEC. 141. DESTRUCTION OF EXISTING STOCKPILE
OF LETHAL CHEMICAL AGENTS AND
MUNITIONS.

(a) PROGRAM MANAGEMENT.—The Secretary of
Defense shall ensure that the program for de-
struction of the United States stockpile of lethal
chemical agents and munitions is managed as a
magor defense acquisition program (as defined in
section 2430 of title 10, United States Code) in
accordance with the essential elements of such
programs as may be determined by the Sec-
retary.

(b) REQUIREMENT FOR UNDER SECRETARY OF
DEFENSE (COMPTROLLER) ANNUAL CERTIFI-
CATION.—Beginning with respect to the budget
request for fiscal year 2004, the Under Secretary
of Defense (Comptroller) shall submit to the con-
gressional defense committees on an annual
basis a certification that the budget request for
the chemical agents and munitions destruction
program has been submitted in accordance with
the requirements of section 1412 of the Depart-
ment of Defense Authorization Act, 1986 (50
U.S.C. 1521).

SEC. 142. REPORT ON UNMANNED AERIAL VEHI-
CLE SYSTEMS.

(a) REPORT.—Not later than January 1, 2003,
the Secretary of Defense shall submit to Con-
gress a report on unmanned aerial vehicle sys-
tems of the Department of Defense.

(b) MATTERS TO BE INCLUDED CONCERNING
UNMANNED AERIAL VEHICLE SYSTEMS.—The Sec-
retary shall include in the report under sub-
section (a) the following, shown for each system
referred to in that subsection:

(1) A description of the infrastructure that the
Department of Defense has (or is planning) for
the system.

(2) A description of the operational require-
ments document (ORD) for the system.

(3) A description of the physical infrastruc-
ture of the Department for training and basing.

(4) A description of the manner in which the
Department is interfacing with the industrial
base.

(5) A description of the acquisition plan for
the system.

(6) A description of the process by which the
Department will ensure that any unmanned aer-
ial vehicle program proceeding past the science
and technology stage does so only as part of an
integrated, overall Office of the Secretary of De-
fense strategy for acquisition of unmanned aer-
ial vehicles, such as that provided in the ap-
proved Office of the Secretary of Defense un-
manned aerial vehicle roadmap.
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(c) SUGGESTIONS FOR CHANGES IN LAW.—The
Secretary shall also include in the report under
subsection (a) such suggestions as the Secretary
considers appropriate for changes in law that
would facilitate the way the Department ac-
quires unmanned aerial vehicle systems.

SEC. 143. GLOBAL INFORMATION GRID SYSTEM.

None of the funds authorized to be appro-
priated by this Act for the Department of De-
fense system known as the Global Information
Grid may be obligated until the Secretary of De-
fense submits to the congressional defense com-
mittees a plan to provide that, as part of the
bandwidth expansion efforts for the system, the
system will be designed and configured so as to
ensure that information transmitted within the
system is secure and protected from unauthor-
ieed access.

TITLE II—RESEARCH, DEVELOPMENT,
TEST, AND EVALUATION
Subtitle A—Authorization of Appropriations

Sec. 201. Authorization of appropriations.

Sec. 202. Amount for defense science and tech-

nology.
203. Defense health programs.
Subtitle B—Program Requirements,
Restrictions, and Limitations

211. RAH-66 Comanche aircraft program.

212. Extension of requirements relating to
management responsibility  for
naval mine countermeasures pro-
grams.

213. Revised requirements for plan for
Manufacturing Technology Pro-
gram.

214. Advanced SEAL Delivery System.

215. Army experimentation program re-
garding design of the objective
force.

216. Program to provide Army with self-
propelled Future Combat Systems
non-line-of-sight cannon indirect
fire capability for the objective
force.

217. Prohibition on transfer of Medical
Free Electron Laser program.

218. Littoral combat ship program.

Subtitle C—Ballistic Missile Defense

221. Report requirements relating to bal-
listic missile defense programs.

222. Responsibility of Missile Defense
Agency for research, development,
test, and evaluation related to
system improvements of programs
transferred to military depart-
ments.

223. Limitation on obligation of funds for
Theater High Altitude Area De-
fense Program pending submission
of required life-cycle cost informa-
tion.

224. Provision of information on flight test-
ing of Ground-based Midcourse
National Missile Defense system.

225. References to mew mame for Ballistic
Missile Defense Organization.

226. One-year limitation on use of funds
for nuclear armed interceptors.

Subtitle D—Improved Management of Depart-

ment of Defense Test and Evaluation Facili-
ties

Sec. 231. Department of Defense Test Resource

Management Center.

Sec.

Sec.
Sec.

Sec.

Sec.
Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

Sec.

Sec. 232. Objective for institutional funding of
test and evaluation facilities.

Sec. 233. Uniform financial management system
for Department of Defense test
and evaluation facilities.

Sec. 234. Test and evaluation workforce im-
provements.

Sec. 235. Compliance with testing requirements.

Subtitle E—Other Matters

Sec. 241. Pilot programs for revitalicing Depart-
ment of Defense laboratories.

Sec. 242. Technology Transition Initiative.

CONGRESSIONAL RECORD —HOUSE

Sec. 243. Defense Acquisition Challenge Pro-

gram.

244. Encouragement of small businesses
and mnontraditional defense con-
tractors to submit proposals po-
tentially beneficial for combating
terrorism.

Vehicle fuel cell program.

Defense nanotechnology research and
development program.

Activities of the Defense Experimental
Program to Stimulate Competitive
Research.

Four-year extension of authority of
DARPA to award prizes for ad-
vanced technology achievements
and additional authority of mili-
tary departments and Defense
Agencies to award prizes for
achievements in promoting edu-
cation.

Plan for five-year program for en-
hancement of measurement and
signatures intelligence capabilities
of the United States through in-
corporation of results of basic re-
search on sensors.

Subtitle A—Authorization of Appropriations

SEC. 201. AUTHORIZATION OF APPROPRIATIONS.

Funds are hereby authorized to be appro-
priated for fiscal year 2003 for the use of the De-
partment of Defense for research, development,
test, and evaluation as follows:

(1) For the Army, $7,158,256,000.

(2) For the Navy, $13,244,164,000.

(3) For the Air Force, $18,337,078,000.

(4) For Defense-wide activities, $17,970,653,000,
of which $311,554,000 is authorized for the Direc-
tor of Operational Test and Evaluation.

SEC. 202. AMOUNT FOR DEFENSE SCIENCE AND

TECHNOLOGY.

(a) FISCAL YEAR 2003.—Of the amounts au-
thorized to be appropriated by section 201,
310,384,658,000 shall be available for the Defense
Science and Technology Program, including
basic research, applied research, and advanced
technology development projects.

(b) BASIC RESEARCH, APPLIED RESEARCH, AND
ADVANCED TECHNOLOGY DEVELOPMENT DE-
FINED.—For purposes of this section, the term
“basic research, applied research, and advanced
technology development’ means work funded in
program elements for defense research and de-
velopment under Department of Defense cat-
egory 6.1, 6.2, or 6.3.

SEC. 203. DEFENSE HEALTH PROGRAMS.

Funds are hereby authoriced to be appro-
priated for fiscal year 2003 for the Department
of Defense for research, development, test, and
evaluation for carrying out health care pro-
grams, projects, and activities of the Department
of Defense in the total amount of $67,214,000.

Subtitle B—Program Requirements,
Restrictions, and Limitations
SEC. 211. RAH-66 COMANCHE AIRCRAFT
GRAM.

(a) REPORTS REQUIRED.—Not later than the
end of each fiscal quarter of fiscal year 2003, the
Secretary of the Army shall submit to the Com-
mittee on Armed Services of the Senate and the
Committee on Armed Services of the House of
Representatives a report on the progress of the
restructured engineering and manufacturing de-
velopment phase of the RAH-66 Comanche air-
craft program.

(b) CONTENT.—The report shall include, at a
minimum, the information relating to the pro-
gram that the program manager provides to the
Assistant Secretary of the Army for Acquisition,
Logistics, and Technology with respect to—

(1) cost, including funding and contracts;

(2) schedule;

(3) performance;

(4) which goals are being met and which are
not being met;

(5) milestones events accomplished; and

Sec.

245.
246.

Sec.
Sec.

Sec. 247.

Sec. 248.

Sec. 249.
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(6) significant events accomplished.

SEC. 212. EXTENSION OF REQUIREMENTS RELAT-
ING TO MANAGEMENT RESPONSI-
BILITY FOR NAVAL MINE COUNTER-
MEASURES PROGRAMS.

(a) IN GENERAL.—Section 216 of the National
Defense Authorization Act for Fiscal Years 1992
and 1993 (Public Law 102-190; 105 Stat. 1317), as
most recently amended by section 211 of the
Strom Thurmond National Defense Authoriza-
tion Act for Fiscal Year 1999 (Public Law 105-
261; 112 Stat. 1946), is amended—

(1) in subsection (a), by striking
2003’ and inserting ‘‘through 2008°’;

(2) in subsection (b)—

(A) by striking “‘and’’ at the end of paragraph

“through

),

(B) by redesignating paragraph (3) as para-
graph (4); and

(C) by inserting after paragraph (2) the fol-
lowing new paragraph:

“(3) the responsibilities of the Joint Require-
ments Oversight Council under subsections (b)
and (d) of section 181 of title 10, United States
Code, have been carried out with respect to the
updated mine countermeasures master plan, the
budget resources for mine countermeasures for
that fiscal year, and the future years defense
program for mine countermeasures; and’’; and

(3) by adding at the end the following new
subsection:

“(c) NOTIFICATION OF PROPOSED CHANGES.—
Upon certifying under subsection (b) with re-
spect to a fiscal year, the Secretary may not
carry out any change to the naval mine coun-
termeasures master plan or the budget resources
for mine countermeasures with respect to that
fiscal year until after the Under Secretary of
Defense for Acquisition, Technology, and Logis-
tics submits to the congressional defense commit-
tees a notification of the proposed change. Such
notification shall describe the nature of the pro-
posed change, the effect of the proposed change
on the naval mine countermeasures program or
related programs with vrespect to that fiscal
year, and the effect of the proposed change on
the validity of the decision to certify under sub-
section (b) with respect to that fiscal year.”’.

(b) TECHNICAL AMENDMENTS.—Such section is
further amended—

(1) in subsection (a), by striking ‘‘Under Sec-
retary of Defense for Acquisition and Tech-
nology’’ and inserting ‘‘Under Secretary of De-
fense for Acquisition, Technology, and Logis-
tics’’; and

(2) in subsection (b)(2)—

(A4) by striking “‘multiyear’
“future years’’; and

(B) by striking ‘‘section 114a’’ and inserting
“‘section 221"°.

SEC. 213. REVISED REQUIREMENTS FOR PLAN
FOR MANUFACTURING TECHNOLOGY
PROGRAM.

(a) STREAMLINED CONTENTS OF PLAN.—Sub-
section (e) of section 2521 of title 10, United
States Code, is amended by striking ‘‘prepare a
five-year plan’ in paragraph (1) and all that
follows through the end of subparagraph (B) of
paragraph (2) and inserting the following:
“prepare and maintain a five-year plan for the
program.

““(2) The plan shall establish the following:

‘“(A) The overall manufacturing technology
objectives, milestones, priorities, and investment
strategy for the program.

‘““(B) The specific objectives of, and funding
for the program by, each military department
and each Defense Agency participating in the
program.”’’.

(b) BIENNIAL REPORT.—Such subsection is fur-
ther amended in paragraph (3)—

(1) by striking ‘“‘annually”
“biennially’’; and

(2) by striking “‘for a fiscal year’ and insert-
ing ‘‘for each even-numbered fiscal year’.

SEC. 214. ADVANCED SEAL DELIVERY SYSTEM.

(a) TRANSFER OF FUNDS.—To the extent pro-
vided in appropriations Acts, the amount de-
scribed in subsection (b) shall be transferred to

and inserting

and inserting
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amounts available for fiscal year 2003 for re-
search, development, test, and evaluation, De-
fense-Wide, and shall be available only for re-
search, development, test, and evaluation relat-
ing to the Advanced SEAL Delivery System.

(b) AMOUNT TO BE TRANSFERRED.—The
amount referred to in subsection (a) is the
amount of $13,700,000 that was authoriced and
appropriated for fiscal year 2002 for procure-
ment of the Advanced SEAL Delivery System
within amounts for Procurement, Defense-Wide.

(¢c) TRANSFER AUTHORITY IN ADDITION TO
OTHER AUTHORITY.—The transfer authority
provided by this section is in addition to any
other transfer authority provided by law.

SEC. 215. ARMY EXPERIMENTATION PROGRAM RE-
GARDING DESIGN OF THE OBJEC-
TIVE FORCE.

(a) REQUIREMENT FOR REPORT.—Not later
than March 31, 2003, the Secretary of the Army
shall submit to Congress a report on the experi-
mentation program regarding design of the ob-
jective force that is required by subsection (g) of
section 113 of the Floyd D. Spence National De-
fense Authorization Act for Fiscal Year 2001, as
added by section 113 of the National Defense
Authorization Act for Fiscal Year 2002 (Public
Law 107-107; 115 Stat. 1029).

(b) BUDGET DISPLAY.—Amounts provided for
the experimentation program in the budget for
fiscal year 2004 that is submitted to Congress
under section 1105(a) of title 31, United States
Code, shall be displayed as a distinct program
element in that budget and in the supporting
documentation submitted to Congress by the
Secretary of Defense.

SEC. 216. PROGRAM TO PROVIDE ARMY WITH
SELF-PROPELLED FUTURE COMBAT
SYSTEMS NON-LINE-OF-SIGHT CAN-
NON INDIRECT FIRE CAPABILITY
FOR THE OBJECTIVE FORCE.

(a) PROGRAM REQUIRED.—The Secretary of
Defense shall carry out a program to provide the
Army, not later than fiscal year 2008, with a
self-propelled Future Combat Systems non-line-
of-sight cannon indirect fire capability to equip
the objective force.

(b) REPORT.—(1) The Secretary shall submit to
the congressional defense committees, at the
same time that the President submits the budget
for a fiscal year referred to in paragraph (2) to
Congress under section 1105(a) of title 31, United
States Code, a report on the investments pro-
posed to be made with respect to non-line-of-
sight indirect fire programs for the Army. The
report shall—

(4) identify the amount proposed for expendi-
tures for the Crusader artillery system program
for that fiscal year in the future-years defense
program that was submitted to Congress in 2002
under section 221 of title 10, United States Code;
and

(B) specify—

(i) the manner in which the amount provided
in that budget would be expended for improved
non-line-of-sight indirect fire capabilities for the
Army; and

(ii) the extent to which expending such
amount in such manner would improve such ca-
pabilities for the Army.

(2) The requirement to submit a report under
paragraph (1) shall apply with respect to budg-
ets for fiscal years 2004, 2005, 2006, 2007, and
2008.

(c) OBJECTIVE FORCE DEFINED.—In this sec-
tion, the term ‘‘objective force’’ has the meaning
given such term in section 113(f)(2) of the Floyd
D. Spence National Defense Authorization Act
for Fiscal Year 2001 (as enacted into law by
Public Law 106-398; 114 Stat. 1654A-24).

(d) FUNDING.—Of the amount authorized to be
appropriated by section 201(1) for the Army for
research, development, test, and evaluation,
$368,500,000 shall be used only to develop and
field a self-propelled Future Combat Systems
non-line-of-sight cannon indirect fire artillery
system and a resupply vehicle with respect to
such system.
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SEC. 217. PROHIBITION ON TRANSFER OF MED-
ICAL FREE ELECTRON LASER PRO-
GRAM.

The Medical Free Electron Laser Program (PE
0602227D8Z) may not be transferred from the
Department of Defense to the National Insti-
tutes of Health, or to any other department or
agency of the Federal Government.

SEC. 218. LITTORAL COMBAT SHIP PROGRAM.

(a) AMOUNT FOR PROGRAM.—Of the amount
authorized to be appropriated by section 201(2)
for research, development, test, and evaluation,
Navy, $4,000,000 may be available in program
element 0603563N, relating to Ship Concept Ad-
vanced Design, for requirements development for
the littoral combat ship.

(b) LIMITATION ON OBLIGATION OF FUNDS.—
The Secretary of the Navy may not obligate any
funds for the construction of a littoral combat
ship until after the Secretary submits the report
required by subsection (c).

(¢c) REPORT ON MILESTONE A PLAN AND SCHED-
ULE.—(1) The Secretary of the Navy shall sub-
mit to the congressional defense committees, at
the same time that the President submits the
budget for fiscal year 2004 to Congress under
section 1105(a) of title 31, United States Code, a
report on development of the littoral combat
ship.

(2) The report shall address the plan and
schedule for fulfilling the requirements of De-
partment of Defense Instruction 5000-series for a
major defense acquisition Milestone A decision
for initiation of concept and technology devel-
opment for the littoral combat ship, including
the following such requirements:

(A) Consideration of technology issues.

(B) Market research.

(C) Validated mission need statement.

(D) Analysis of multiple concepts.

(E) Test and evaluation master
(evaluation strategy only).

(F) Exit criteria.

(G) Acquisition decision memorandum.

(3) The report shall include a discussion of the
Secretary’s acquisition strategy for development
of the littoral combat ship.

(d) REQUIREMENTS FOR ACQUISITION STRAT-
EGY.—The Secretary shall ensure that the acqui-
sition strategy for development of the littoral
combat ship includes the following:

(1) A concept and technology demonstration
phase that is robust and, in a manner and on a
schedule that will inform the Navy’s decisions
on the concepts, technologies, and capabilities
to be incorporated into the initial design of the
littoral combat ship and into follow-on designs,
capitalizes upon ongoing and planned experi-
ments, demonstrations, and evaluations of—

(A) existing, prototype, and experimental hull
forms and platforms, including the hull forms
and platforms relating to—

(i) the Coastal Waters Interdiction Platform;

(ii) the Hybrid Deep Vee Demonstrator;

(iii) the Littoral Support Craft (Experimental);

(iv) the High Speed Vessel;

(v) surface effects ships;

(vi) Research Vessel Triton;

(vii) the SLICE ship;

(viii) other existing, prototype, and experi-
mental craft that the Secretary considers to be
appropriate; and

(ix) other existing ships capable of carrying
the desired payload packages;

(B) ship and combat systems components;

(C) command, control, and communications
systems;

(D) intelligence, surveillance, and reconnais-
sance systems;

(E) weapons systems; and

(F) support systems.

(2) A description of the experiments, dem-
onstrations, and evaluations that are needed for
support of design and development decision-
making for mission modules to be employed on
the littoral combat ship, including the mission
modules for—

(4) anti-submarine warfare;
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(B) mine countermeasures;

(C) anti-ship defense; and

(D) any other missions that may be envisioned
for the ship.

(3) An identification of the experiments, dem-
onstrations, and evaluations that would need to
be accomplished during the concept and tech-
nology demonstration phase and those that
would need to be accomplished during the sys-
tem development and demonstration phase (after
a major defense acquisition Milestone B decision
to enter that phase).

(4) A description of the potential trade-offs be-
tween program requirements and capabilities,
and the methodology (including life cycle cost
as an independent variable, speed as an inde-
pendent variable, and other applicable program
attributes), needed to arrive a